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About this report

This report sets out the findings of our review of Australian financial services
(AFS) licensees’ compliance with their breach reporting obligation under
s912D of the Corporations Act 2001 (Corporations Act).

The purpose of this review was to consider selected financial services
groups (financial groups), covering all their AFS licensees. Depending on the
groups’ diversity, these licensees provided services such as banking,
superannuation, investment management, insurance, and financial advice.
The review also examined whether:

* their breach reporting is adequate and effective;

* they comply with the breach reporting obligation; and

* they demonstrate elements of a sound breach-reporting culture.

Based on the findings, the report also provides ‘what good looks like' to help

AFS licensees improve their compliance measures and ensure they comply
with the breach reporting obligation.
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About ASIC regulatory documents ‘

In administering legislation ASIC issues the following types of regulatory
documents.

Consultation papers: seek feedback from stakeholders on matters ASIC
is considering, such as proposed relief or proposed regulatory guidance.
Regulatory guides: give guidance to regulated entities by:

e explaining when and how ASIC will exercise specific powers under
legislation (primarily the Corporations Act)

e explaining how ASIC interprets the law
e describing the principles underlying ASIC’s approach

e giving practical guidance (e.g. describing the steps of a process such
as applying for a licence or giving practical examples of how
regulated entities may decide to meet their obligations).

Information sheets: provide concise guidance on a specific process or
compliance issue or an overview of detailed guidance.

Reports: describe ASIC compliance or relief activity or the results of a
research project.

Disclaimer

This report does not constitute legal advice. We encourage you to seek your
own professional advice to find out how the Corporations Act and other
applicable laws apply to you, as it is your responsibility to determine your
obligations.

Examples in this report are purely for illustration; they are not exhaustive and
are not intended to impose or imply particular rules or requirements.
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A Executive summary

Role of breach reporting

1

All Australian financial services (AFS) licensees have a legal requirement to
report to ASIC a significant breach that has occurred or is likely to occur as
soon as practicable, and in any case within 10 business days of becoming
aware of the significant breach.

Note: AFS licensees that are co-regulated with the Australian Prudential Regulation
Authority (APRA) may elect to report the breach to ASIC through one report to APRA.

Breach reporting is a core component of Australia’s financial services
regulatory structure, where AFS licensees act as the “first line” of compliance.
We have consistently highlighted the importance of breach reporting as part
of an AFS licensee’s compliance and risk management systems.

Recommended law reform for breach reporting

The Australian Government set up the ASIC Enforcement Review in 2016,
which delivered recommendations for law reform, including for the breach
reporting obligation in December 2017. The breach reporting
recommendations included:

(@ implementation of a more objective test for significance;

(b) arequirement for AFS licensees to report to ASIC when they form a
suspicion that a significant breach has occurred or is likely to occur, to
encourage more timely reporting;

(c) a30-day reporting requirement, triggered by the start of an AFS
licensee’s investigation;

(d) public reporting of breach reporting figures;

(e) the extension of the breach reporting obligation to Australian credit
licensees;

() anincrease to criminal penalties for failure to report as and when
required; and

(9) the introduction of a civil penalty and an infringement notice provision
in addition to the criminal offence.

The Australian Government has provided in-principle support for these
proposed changes to the breach reporting obligation.

We support the proposed changes and their purpose of creating stronger and
clearer rules for reporting breaches to ASIC.

Options for enforcement of breach reporting should not be limited to
criminal sanctions. The current penalty provided for the offence of failing to
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10

11

12

meet the breach reporting obligation—a maximum of 250 penalty units
($52,000) for a body corporate—is too low to have a deterrent effect.

We require a broad, effective range of enforcement remedies to enable ASIC
to respond to the full range of types and severity of misconduct, from less
grave to more serious breaches. There are significant variations in the
seriousness of breach reporting failures.

For a contravention of the breach reporting obligation that does not involve a
deliberate failure to report, we should be able to issue an infringement notice
or apply for a civil penalty, set at a level that adequately deters an AFS
licensee from contravening the provision.

Stronger criminal penalties should be readily enforceable for serious
misconduct, such as deliberate delays or failure to report.

The ASIC Enforcement Review followed concerns we raised publicly that
AFS licensees were not reporting in a timely and consistent manner. Delays
in reporting were often caused by failures in compliance systems or
subjective interpretations of the breach reporting obligation.

Further delays were caused by those responsible for determining whether a
breach is significant not considering the matter until after a lengthy
investigation. The subjectivity and ambiguities in the current legal requirements
have limited the circumstances in which we can take enforcement action.

The findings of this review have confirmed and quantified our concerns that
breach reporting is not timely or consistent and that the current rules are
subjective and ambiguous. The findings underline the urgent need for the
proposed reforms.

Breach reporting review

13

14

Between 2017 and 2018, we conducted a review into the current operation of
breach reporting, using funding allocated in the 2016-17 federal budget to
improve outcomes in financial services.

Note: See Budget 2016-17: Budget measures—Budget paper no. 2, under the heading

‘Australian Securities and Investments Commission—Improving outcomes in financial
services’.

We selected the following 12 authorised deposit-taking institutions (ADI)
and their associated AFS licensees for review (reviewed financial groups).
Table 1 sets out all the reviewed financial groups, by major financial groups
(four) and other financial groups (eight).
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Table 1: The reviewed financial groups

Major financial groups Other financial groups

Australia and New Zealand Banking AMP Limited (AMP)
Group (ANZ)

Commonwealth Bank of Australia
(CBA)

National Australia Bank Group (NAB)

Bank of Queensland
Bendigo and Adelaide Bank
Credit Union Australia
Westpac Banking Corporation Greater Bank
(Westpac) Heritage Bank

Macquarie Group (Macquarie)

Suncorp Group (Suncorp)

Note: The reviewed financial groups are financial services groups included in this report with an
Australian ADI as one of its AFS licensees. The reviewed financial groups include nine banks,
one credit union and two mutual banks.

15 Our review was a proactive surveillance of the current breach reporting
practices of the reviewed financial groups and the extent to which elements of
a firm’s culture, systems and management supports its ability to meet its
breach reporting obligation.

16 The purpose of the review was to consider whether the reviewed financial
groups:
(@ had adequate and effective breach reporting processes;
(b)y complied with the breach reporting obligation; and

(c) demonstrated elements of a sound breach management culture—for
example, an environment:

(i) where incidents can be detected, raised and escalated quickly;
(i) that prioritises the investigation of possible breaches;

(iiiy where, once a significant breach has been confirmed, there are
transparent communications internally and with ASIC; and

(iv) that ensures fair outcomes for consumers affected by a breach.

17 We structured our review around the key stages of the *significant breach
lifecycle’—from identifying potential issues, to reporting significant
breaches to ASIC and rectifying the breach (including by way of remediating
consumers). We explored possible reasons for delays within the breach
reporting process.

18 The review covers a total of 715 significant breaches reported to ASIC by
AFS licensees within the reviewed financial groups between 2014 and 2017.

19 We collected data on each significant breach from the reviewed financial
groups’ AFS licensees that had one or more significant breaches reported
under s912D of the Corporations Act 2001 (Corporations Act) between 2014
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and 2017. Our findings are based on policies, case studies and other
documents we reviewed, in conjunction with the collected data.

Note: 83 AFS licensees of the reviewed financial groups reported one or more
significant breaches in this period.

Key stages of a significant breach

20 As part of the review, we collected dates to calculate the length of time taken
for each ‘key stage’ of each significant breach reported to ASIC by the
reviewed financial groups for the period between 2014 and 2017.

21 We have used data to calculate the average (referred to as ‘mean’ in figures)
and median for all reviewed financial groups. We have isolated key stages to
assesses potential bottlenecks, recurring themes and opportunities for
improvement for reviewed financial groups.

22 Table 2 sets out the key stages of a significant breach. Key stages 1-3
(reporting stages) are common to each breach, while key stages 4-7
(rectification stages) may not be applicable to each breach.

Table 2: Key stages of a significant breach

Process Stages Report section
Breach 1 Identification of incident Section C
reportin L . L
P 9 Identification to investigation
process
3 Investigation to breach report
Breach 4 Communication with consumers Section D
rectification
5 Payments to consumers
process
6 Process and/or system change
7 Accountability
23 Our findings and observations on a sound breach management culture are

discussed throughout the key stages and are drawn together in Section E.

ASIC’s key findings

24 Based on analysis of the data, selected documents, statements and case
studies, we made the key findings set out in Table 3.

Note: In this report, we refer to calendar days unless we explicitly state ‘business days’.
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business days

Delayed
remediation for
consumer loss

becoming aware of a
significant breach.

AFS licensees must ensure
that the financial services
covered by their licence
are provided efficiently,
honestly and fairly: see
S912A(1)(a).

This requires fair and
timely outcomes for
consumers affected by
significant breaches.

The ability to remediate
depends on AFS licensees
identifying and
investigating significant
breaches on a timely basis.

The remediation process
should align with stated
values, such as prioritising
consumers and ‘putting
things right'.

Table 3: Key findings of the breach reporting review

Finding Why is this important? What we found

1 Delayed Delays in identifying The time taken to identify incidents that are later
identification of incidents that, once determined to be significant breaches is the main reason
incidents investigated, are why ASIC receives breach reports about long dated

determined to be events or conduct.

significant breaches The major financial groups took an average of 1,726 days
increase the r|§k of (median: 1,148 days) to identify an incident that was later
cons-um.er detriment and determined to be a significant breach. The other financial

the likelihood that a breach groups took an average of 995 days (median: 600 days).

becomes significant.

2 Lengthy Delays in breach reporting ~ We received a quarter of breach reports after AFS
investigations caused by lengthy licensees had spent 168 days or more investigating the
leading to investigations undermine breach.
delayed our ability to take timely The major financial groups took an average of 150 days
reporting and appropriate (median: 95 days) from starting an investigation to

enforcement or other lodging a breach report. The major financial groups’
regulatory action, and average was double that of the other financial groups,
further increase the risk of - \yhich took an average of 73 days (median: 34 days).
consumer detriment.
Failure to AFS licensees are legally Approximately one in seven significant breaches (110)
report to ASIC required to notify ASIC were reported to ASIC more than 10 business days after
within 10 within 10 business days of  the AFS licensee became aware of the breach.

This was a systemic issue for one major financial group,
NAB, accounting for 84 (approximately 76%) of these
delayed breach reports.

For significant breaches that involved consumer financial
loss, CBA, NAB and ANZ took an average of 352 days
(median: 316 days), 265 days (median: 234 days), and
198 days (median: 140 days) respectively to make the
first payment to consumers after ending their
investigations. We identified historical documents from
two of these major financial groups that referred to
remediation for consumers as a ‘distraction’. This is
evidence of a misalignment in these two groups’ cultures
with their stated values of prioritising consumers.

The fourth major financial group, Westpac, took
substantially less time—an average of 69 days (median:
112 days)—which was more consistent with the other
financial groups reviewed (average: 84 days; median:
111 days).

For significant breaches that involved consumer financial
loss, the reviewed financial groups took an average of
2,145 days (median: 1,525 days) from the first instance of
the breach to make the first payment to affected
consumers.

Overall, consumers were out of pocket for an excessive
period.
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Finding

5 Lack of
effective and
searchable
incident and
compliance
systems

6 Inconsistent
reporting of
significant
breaches

7 Underutilised
lessons
learned
opportunities

Why is this important?

AFS licensees’ provision of
adequate resources for
effective systems to record
and investigate incidents
are fundamental to a sound
breach management
culture.

Accurate, complete,
current, and timely
recording of information is
necessary to allow
licensees to identify risks,
investigate incidents, report
to ASIC, and maintain
oversight of the process.

AFS licensees are only
required to report
significant breaches.

AFS licensees’
interpretation of
‘significance’ is subjective,
and therefore inconsistent.
Inconsistent reporting
leads to varying levels, and
limitations on, a key source
of intelligence and
information for ASIC.

It can also affect the
opportunity for ASIC
intervention or oversight.

The investigation and
rectification of a significant
breach presents a potential
lessons learned
opportunity for the AFS
licensee, and possibly for
other licensees within the
financial group.

It also provides an
opportunity to remove or
reduce weaknesses more
broadly, to prevent other
incidents from occurring.

What we found

Some AFS licensees’ current systems had limited search
functionality. This, in combination with a fragmented
approach to recording information over many databases,
inhibited the identification and investigation of a number
of significant breaches. It also limited licensees’ capacity
to understand their overall management of breaches.
This, in turn, limits the AFS licensees’ broader lessons
learned opportunities: see key finding 7 at paragraphs
410-451.

Key information that we would expect to see in a breach
report often could not be located by the AFS licensee on
their system. The information was not always recorded in
a searchable format and often resulted in a resource-
intensive manual process to conduct investigations,
reviews, audits and respond to our inquiries. In some
cases, key information was not recorded at all and
required licensees to re-interview relevant staff, if they
were still employed.

The subjective nature of the tests of significance in
s912D(1)(b) contributes to delays and inconsistencies in
reporting significant breaches to ASIC. The reviewed
financial groups assess significance from their own
perspective in the absence of an objective test.

A comparison of two major financial groups’ data, NAB and
Westpac, regarding significant breaches with consumer
financial loss suggests that an inconsistent application by
industry of what is ‘significant’ affects the number of reports
made to ASIC. In the review period, NAB had the lowest
median consumer financial loss per significant breach
($206,538.00 versus $1,407,010.84) and reported 6 times
more breaches with consumer financial loss (121 versus
19) than Westpac, which had the highest median
consumer financial loss per significant breach.

Some AFS licensees have not always made the most of
lessons learned opportunities.

Licensees were too often reactive, limiting their focus to
the immediate breach, and neglecting the lessons
learned opportunity for the licensee (or broader group).

In some instances, licensees narrowed, or attempted to
narrow, the scope of investigations (and remediations).
This appeared to be driven by an intent to make the
process manageable. However, at times this was at the
expense of more thorough investigations, and increased
the possibility, if not likelihood, that such issues (or similar
issues) affected a broader pool of consumers.

Helpfully, however, licensees did undertake timely process
or system changes in direct response to the specific
significant breach.
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Finding

8 Elements of a
sound breach
management
culture not
demonstrated

Why is this important?

A sound breach
management culture will
prioritise and support the
ability of an AFS licensee
to meet its breach reporting
obligation.

It provides a transparent
and open environment that
promotes breach
identification, rectification,
and reporting—where staff
can raise and escalate
incidents, investigations
are prioritised and
overseen by senior
management, and where
rectification and
remediation are also
prioritised.

What we found

In general, we observed that aspects of the reviewed
financial groups’ culture did not support the ability of AFS
licensees to meet their breach reporting obligation. In many
instances, the reviewed financial groups did not
demonstrate elements of a sound breach management
culture.

Some of the reviewed financial groups did not give

adequate priority to:

* how breaches are detected, escalated and managed
within the organisation, with a significant minority of
staff being uncomfortable raising concerns or risks; and

* how quickly consumers are remediated following a
breach, which does not align with statements made by
many of the reviewed financial groups, both publicly
(e.g. values) and in internal documents (e.g. policies
and procedures).

In some cases, we also observed a limited and
inconsistent level of oversight by and accountability of
senior management across the key stages of a significant
breach.

Note: Findings 1,2 and 4 display both an average and a median. An average with value higher than the median implies a
distribution skewed to the right (e.g. more results above the median), with values having a greater effect on the average
calculations. For further details and an explanation on the use and application of statistical information contained in this report,
see Appendix 1 at paragraphs 528-534.

25

26

27

28

These findings do not affect all the reviewed financial groups to the same
extent; in general, the major financial groups took longer to identify,
investigate, report and remediate significant breaches.

All AFS licensees, not just those who participated, should benefit from
robust benchmarking of their performance and resources, to assess the
effectiveness of their own breach reporting processes and make
improvements where weaknesses are identified. We are seeking to influence
the entire financial industry with our findings and better equip AFS licensees
to monitor their own performance, internally, as well as against their peers.

Based on our findings, we have stated our expectations for industry and
identified opportunities for improvement to strengthen the effectiveness of
breach reporting processes: see Table 4. These should be considered as
additional guidance to supplement Regulatory Guide 78 Breach reporting by

AFS licensees (RG 78).

We have also set out actions we will take to improve breach reporting in

Australia: see Table 5.
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ASIC’s expectations

29 Table 4 sets out our expectations for AFS licensees regarding the breach
reporting obligation, informed by our findings in this report.

Table 4: ASIC’s expectations for AFS licensees

Expectation Description
1 Compliance with All AFS licensees are legally required to have a process that effectively identifies
breach reporting breaches and then reports significant breaches to ASIC. The failure to report
obligation, including significant breaches to ASIC within 10 business days of becoming aware of them
reporting to ASIC is a criminal offence.
within 10 business . L . . . .
davs The identified instances of non-compliance with the 10 business days reporting
y requirement are unacceptable, especially when the legal requirement is to report
‘as soon as practicable’ but no later than 10 business days from awareness.
2 Greater capacity AFS licensees must look for opportunities to improve the operation of their breach
and speed in reporting processes by:
identif.ying and « investing in business and compliance systems that more readily allow AFS
investigating licensees to identify and investigate incidents that may be breaches;

incidents, and
reporting significant
breaches to ASIC

* maintaining systems that capture accurate, complete, and current information of
the type required in a breach report (and breach register) and that are
searchable, updatable and extractable;

* ensuring investigations of incidents are resourced and conducted quickly, and
their findings are accurate and escalated in a timely manner;

* engaging with ASIC at the earliest possible opportunity when it is apparent that
there is a significant breach—in particular, during lengthy investigations where
further work is needed to determine how significant a breach is rather than
whether it is significant (e.g. where investigations may still have a substantial
amount of work to uncover the full extent of the breach);

* reviewing and monitoring current interpretations of significance to avoid overly
legalistic and inconsistent approaches to breach reporting. The breach’s impact
on consumers—such as the individual and total financial losses and how long
they have been out of pocket—is an important consideration. The significance of
a matter should not be unduly diluted by consideration of other factors, such the
overall percentage of consumers affected;

* better monitoring by senior management and benchmarking the operation and
effectiveness of their current breach reporting practices; and

* better management of delays in reporting significant breaches to ASIC, by
increased senior management oversight and board reporting.
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Expectation Description

3 Demonstrate a All AFS licensees should create and maintain a workplace where management of

sound breach
management culture
that makes breach
reporting a priority

Demonstrate a
sound breach
management culture
that makes
consumer
remediation a
priority

Make the most of
the lessons learned
opportunities that
each breach
presents

breaches, and timely breach reporting, is a priority. This means maintaining a
workplace culture where:

* staff are encouraged to be vigilant, raise and escalate incidents, and feel
comfortable when doing so; and

* escalation of incidents and management of breaches is a priority and is
supported by senior managers and executive leaders.

We expect senior management of licensees to consider and understand whether:
* breaches, and incidents more broadly, are detected quickly;

* robust compliance measures (systems and processes) are in place; and

* the investigation of breaches is prioritised.

We expect these issues to be assessed on an ongoing basis. We have included
detailed ‘Questions to ask’ for each of these in Section E.

All AFS licensees should create and maintain a workplace and culture where
ensuring fair consumer outcomes following a breach is a priority—for example,
where financial loss is involved, ensuring that consumers are remediated swiftly.

Licensees must provide adequate resources for the processes for remediation of
consumers affected by the breach, as well as process, system and policy changes
without undue delay. We expect that these different processes will occur
concurrently wherever possible to ensure that consumers are remediated as soon
as possible.

AFS licensees should aim to deliver comprehensive remediation to all affected
consumers, to restore them to the position they would have held but for the
significant breach. If licensees are not able to remediate all affected consumers,
we expect that licensees will have in place processes to ensure that they do not
profit from their mistakes.

AFS licensees should:

* proactively and transparently share the findings of investigations to allow
identification of similar issues within the licensee and the broader group (where
relevant), and prevent similar issues from occurring in the future; and

 consider the breach in the broader context of their breach reporting process,
including the timeliness and effectiveness of their reporting to ASIC and
rectification.
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Table 5:

ASIC’s actions

30

Action

Close and
continuous
monitoring program

Monitor the

operation of breach
reporting, including
consumer outcomes

Develop the ASIC
Regulatory Portal to
lodge breach
reports
electronically

Enforcement

5 Support law reform

Guidance and
stakeholder
engagement as part
of law reform

Table 5 sets out the actions we will take to improve breach reporting. See
Section F for further details.

ASIC’s actions regarding breach reporting

Description

Senior ASIC staff will commence an on-site monitoring role at the major financial
groups and AMP from October 2018. ASIC will have dedicated on-site supervisory
staff spending extended periods within these institutions to monitor their
governance and compliance with laws, including how they are improving breach
identification, reporting and rectification programs.

We will continue to monitor the effectiveness of AFS licensees’ breach reporting
processes. We will also continue to require and monitor the remediation of
consumers financially affected by significant breaches and intervene to ensure fair
outcomes for consumers, where necessary.

We are developing the capacity for AFS licensees to lodge breach reports to ASIC
through the ASIC Regulatory Portal. This will assist with proposed annual
publishing of breach report data. It will also allow possible industry benchmarks
relating to AFS licensees’ breach reporting obligation.

ASIC is actively considering enforcement action for failures to report breaches on
time, noting the problems in the existing law. These problems include that there
are only currently criminal sanctions, ambiguity as to when the time allowed for
reporting commences and the subjectivity of the ‘significance’ test.

Failures to report can only be prosecuted on a criminal basis, with the associated
high standard of proof.

At the same time, the existing penalty is modest. A contravention of s912D has a
maximum penalty of 250 penalty units ($52,500) for a body corporate.

We will continue to support the law reform recommended by the ASIC
Enforcement Review, and which the Australian Government has accepted in-
principle, to create stronger and clearer rules for reporting breaches to ASIC. For
example, only around a quarter of breach reports are lodged within 30 days after
the start of an AFS licensee’s investigation. If this law reform was adopted, all
breach reports (or suspected breach reports) would need to be lodged with ASIC
within this timeframe. This will improve our ability to take appropriate enforcement
action.

If the breach reporting obligation is extended to Australian credit licensees (e.g.
mortgage brokers and providers of credit or consumer leases), and other proposed
changes are enacted, we will produce updated regulatory guidance to help all
licensees comply with any new requirements.
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Excluded from scope

31 In this review, we did not re-assess or re-investigate the underlying breach
by an AFS licensee. Nor did we include in the scope of our review whether
the decision not to lodge a breach report with ASIC was appropriate, other
than to highlight the inconsistency of the application of ‘significance’ in
practice. We have previously considered each significant breach included in
this review and determined the appropriate response—that is, ongoing
surveillance, monitoring or enforcement action. We publish detailed
statistics on significant breach reports received and our regulatory response

in our annual report.
32 We did not include the following notifications to ASIC in the review:

(@ breach reports from auditors under s311, 601HG or 990K of the
Corporations Act;

(b) suspicious activity reports from market participants under the relevant
market integrity rules; and

(c) other types of notifications (e.g. those from responsible entities and
credit licensees).
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B Background to the review

Key points

Breach reporting is an important component of Australia’s financial services
regulatory structure, where AFS licensees act as the ‘first line’ of
compliance. The regulatory structure acknowledges that, despite an
expectation of compliance, breaches will occur.

If a significant breach by an AFS licensee has occurred, it is required to
report the significant breach to ASIC within 10 business days of becoming
aware of it.

We have for some time held concerns that AFS licensees are either not
reporting breaches to ASIC or not reporting breaches in a timely and
consistent manner, and have advocated for law reform to make the
obligation clearer and more readily enforceable.

We continue to take a range of regulatory action against those AFS
licensees that have not complied with their breach reporting obligation.

Role of breach reporting

33

34

35

36

Compliance measures

Breach reporting is an important component of Australia’s financial services
regulatory structure, where AFS licensees act as the “first line” of
compliance. The regulatory structure acknowledges that, despite an
expectation of compliance, significant breaches will occur and AFS
licensees then have an obligation to report these to ASIC. Timely breach
reporting allows ASIC to identify emerging harms in the market and take the
appropriate regulatory response.

AFS licensees are required to have adequate compliance measures in place
as part of obtaining and maintaining their licence. Regulatory Guide 3 AFS
Licensing Kit: Part 3—Preparing your additional proofs (RG 3) provides
specific guidance on the full scope of such necessary compliance measures
(see RG 3.19), of which breach reporting is a key element.

Further, Requlatory Guide 104 Licensing: Meeting the general obligations
(RG 104) provides guidance on how we assess compliance with the general
AFS licence obligations in s912A(1): see RG 104.21 and Table 2 of RG 104
for a list of questions to consider when designing and testing your
compliance measures to ensure you comply with the general obligations.

All licensees are expected to have in place structures, systems and policies
designed to ensure compliance with the breach reporting obligation in the
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Corporations Act. The effectiveness of the compliance measures put in place
to meet the breach reporting obligation, and the AFS licensee’s culture, will
affect its ability to:

(@) identify and escalate issues to be investigated,;
(b) conduct timely investigations;

(c) undertake an accurate and honest assessment of whether the issue is a
breach and whether it is significant;

(d) notify ASIC in a timely, accurate and honest report; and

(e) be fair, transparent and timely in communication with consumers who
have been affected by the breach.

37 Breaches are real-life stress tests of an AFS licensee’s compliance measures.
How an AFS licensee responds is not only a reflection of the effectiveness of
their compliance measures but also of their culture. An AFS licensee’s
response extends to how they fix the issue, resolve any impact on consumers
(i.e. restore consumers to the position they would have held but for the
breach), and implement steps to prevent recurrence.

Note: This report focuses on breach reports made under s912D of the Corporations Act;
however, there are other compulsory reports that can be more broadly categorised as
‘breach reporting’.

38 Breach reporting should be a vital source of learning for AFS licensees to
both reinforce and improve that “first line” of compliance. Each breach,
whether significant or not, highlights a weakness that must be understood, so
that improvements can be made to prevent the recurrence of the breach in the
future. Internal reporting on the root causes and the effects of the breach, as
well as the current and intended responses, need to be escalated to senior
management or higher.

39 AFS licensees each have a clear role in lifting industry standards as a whole,
and part of this is timely identification of their own problems within the
financial services industry. AFS licensees’ ability to quickly identify
emerging conduct and systemic issues relies heavily on their business and
compliance systems, as well as their staff and senior management. Timely
identification facilitates more efficient reporting of breaches to ASIC and
allows AFS licensees to rectify breaches more swiftly.

40 Further, AFS licensees may have an opportunity to remediate consumers
affected by a breach in a way that can restore some of the trust and
reputational damage caused by the breach. These problems tend to cause
consumers financial detriment and prolonged inconvenience. It is important
to understand that AFS licensees’ responsibility extends beyond industry
standards to fulfilling consumer expectations.

Note: In this report, we use the term ‘systems’ to mean information technology (IT)
systems.
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41

42

43

44

45

Key information for ASIC

Breach reports lodged by AFS licensees are also a key information source
for ASIC. We consider all reports we receive. Effective and timely breach
reporting enables ASIC to:

(@) identify misconduct and compliance issues within AFS licensees;

(b) take steps to remedy the effects of misconduct and to protect investors
from further misconduct;

(c) take regulatory and law enforcement action where warranted (disrupting
harmful behaviour);

(dy understand emerging and changing trends and harms within the
financial services industry; and

(e) respond to trends and harms by:
(i) educating investors; and

(i) providing guidance to AFS licensees.

Beyond compliance with the breach reporting obligation, we expect that AFS
licensees will have a transparent, open and cooperative relationship with us.

Recent admissions at the Royal Commission into misconduct in the banking,
superannuation and financial services industry (Royal Commission) that
AFS licensees’ conduct relating to breach reports, namely that they
contained misleading information to ASIC or failing to lodge timely breach
reports, had fallen below community standards and expectations, undermines
trust between ASIC and the industry and consumers’ trust in the industry.

Without trust, breach reporting is less effective. We would have to
investigate and corroborate all the information in a breach report every time
one was made. We would also have to devote substantial resources to
investigate failures to lodge breach reports.

With trust, after receiving a report, we can focus on the appropriate action
for the AFS licensee to take—such as remediating any consumers, rectifying
systems and processes, and taking any appropriate regulatory action for the
breach.

Regulatory framework for breach reporting

46

Section 912D(1B) of the Corporations Act requires an AFS licensee to notify
ASIC of a significant breach or likely significant breach of their obligations
under s912A (including their licence conditions), s912B (compensation
arrangements), or financial services laws. Under this section, the AFS
licensee must make the report in writing as soon as practicable, and in any
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event within 10 business days of becoming aware of the breach or likely
breach.

Note 1: Before 2003, s912D required an AFS licensee to report all breaches of s912A
and s912B as soon as practicable, and in any case within three days of becoming aware
of the breach. This requirement proved too burdensome for both industry and ASIC,
with the majority of matters reported being technical or minor.

Note 2: Our guidance on s912D(1B) is contained in RG 78.

47 A ‘likely breach’, as defined in s912D(1A), requires AFS licensees to report
breaches that have yet to occur. We interpret this as the licensee becoming
aware that they will be unable to prevent the breach from occurring and, at
the time of reporting to ASIC, this is still the case: see RG 78.9-RG 78.10. If
the AFS licensee is able to prevent the breach within the 10-business day
reporting timeframe, then no likely breach is reportable. Also, if the breach
occurs before the report to ASIC, then the breach report should reflect this
(i.e. reported as an actual, not likely, breach).

48 Section 912D(1)(b) sets out the factors that determine whether a breach, or
likely breach, is ‘significant’ (significance test). These are:

(@) the number or frequency of similar previous breaches;

(b) the impact of the breach or likely breach on the AFS licensee’s ability
to provide the financial services covered by the licence;

(c) the extent to which the breach or likely breach indicates that the AFS
licensee’s arrangements to ensure compliance with those obligations is
inadequate; and

(d) the actual or potential loss to clients or the AFS licensee itself.

Note: RG 78 provides guidance on consideration of the factors set out in s912D—see
Table 2 of RG 78.

49 The maximum penalty for an AFS licensee failing to notify ASIC of a
significant or likely breach within 10 business days of becoming aware of
the breach or likely breach is currently:

(@ for an individual, $10,500 (50 penalty units), imprisonment for one
year, or both; and

(b) for a body corporate, $52,500 (250 penalty units).

Note: The value of the Commonwealth penalty unit increased from $180 to $210 on
1 July 2017.

50 The only ‘bright line’ requirement of the section is the 10-business day
reporting requirement. If an AFS licensee intentionally delays reporting after
becoming aware of a significant breach or likely breach for their own
interests, or if there is a pattern of repeated delays, then stronger regulatory
action is more appropriate.
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51

52

53

Issues in the current regulatory framework

Ambiguity around the concept of ‘significance’, and the legislation being
silent on the timeliness of investigation before ‘becoming aware’, is largely
responsible for the current perceptions that the breach reporting regime is
inadequate.

In early 2015, we obtained advice from senior counsel about what would be
required to prove a contravention of the breach reporting obligation. We
provided details of that advice in a public statement to Royal Commission.

Note: See Witness statement of Peter Kell, Exhibit 2.1, prepared for the Royal
Commission, 16 April 2018.

Senior counsel advised us of the impediments to prosecuting an AFS
licensee for failing to comply with the breach reporting obligation:

(@ The significance test is subjective. It involves matters of judgement, and
so gives the AFS licensee a very wide discretion when assessing
significance. Prosecution for contravention of the section would be
highly problematic except in extremely clear factual scenarios.

(b) Section 912D(1B) requires the AFS licensee to be aware that a breach is
significant—that is, the requirement is not triggered by the AFS
licensee becoming aware that a breach may be significant, is probably
significant, or is suspected to be significant.

() To establish a contravention of the section, it would not be sufficient for
ASIC to establish that, at a certain point in time, the AFS licensee was
aware of the facts and circumstances that created the breach and, in
turn, the facts and circumstances that created the significance of the
breach. Rather, we would need to establish that the AFS licensee was
aware that there was a breach and, in turn, that the breach was
significant.

(d) The time limit set out in $912D(1B) does not commence until the
responsible officer becomes aware of the breach and that the breach was
significant.

Note: In this report responsible officers are also referred to as ‘key decision makers’.

ASIC’s concerns about current breach reporting practices

54

For some time we have raised concerns about AFS licensees’ approach to
compliance with the breach reporting obligation.

Note: See Why breach reporting is important, speech by ASIC Deputy Chairman, Peter
Kell, Risk Management Association Australia Chief Risk Officers Forum,
16 September 2014.
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55 These concerns include that AFS licensees:
(@) are not reporting breaches to ASIC in a consistent timely manner;

(b)y may extend the timeframe for internal investigation and reporting
processes to delay informing ASIC of significant breaches;

(c) interpret ‘significance’ differently, leading to an inconsistent approach
to breach reporting and level of breach reporting; and

(dy provide ASIC with breach reports that often do not contain enough
information to assess and act on the report.

56 In some cases, there is less than constructive engagement with ASIC,
particularly at levels of senior management below the most senior in large
AFS licensees. As ASIC’s then-Chairman, Greg Medcraft, observed in
August 2017:

I’m afraid that we routinely encounter a culture of seeking to delay and
frustrate our surveillance, investigation and enforcement work.

Note: See Opening statement, statement by then ASIC Chairman, Greg Medcraft,
Parliamentary Joint Committee on Corporations and Financial Services (PJC),
Canberra, 11 August 2017.

57 Often this lack of constructive engagement is around procedural matters. For
instance, we routinely experience delays in AFS licensees responding to
notices to compel the production of documents, including ASIC inquiries
following the receipt of a breach report. This indicates to us that the licensee
has failed to give the matter appropriate priority and resourcing.

58 We have flagged our concerns with industry in different forums—for
example, presentations, industry association meetings and one-on-one
meetings with AFS licensees—and with the Australian Government in
hearings for PJC and Senate Estimates and various inquiries over the last
decade. In particular, see most recently the ASIC Enforcement Review
taskforce report, December 2017.

Enforcement action for non-compliance

59 The ambiguity and subjectivity of the existing law has limited circumstances
in which we can take enforcement action for non-compliance with the breach
reporting obligation in s912D(1B). To date, we have only once successfully
pursued enforcement action for non-compliance with s912D(1B): see our
action against Top Quartile Management Ltd for failing to report to ASIC
breaches of their legal obligation—ASIC Annual Report 2006-07, p. 23.

60 Despite the difficulties of establishing the elements of the offence (see
paragraph 53) where appropriate we will continue to look to enforce the current
requirements. However, law reform is required to increase ASIC’s ability to
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take regulatory action. The ASIC Enforcement Review has recommended, and
the Government has accepted in-principle, reform to introduce stronger and
clearer rules for breach reporting: see paragraphs 63-67.

61 Compliance with breach reporting is not a standalone obligation. Breach
reporting forms part of the general licensing obligations under s912A(1),
which requires AFS licensees to, among other things, comply with financial
services laws.

62 To date, we have focused on enforcing the regulatory requirements of breach
reporting, in conjunction with the broader requirements, through:

(@) administrative action against AFS licensees for, in part, failing to
comply with their breach reporting obligation—for example, see Media
Release (16-045MR) ASIC suspends AFS licence for failing to lodge
financial statements (24 February 2016);

(b) the required remediation set out in court enforceable undertakings—for
example, see Media Release (13-240MR) ASIC accepts enforceable
undertaking from Wealthsure Pty Ltd, Wealthsure Financial Services
Pty Ltd and their former CEO (2 September 2013); and

(¢) voluntary reviews and improvements to systems resulting from
surveillances or projects—for example, see Report 528 Responsible
entities’ compliance with obligations: Findings from 2016 proactive
surveillance program (REP 528) at paragraph 40.

Recommended law reform for the breach reporting obligation

63 The Australian Government set up the ASIC Enforcement Review in 2016,
which consulted on possible changes to the breach reporting obligation to
create stronger and clearer rules when reporting breaches to ASIC. After a
preliminary analysis, the ASIC Enforcement Review released Position and
Consultation Paper 1: Self-reporting of contraventions by financial services
and credit licensees on 12 April 2017.

64 In December 2017, the ASIC Enforcement Review reported to the Australian
Government and made the following recommendations for the breach
reporting regime:

(@ the *significance test” should be retained but clarified to ensure that the
significance of breaches is determined objectively
(Recommendation 1);

(b) the Government should introduce a self-reporting regime for credit
licensees equivalent to the regime for AFS licensees
(Recommendation 2);
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the obligation for AFS licensees to report should expressly apply to
misconduct by an employee or representative (Recommendation 3);

significant breaches (and suspected breach investigations that are
ongoing) must be reported within 30 days (Recommendation 4);

ASIC should prescribe the required content of breach reports and they
should be lodged electronically (Recommendation 5);

criminal penalties should be increased for failure to report as and when
required (Recommendation 6);

a civil penalty should be introduced in addition to the criminal offence
for failure to report as and when required (Recommendation 7);

the reporting requirements should encourage a cooperative approach
where AFS licensees report breaches, suspected or potential breaches,
or employee or representative misconduct at the earliest opportunity
(Recommendation 8);

the reporting requirements for responsible entities of managed
investment schemes should be streamlined, by replacing the
requirements in s601FC(1)(l) with an expanded obligation in s912D
(Recommendation 9); and

ASIC must annually publish breach report data for AFS licensees
(Recommendation 10).

Note: See ASIC Enforcement Review taskforce report, December 2017.

65 In April 2018, the Australian Government’s response to the ASIC
Enforcement Review taskforce report was to agree in principle with these

recommendations. However, the Government noted that the Royal
Commission would consider internal systems of financial entities to identify
misconduct.

66 The Australian Government deferred implementation of these
recommendations to enable it to take into account any findings arising out of
the Royal Commission.

67 ASIC supports changes to breach reporting obligation for stronger and
clearer rules about the obligation of AFS licensees to report breaches.
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C  Breach reporting process

Key points

This section sets out the key stages of the breach reporting process and
identifies opportunities for improvement:

e key stage 1—identification of incident;
e key stage 2—identification to investigation; and

e key stage 3—investigation to breach report.

Delays in the breach reporting process are a serious and ongoing problem.
Primarily, delays are caused by AFS licensees taking an average of

1,517 days (median: 925 days) to identify a possible breach (key stage 1).
But we are also concerned that reporting significant breaches to ASIC are
further delayed due to lengthy investigations—the reviewed financial
groups took an average of 128 days (median: 69 days) from commencing
their investigations to lodging a breach report with ASIC (key stage 3).

Delays in breach reporting increase the risk of consumer loss or detriment.
Delays also undermine our capacity to take timely and appropriate
enforcement or other regulatory action, as well as reducing our confidence
in the ability of AFS licensees to resolve breaches and implement effective
measures to prevent recurrence.

Reporting stages

68

Table 6 sets out the key stages of the reporting process and where we have
discussed them further in this section.

Table 6: Key stages of the reporting process

Key stage

1 Identification of
incident

2 ldentification to

investigation

3 Investigation to
breach report

Description Further discussion

The length of time between the first instance of the Paragraphs 83-131
significant breach to identification of the incident.

The length of time between identification of the incident Paragraphs 132—-153
and the start of the investigation into whether a significant
breach has occurred.

The length of time between the start of the investigation Paragraphs 154288
into whether a significant breach has occurred and the
date the significant breach report is lodged with ASIC.
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69 Figure 1 sets out the average calendar days for each reporting stage for all
significant breaches the reviewed financial groups reported to ASIC between
2014 and 2017.

Note: The key stages of a significant breach are non-linear. This figure depicts the
average duration in days for each of those key stages and should be considered only as
indicative.

Figure 1: Average timeline of the reporting stages of a significant
breach

Key stage 1: Incident to identification 1,517

Key stage 2: Identification to

> S 28
investigation

Key stage 3: Investigation to breach

128
report

Note 1: This figure is based on 686, 705, and 707 significant breaches, for key stages 1-3
respectively (out of 715) that had available data. Average calculations have included both
positive and negative metrics.

Note 2: See Table 30 in Appendix 2 for the data shown in this figure (accessible version).

70 As Figure 1 shows:

(@) delays in significant breach reporting are primarily caused by AFS
licensees failing to identify a possible breach;

(b) investigations usually begin swiftly, but delays can occur; and

(c) delays in reporting are also caused by the length of investigations.

71 The timeframes for each key stage in Figure 1 are displayed in a sequential
or linear fashion. Mostly a stage commences following the completion of the
previous stage (linear progression). We found that in around 90% of
instances the reviewed financial groups reported a significant breach to
ASIC after the end of their investigation.

72 But these stages do not always operate in linear progression. For example, an
AFS licensee may identify a likely future significant breach and report to
ASIC before the breach occurs. Another common instance of non-linear
progression is where an investigation is still ongoing, but the licensee has
been able to determine that a significant breach has occurred, based on
known findings, and lodges a significant breach report to ASIC. The
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investigation may then continue to quantify the total extent and impact of the
breach and consider how to fix the breach.

An AFS licensee reported one significant breach that had occurred over
approximately four and a half years, from the first instance to the last
instance of the breach.

The breach related to the licensee failing to honour product quotes
provided to consumers, which were supposed to be valid for a specified
period of time. The licensee first identified an incident of this breach almost
one and a half years after it started. Despite the incident being identified, it
continued to occur over the next three years.

After the incident was identified, it took the licensee a further two years to
record it as a breach in its breach register and start an investigation. Then
there was an additional four months before the licensee reported the
breach to ASIC as a significant breach. During this four months, the
licensee sought and obtained legal advice on the breach.

The licensee had not taken the necessary steps to ensure that further
breaches did not occur until just before reporting the breach.

73 The interdependence of the reporting stages means that delays at one stage
can cause a ripple effect that increase delays at the other stages and intensify
harm. In some instances, it can cause additional breaches to occur, unless
appropriate measures are taken in a timely fashion.

Breach reporting policies and procedures

74 To have a full understanding of how key stages 1-3 of a significant breach
are intended to operate, we examined the reviewed financial groups’ policies
and procedures for breach reporting (produced under notice).

75 The reviewed financial groups’ AFS licensees have well-documented
processes that, if implemented, appeared adequate to enable compliance with
the breach reporting obligation. Once a breach was identified it was
managed in a highly centralised process within the reviewed financial
groups. This meant that while the financial services, products, packages, and
root causes may change, the process for assessment and reporting was
largely consistent. While there was some variation to AFS licensees’
approach within a reviewed financial group, the policies were generally
standardised.

76 All the reviewed financial groups’ documented breach reporting processes
contained the following common steps:

(@ identifying and recording incidents;
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77

78

79

80

81

82

(b) assessing whether an incident is a breach;
(c) assessing whether a breach is significant; and

(dy if the breach is assessed as significant, a requirement that the relevant
AFS licensee report it to ASIC within 10 business days of becoming
aware of the significant breach.

Industry faces a challenge to capture, filter and analyse incidents to correctly
determine whether they are significant breaches, non-significant breaches, or
not breaches at all. It is paramount that they do so in a timely, accurate and
effective manner.

We consider that policies and procedures are the foundation of effective
compliance measures. Senior management must provide support and
oversight, in conjunction with staff training, to ensure policies and
procedures operate effectively and are complied with. Systems must also be
appropriately resourced and targeted.

We consider that AFS licensees are best placed to identify instances of non-
compliance in a timely manner when all these elements are established.

Many reviewed financial groups re-examined their processes, at least once in
the last five years. A number of these re-examinations coincided with or
occurred shortly after the release of ASIC comments on the importance of
breach reporting. We consider this demonstrates a responsiveness to the
clear messages coming from the regulator.

We have also been advised by some reviewed financial groups, since the end
of the review, that their relevant policies and procedures have been updated
more recently. As a result, these updates may have already addressed some
of our observations and opportunities for improvement identified in this
report.

In this section, we discuss the relevant policies and procedures for each key
stage and AFS licensees’ compliance with some aspects of them.
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Key stage 1: Identification of incident

The length of time between the first instance of the significant breach to

identification of the incident.

We found the delay in identifying breaches to be a serious problem. The
average time from a significant breach starting to it being identified for
investigation is 1,517 days—that is, just over four years (median: 925 days).

The time taken to identify a significant breach is the biggest factor that
contributes to ASIC receiving breach reports about events or conduct that
occurred some time ago.

The reviewed financial groups need to invest, and continue to invest, in
systems that enable quicker identification of significant breaches.

83 Before an AFS licensee can begin to investigate a significant breach, it must
identify that a potential significant breach has occurred. At this stage, AFS
licensees generally refer to these potential significant breaches as ‘incidents’.

84 An incident means a matter that the AFS licensee is investigating to
determine whether the licensee has failed to comply with legislation,
industry code, or its internal policies, procedures or arrangements, or
whether there has been a system failure. Some examples of incidents
include:

(@) inappropriate advice from representatives;
(b) unit pricing and fee errors;

(c) representatives operating outside the scope of AFS licence
authorisations;

(d) deficient disclosure; and

(e) fraud in the supply of financial services by a representative.

85 A complaint may also be considered an incident, but our review indicated
that complaints were often part of a separate policy and managed through a
separate process. However, we did find some examples where an AFS
licensee’s policy and procedure incorporated dealing with complaints as part
of the management of incidents.

86 We found that relevant business units’ staff identified most incidents that
were later determined to be significant breaches (46% of incidents), while
compliance and internal audit reviews together identified 20% and consumer
complaints identified 10%.

87 We found the length of time taken to identify the significant breach as an
incident is the biggest factor that contributes to ASIC receiving significant
breach reports about events or conduct that happened many years ago.
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88 Figure 2 sets out the average and median days from the first instance of the
significant breach to the identification of it as an incident.

Figure 2. Average time taken for key stage 1, by reviewed financial groups
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Note 1: This figure is based on 686 significant breaches (out of 715) that had available data. The standard deviation for all the
reviewed financial groups is 1,590 calendar days. It does not separately display individual groups that had available data for
10 or fewer significant breaches.

Note 2: See Table 31 in Appendix 2 for the data shown in this figure (accessible version).

89 Based on the reviewed financial groups’ current average, some significant
breaches that start today may not be identified as an incident by an AFS
licensee before 2022. This projection assumes no improvements in AFS
licensees’ ability to identify breaches.

90 Table 7 sets out the distribution of when significant breaches were identified
as incidents.

Table 7: Distribution of significant breaches by time taken to identify

incident
Year Number of significant breaches
Before first instance 12
Year 1 (0-365 days) 188
Year 2 (366—730 days) 81
Year 3 (731-1095 days) 98
Year 4 (1096-1460 days) 51

© Australian Securities and Investments Commission September 2018 Page 28



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

Year Number of significant breaches
After year 4 (more than 1460 days) 256
Total 686

Note: This table is based on 686 breaches (out of 715) that had available data.

91 Breach reports should be reported as “likely’ if they are yet to occur. Of the
12 significant breaches that were identified before first instance, only one
was reported to ASIC as a likely significant breach: for information on likely
breaches, see paragraph 47.

92 We are concerned that at least 256 of the 715 significant breaches reviewed
went undetected for more than four years.

93 Many of these breaches are not one-off events but continuing failures. The
late detection of significant breaches has a domino effect, with older
breaches generally being more difficult to investigate—including identifying
the root causes, the products, packages and systems potentially affected, and
guantifying the impact on any affected consumers. Further, the investigation
and rectification may be more resource intensive and expensive for AFS
licensees, consumers may be entitled to greater remediation, and ASIC may
consider a need for a stronger regulatory response to the breach. Based on
the data, the major financial groups particularly need to improve their ability
to identify incidents earlier.

94 All AFS licensees need to consider how best to monitor existing practices to
identify incidents and to do so in a much timelier fashion. They should also
consider committing further resourcing to this task and where best to allocate
both existing and new resources. AFS licensees are required to have
adequate training, resources and systems—including adequate and effective
compliance measures and risk management systems to ensure compliance
with their license obligations: see s912A(1).

Note: For guidance on when we assess AFS licensees compliance with general
obligations in s912A(1), see RG 104.

95 We are also concerned that in 29 instances, the reviewed financial groups
were unable to identify and advise when the breach started. This leaves the
possibility that the full extent of the breach, and total number of consumers
affected, cannot be determined—despite, in some instances, lengthy
investigations.
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Table 8:

Duration
of breach

0-4 years

More than
4 years

Total

Case study 2: Investigating old breaches

An AFS licensee could not advise when one significant breach started,
despite having conducted investigations for almost two years and
identifying historical concerns with fee disclosure on some types of credit
and debit cards.

The availability of data meant that the licensee could only identify instances
that had occurred in the previous seven years (which totalled around

$7 million in overcharged fees). As a result, the remediation was limited to
the identified $7 million overcharged. Further investigation of unavailable
data may have revealed a greater impact.

Domino effect: Number of significant breaches and
consumers

96 We are concerned that this lapse in time may have a profound effect on the
volume of significant breaches that occur. In 98 instances, AFS licensees
identified the length of time that the breach remained undetected as a factor
in determining that a breach was significant: see paragraphs 183-189.

97 We expect that more timely identification of breaches will reduce the
duration of breaches and number of significant breaches. Once identified, a
fix can be implemented, likely leading to:

(@) fewer consumers affected; and
(b) less financial loss to those consumers that are affected.

98 In Table 8 we summarise the financial loss incurred by consumers based on
the duration of significant breaches reported to ASIC by reviewed financial

groups between 2014 and 2017. We further explore the financial loss
incurred by consumers in Section D.

Effect of duration of significant breaches on consumer financial loss

Number of breaches Number of Total loss for  Average loss  Average loss
with financial loss consumers affected consumers per breach per consumer

134 2,243,029  $165,623,117 $1,235,993 $73.84

134 2,188,749  $305,238,962 $2,277,903 $139.46

279 4,959,214  $497,241,980 $1,782,229 $100.27

Note: This table is based on 279 significant breaches (out of 715) with applicable data. A further 11 significant breaches
incurred financial loss to consumers, but the AFS licensees were unable to provide all dates required to calculate the duration of
those significant breaches. These 11 significant breaches affected 527,436 consumers, with a total loss of $26,379,901, an
average loss per breach of $2,398,173, and an average loss per consumer of $50.02.

The average loss per breach is calculated using the total loss for consumers and dividing it by the number of breaches with
financial loss. The average loss per consumer is calculated using the total loss for consumers and dividing it by the number of
consumers affected.
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In total, we found 279 significant breaches incurred financial loss to
consumers. Almost 5 million consumers were financially affected by those
breaches, with a total financial loss of approximately $497 million. This
equates to an average loss per significant breach of around $1.8 million, and
around $100 per consumer.

Despite a similar total number of consumers affected and the same number
of significant breaches with financial loss, the consumer impact is noticeably
greater in instances where the breach went undetected by AFS licensees for
four or more years.

The total financial loss to consumers in breaches of this duration is just over
$300 million—close to double the financial impact of significant breaches
identified in the first four years (just short of $166 million).

In addition, for those significant breaches identified after four or more years,

the average loss per significant breach is around $2.2 million and the average
loss per consumer is around $140—also close to double the financial impact

when compared to the respective losses for significant breaches identified in

the first four years (around $1.2 million and just short of $75, respectively).

Opportunities for improvement

Recognising emerging systemic issues: Red flags

We found instances where AFS licensees failed to quickly recognise
indicators of a breach (e.g. consumer complaints and other systemic issues)
that should have been a ‘red flag’ that the incident, if not already recognised
as an incident, needed to be investigated thoroughly. Examples of red flags
include consumer complaints, whistleblowers, consumer remediation, and
consequence management. Further, findings from third parties, such as
external dispute resolution (EDR) schemes or code compliance committees,
may also be considered red flags.

We found that a whistleblower identified only one of the 715 significant
breaches reported by the reviewed financial groups between 2014 and 2017.
We would be concerned if this number was markedly higher. If staff are able
to raise concerns internally, there should be very few breach reports made by
whistleblowers.

We found that 67 significant breaches were identified by way of complaint,
while only three were identified by way of EDR schemes. The investigation
into nine of the 67 significant breaches identified by way of complaint only
commenced after receiving 10 or more complaints. For three of these
breaches, over 100 complaints were received before the AFS licensee began
an investigation. We are pleased that we identified many instances (58)
where investigations were begun after nine or fewer complaints and the
majority of these breaches only had one or two complaints.
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106 In some instances, the AFS licensee conducted an investigation after receiving
just a single consumer complaint, rather than multiple complaints. This was
pleasing and should be modelled where appropriate by all licensees.

Case study 3: Investigating one consumer complaint ‘

An AFS licensee received a single complaint from a consumer about poor
advice. After confirming that the complaint was valid, the licensee was
proactive in making inquiries about whether the issue was isolated or
systemic. The result of the investigation was that the issue was systemic,
and the licensee reported a significant breach to ASIC.

107 Where ASIC or another unrelated third party (excluding external auditors)
identifies the breach, this indicates that the AFS licensee’s three lines of
defence have failed. First, the breach was allowed to occur, then the licensee
failed to identify it before it was raised by the unrelated third party.

108 AFS licensees’ attention and response to consumer complaints about matters
that appear to be systemic can uncover an underlying significant breach and
limit its adverse impact. Such complaints may often be channelled through a
licensee’s internal dispute resolution (IDR) process.

Case study 4: Consumer complaints and potential red flags ‘

An AFS licensee identified that nearly 200 consumer complaints received
within one year through the IDR process were about home loan offset
arrangements within the broker channel.

The licensee conducted an investigation and identified approximately 2,000
active accounts with offset account linkage errors, resulting in a number of

these consumers not receiving the benefits of an offset account and paying
too much interest on their home loan.

109 This case study is also an example of where system enhancements were
implemented during the breach rectification (although systems deficiency
was not a root cause) to improve the overall consumer experience and show
consumers details of their linked offset account and the amount of interest
saved on their home loan via the offset arrangement.

Case study 5: Consumer complaints and potential red flags ‘

An AFS licensee reported a significant breach, relating to account opening
errors that occurred over an eight-year period. This systemic issue affected
over 100,000 consumers who were unable to access the full benefits of
their account.

The licensee had started to receive complaints four years before making
the breach report to ASIC. An initial investigation only identified part of the
root causes and complaints continued. A second investigation revealed
more and led to the breach report to ASIC; however, by this stage the
licensee had received over 120 complaints.

© Australian Securities and Investments Commission September 2018 Page 32



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

110

111

112

113

114

115

116

117

Recognising emerging systemic issues: Compliance systems

AFS licensees need to continue to develop their data analytics abilities,
along with the quality of compliance data, so that they can more quickly
identify emerging systemic issues.

Note: In this report, we refer to ‘compliance systems’ as generally any systems that
record and monitor incidents for the purposes of managing risk.

All reviewed financial groups had a system that was used to record, manage,
and escalate incidents, which was supported with corresponding policies and
procedures for staff to follow.

Some reviewed financial groups used an online form that captured details of
the incident and automatically populated the AFS licensee’s breach register:
see paragraphs 250-257.

We consider that, when systems are appropriately resourced, used and
audited, they should better identify instances of non-compliance in a timely
manner.

In our view, there is a greater risk that systemic issues and similar previous
breaches will go unnoticed in circumstances where AFS licensees use
multiple systems to raise, review and record breaches (no matter how
classified) that will then be subject to ongoing interrogation, searching, and
consideration per incident raised.

We are concerned that some of the reviewed financial groups’ development
of these capacities has until recently been neglected.

This issue not only affects AFS licensees’ ability to identify systemic issues,
but also affects their ability to manage risks—including investigating an
incident, reporting a significant breach, and managing the rectification and
remediation of significant breaches.

Case study 6: Compliance systems

An AFS licensee’s external audit during the review period found it was not
possible to conduct analysis of risk indicators such as customer complaints,
operational issues, and financial data (e.g. customers’ refunds) to look for
systemic compliance issues. The audit found that the present incident data
was inadequate, incomplete and inaccurate and as such would inhibit
conducting such an analysis.

In 2018, despite years attempting to improve the system, the licensee still
had great difficulty searching their compliance system and, therefore,
delivering reports of misconduct.

The reviewed financial groups’ current efforts to reduce the level of
inadequate, incomplete and inaccurate incident data will likely see an
improvement over time in their ability to be proactive and swiftly identify
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emerging systemic issues. This will not be a quick transformation for some.
The ability to identify existing systemic issues will be hampered until such

time that their systems accurately capture the necessary information or data
necessary for identification.

Recognising emerging systemic issues: Product systems

118 The age, complexity and diversity of products and business unit systems
inhibit the identification of incidents that, after investigation, are determined
to be breaches.

Case study 7: Product systems ‘

An AFS licensee reported a significant breach, relating to automatic funds
transfers.

Direct debits for a service in approximately 2,000 accounts were not
correctly cancelled on the system and, as a result, approximately $3 million
in fees were incorrectly collected.

These fees could be charged to accounts operated on seven different
systems within the licensee.

The identification, investigation and remediation were made more complex
by the different systems that also had at times different data formats.

Encouraging staff to report incidents

119 Staff within business units identified 46% of significant breaches (331 out of
715 significant breaches) in this review.

120 All reviewed financial groups’ policies and procedures made staff and
management responsible for identifying and reporting incidents. Policies and
procedures varied, but AFS licensees usually allowed up to five business
days for staff who identified the incident, or the business unit to which that
staff belonged, to record the incident in the relevant system.

121 All reviewed financial groups made identifiable efforts during the relevant
period, with some making efforts before the review, to improve staff
awareness of breach reporting and the accessibility of the channels for staff
to raise and report an incident. The reviewed financial groups are aware that
this is an area for ongoing improvement.

Case study 8: Staff reporting incidents

A reviewed financial group surveyed the perceptions of its staff on risk
management. They found 70% of staff were comfortable speaking out
about risks in 2016, an increase from 53% for the previous year.

© Australian Securities and Investments Commission September 2018 Page 34



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

122 Reviewed financial groups were able to point to current practices that were
designed to promote compliance, including, but not limited to:

(@ regular compliance statements;

(b) a percentage of the representative’s bonus being dependant on
compliance, often with a ‘gateway’ feature that made some or all of the
bonus unavailable if a certain level of compliance was not achieved;
and

(c) statements from chief executive officers (CEOs) or other key figures
about the importance of compliance.

123 These practices were focused on the staff’s own compliance. We found a
limited use of recognition and reward for individuals who raised incidents.
Only nine of the 331 significant breaches identified by staff resulted in any
formal recognition or reward for the identifying staff member. The reviewed
financial groups usually saw such actions as staff meeting the requirement to
report incidents once identified. AFS licensees should consider whether
greater and more transparent use of recognition and reward would encourage
staff to raise incidents and make them more comfortable doing so.

124 We identified a range of procedures, some more developed than others, to
enable AFS licensees to share progressive details and findings throughout an
investigation into the breach. This extended to sharing the root causes and
other learnings with staff within the business unit that identified the
significant breach.

125 Greater transparency during the process, both to the individual identifying
the matter and the organisation more broadly, can demonstrate the
importance of raising matters and that the organisation has taken action that
is consistent with their stated values and their legal requirements.

126 It is impossible to know how many incidents could have been identified
earlier if staff were more willing to raise concerns about risks. However,
until there is a culture and embedded practice of raising concerns about risks
within all AFS licensees, the likelihood remains that significant breaches
will be identified later than they should be: see further discussion in
Section E.

Compliance and audit

127 The importance of audit and assurance in encouraging compliance and
identifying non-compliance is well established in the reviewed financial
groups, with compliance and audit functions identifying 20% of the
significant breaches in this review. The level of resourcing for these
functions impacts the AFS licensee’s ability to identify matters.

128 We were disappointed to observe a number of significant breaches where it
appeared that AFS licensees had failed to be proactive in thoroughly
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investigating the incident. In extreme examples, the AFS licensee suspected
there was a breach but failed to adequately resource the audit work that may
have identified the full extent of it earlier.

Case study 9: Adequate resourcing ‘

An AFS licensee reported a significant breach relating to reconciliation
discrepancies. These discrepancies occurred for approximately eight years
before the licensee first resourced a project to identify, analyse and rectify
the full extent of the problem. However, this review was curtailed and
absorbed into the business as usual work.

Two years later the problem remained unresolved. A second project was
resourced; but, despite there being a substantial amount of work left to be
done, the project was again curtailed and absorbed into the business as
usual work.

There were strong indicators that the problem remained; however, it was a
further two years before the licensee quantified the extent of the problem
and formed the view a significant breach was reportable. This was 12 years
after reconciliation discrepancies started.

129 The effectiveness of audit and assurance depends on how limited resources
are deployed and, once deployed, what questions are asked.

Case study 10: Adequate controls ‘

An AFS licensee reported a significant breach by a financial adviser. During
six years of employment, the adviser maintained a ‘low’ risk rating, despite
failing to follow the internal and regulatory requirements. This was
unidentified for a long period, as the control within the licensee was not
effective in identifying and/or preventing non-compliance with business
process and policies.

The licensee was aware of this weakness in the controls before the
misconduct of the adviser was identified. However, the controls were only
updated after the adviser had left and the extent of their misconduct started
to emerge.

Proactive approach to incident identification

130 We have dealt with instances where AFS licensees failed to adequately
review and/or monitor systems to ensure that they worked as intended as part
of sound business practice. Licensees should have clear internal ownership
of this practice.

131 AFS licensees regularly reviewing their compliance measures to ensure that
they are implemented and effective can help in identifying and dealing with
potential issues earlier. A review of compliance measures becomes more
imperative where there is a change.
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Case study 11: Failure to review compliance measures ‘

An AFS licensee reported a significant breach relating to a failure to
properly refund fees and interest incurred on successfully disputed
transactions.

The licensee considered the significant breach likely dated back to 2007,
but only had available data back to 2009.

The licensee’s investigation, conducted between 2016 and 2017, revealed
that they had an opportunity to identify the breach earlier (in 2014) when
the process was transferred between business units. However, the new
business owner did not review the previous compliance measure, which
would have identified that in 20% of cases the licensee had failed to
properly refund fees and interest on successfully dispute transactions.

Key stage 2: Identification to investigation

The length of time between identification of the incident and the start of the

investigation into whether a significant breach has occurred.

Generally, investigations are resourced and commenced swiftly after
incidents are identified. Of the 715 significant breaches reported to ASIC,
544 investigations started within 10 days of the incident being identified.
However, we were particularly concerned that in 98 instances the
investigation started more than 40 days after the incident was identified.

Across the reviewed financial groups, the average time for key stage 2 is 28
days (median: 0 days).

Delays in commencing an investigation may, in part, occur due to a failure to
record incidents in a timely fashion—despite the AFS licensees’ own internal
procedures.

132 Once an incident has been identified, it needs to be escalated if an
investigation is to occur. The escalation is not instantaneous. AFS licensees
commonly require the incident to be recorded on the relevant system, which
may include details of the incident, for the incident to progress to the
relevant area (i.e. compliance) for an initial assessment and investigation.

133 The time taken to escalate is a key stage, because delays here are a risk that
need to be managed and ideally avoided.

Time taken to record an incident

134 The reviewed financial groups had policies that required swift recording of
incidents, commonly within five business days of the incident being
identified. However, we found there were many instances where AFS
licensees frequently took three times longer to record the identified incident.
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Delays within this key stage can unnecessarily affect the start of the
investigation and have both incremental and detrimental effects on the
timing of reporting and rectification of significant breaches.

The reviewed financial groups took an average of 22 days (median: 3 days)
to record an incident in the relevant system after identification. The median
is consistent with the general policy of recording an incident within five
business days. However, the average would suggest that the stated
expectation of prompt recording of incidents is not always occurring in
practice.

Based on the distribution, we found that 451 significant breaches had been
recorded in accordance with this common timeframe set by AFS licensees,
while in 252 instances AFS licensees recorded incidents more than five
business days after identification.

Where AFS licensees create policy and set internal requirements, but fail to
enforce them, this indicates a level of acceptance for internal non-
compliance.

Time taken to start an investigation

Across the reviewed financial groups, the average time for key stage 2 is
28 days (median: O days).

Note: The standard deviation for key stage 2 is 129 days, which shows that the
distribution has outliers. It means that, in some instances, the investigation started much
later or earlier than 28 days after the breach was identified.

The data shows that at least 50% of investigations into the reported
significant breaches started immediately after the incident was identified.
The distribution is best illustrated at Table 9, which shows that the reviewed
financial groups generally resourced and commenced an investigation within
10 days of identifying the incident.

We encourage this process. Where it is not possible to immediately
investigate an incident, we encourage AFS licensees to ensure investigations
are resourced as swiftly as possible.

Table 9: Number of significant breaches by days for key stage 2

Days from identification to investigation Number of significant breaches

Less than 11 days 544
11-20 days 28
21-30 days 22
31-40 days 13
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Days from identification to investigation Number of significant breaches
More than 40 days 98
Total 705

Note: This table is based on 705 significant breaches (out of 715) with applicable data.

For the most part, investigations are resourced swiftly. We found that

544 investigations started within 10 days of the incident being identified;
however, 98 investigations started more than 40 days later. This accounts for
the difference between the average and median days.

There are also inherent risks in practices that do not adequately monitor such
reporting and escalation. AFS licensees may be unable to identify systemic
issues as they arise and, as discussed in key stage 1 at paragraphs 96-102,
prolonged and unidentified issues can manifest, resulting in breaches of
greater significance both for AFS licensees and any affected consumers.

Opportunities for improvement

Timely recording of incidents

All the reviewed financial groups had a system that was used to record,
manage, and escalate incidents. The system is usually group-wide, rather
than segregated at the AFS licensee level, but some systems were divided
according to AFS licensees within the reviewed financial groups.

As we observed at paragraph 136, the reviewed financial groups took an
average of 22 days (median: 3 days) to record an identified incident in the
relevant system. This observation closely aligns with our observation that the
reviewed financial groups took an average of 28 days (median: 0 days) for
key stage 2.

The timeliness in AFS licensees recording an incident, and the possible
failure to comply with internal standards (e.g. to record the incident within
five business days), may partly explain why the start of some investigations
may be delayed.

A tolerance for the failure to comply with timeframes set in internal policy
may be having a more profound impact than AFS licensees would otherwise
anticipate. In our view, such tolerance does not reflect a sound breach
management culture.

We were pleased to find one instance where an AFS licensee’s policy and
procedure required an explanation if there was a delay of more than two days
in recording the incident after it was identified.
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Appropriate recording of incidents

149 An element of a sound breach management culture is having systems in
place that allow information about breaches, and incidents more broadly, to
be recorded accurately, tracked and kept up to date: see further discussion in
Section E.

150 In our review, we observed that incident information was:
(@) often recorded in a fragmented fashion over many databases;

(b) often not searchable—key information could not be easily extracted as
required; and

(c) sometimes missing key data (e.g. the data RG 78 recommends AFS
licensees record was not included in the system).

151 Further, the current systems often inhibit the identification and management
of breaches, both significant and otherwise. They also affect the AFS
licensees’ ability to quickly respond to our requests for information on
breaches.

152 Where a sound breach management culture exists, we would expect to see
that:

(@) once a matter has been identified as a breach, systems are in place to
ensure staff are able to record details of that breach, including how it
was identified, and track how the breach is being addressed including
its ongoing progress;

(b) staff using the system can easily extract data about the breach and
report on different aspects in real time; and

(c) the quality of information being recorded on breaches is subject to
regular audits.

153 The quality of information that is recorded directly affects the accuracy and
completeness of breach registers and breach reports. We recommend AFS
licensees consider whether their existing compliance systems and
surrounding practices could be improved to better record and track incidents
(including complaints) and enable an accurate real-time view of incidents
(including those later determined to be significant breaches).
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Key stage 3: Investigation to breach report

The length of time between the start of the investigation into whether a significant

breach has occurred and the date the significant breach report is lodged with ASIC.

Approximately one in seven significant breaches (110) were reported to
ASIC more than 10 business days after the AFS licensee became aware of
the breach. Most non-compliance was between one and three days late.

In too many instances it takes too long to report a matter to ASIC once an
investigation has begun. We found that across the reviewed financial
groups, the average time for key stage 3 was 128 days (median: 69 days).
We are particularly concerned that one in four investigations take longer
than 168 days to report to ASIC.

154 Investigations are the examination of incidents—usually by the compliance
function, with support from the relevant business unit(s) and, if necessary,
legal advice—to determine whether the incident is both a breach and
significant. An investigation can be simple or complex and require varying
levels of resources and inquiries to reach a finding.

155 AFS licensees rely on the findings, either preliminary or final, and
recommendations of these investigations to allow their key decision makers
to determine if a breach is reportable.

Note: In this report, we refer to the individual or group that considers and determines
whether there is a significant breach for the purpose of the breach reporting obligation
as the ‘key decision maker’ or ‘key decision-making group’ (as applicable).

156 Only after an AFS licensee’s key decision makers determine that an incident
is a significant breach does the licensee consider it has become aware and
must lodge a report with ASIC within 10 business days.

157 We found that, across the reviewed financial groups, it took AFS licensees
an average of 128 days (median: 69 days) for key stage 3: see Figure 3 for a
breakdown across the reviewed financial groups.

158 We found it took the major financial groups an average of 150 days (median:
95 days) to investigate and lodge a breach report to ASIC. The major
financial groups’ average was double that of other financial groups that took
an average of 73 days (median: 34 days).

159 We want to understand why there is such a difference between the major
financial groups and other financial groups.
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Figure 3: Average number of days for key stage 3, by reviewed financial groups
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Note 1: This figure is based on 707 significant breaches (out of 715) that had available data. The standard deviation for all the
reviewed financial groups is 185 calendar days. It does not separately display individual groups that had available data for 10 or
fewer significant breaches.

Note 2: See Table 32 in Appendix 2 for the data shown in this figure (accessible version)

160 Based on the above current averages, some significant breaches that start
today may not be reported to ASIC before 2023. This projection assumes no
improvements in AFS licensees’ the ability to identify and investigate
breaches.

161 We acknowledge that investigations of potential significant breaches will
invariably require time to obtain and analyse the available information
before an AFS licensee is in a position to determine whether there is a
reportable significant breach. Nevertheless, we want to be notified of matters
earlier than is currently the case. Further, the reviewed financial groups
should have a strong desire to improve the efficiency in running
investigations.

162 That said, we were pleased to find that 58 significant breaches were reported
to ASIC before the end of the AFS licensee’s investigation into the breach.

163 This means the licensee was satisfied, based on the information on-hand, that
the breach was significant and did not wait until the investigation was
complete to report the matter to ASIC. This is consistent with our guidance
and we encourage this to continue where possible.

164 The limited number of reports prior to the end of an investigation may be
driven by a legalistic approach that requires the group to have knowledge of
the full extent of the breach before it is willing to determine that a significant
breach has occurred.
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165 AFS licensees need to critically monitor their investigations, so that they can
be responsive and act when timeframes begin to slip.

166 The overall timeframes are influenced by several possible steps in key
stage 3. We have set out these steps and made further observations on them
at paragraphs 167-257.

Investigation of incident

167 The reviewed financial groups’ policies and procedures generally made the
compliance area responsible for investigations of incidents and required
assistance from the relevant business unit. Where there was oversight of the
investigation, it was usually the responsibility of the risk and compliance
functions. The procedures included an initial assessment of whether the
incident could be a potential breach of the law. Some AFS licensees set
timeframes for the initial assessment to be completed (e.g. five business
days). If the assessment found no breach was possible, then a fuller
investigation was not undertaken. The basis for the assessment is then
recorded.

168 However, we also identified an alternate approach where the significance of
an incident was first considered before proceeding to consider whether a
breach has occurred. A benefit of this approach may be the prioritisation of
incidents; however, if there is no further assessment of the incident to
determine whether a ‘non-significant’ breach has occurred, this may create a
risk that systemic issues are not identified and addressed.

169 To avoid this risk, AFS licensees need to eventually assess whether the
incident is a breach and take any necessary steps to address it. This includes
recording the outcome of the assessment to allow identification of emerging
systemic issues.

170 If, after the initial assessment, the incident remains a potential significant
breach or is determined to be a breach but has not been determined as
significant, the AFS licensee continued their investigation. It was common
that the full extent of an incident required further investigation to be
understood. In practice, this may be a continuation of the same investigation
or escalated to the relevant team for further investigation. We found that
polices had an implicit and sometimes an explicit expectation that if the
incident was found to be a breach, the escalation would occur immediately.

Investigation of breach

171 A central purpose of all investigations is determining whether an incident is
a breach and, if so, determining whether it is significant.
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172 Investigations of potential significant breaches will invariably require time to
obtain and analyse the available information before an AFS licensee is able
to determine whether it is a significant breach.

173 We observed that most of the policies and procedures did not provide any
timeframes for investigating incidents, although some indicated that the
investigation should be conducted as a priority and expeditiously: see
paragraph 132. One reviewed financial group’s policy set out the principle
that its AFS licensees must investigate each incident without delay.
However, this principle did not appear to translate into the policies and
procedures of those licensees or business units.

174 The length of the investigation could depend on numerous factors, including:
(@) the age of the potential breach;
(b) the period it occurred over;
(¢) the number of consumers, products and systems affected:;
(d) the records available; and

(e) the nature of the potential breach.

175 While it may not be practical to set a clear timeframe for when an
investigation should be completed, nor is there a statutory period, it is
possible to set expectations about how long is reasonable before additional
reporting and oversight is required. We consider that this gap may have
contributed to prolonged investigations. The lack of clear policies and
procedures on the length of investigations may have also contributed to our
observation that it was rare for prolonged investigations to be challenged.

176 Despite the lack of stated timeframes, we did find some policies and
procedures containing the principle that the investigation was a priority and
should be conducted quickly.

177 The ability to determine whether a breach has occurred will depend on the
facts and specifics of the regulatory requirement. In addition, AFS licensees
often seek legal advice—internally, externally or both—and this can extend
the length of investigation. This may also include seeking legal advice about
the significance of the potential breach.

Potential impact of legal advice

178 RG 78.29 sets out that an AFS licensee should inform ASIC of significant
breaches as soon as practicable and, if legal advice is not needed to
determine a breach or its significance, should not wait until the breach (or
likely breach) has been considered by the licensee’s internal or external legal
advisers.
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179 Table 10 sets out the number of breaches that the AFS licensees did and did
not seek legal advice on.

Table 10: Number of breaches with and without legal advice

Significant breach type Number of breaches
Breaches with legal advice 531
Breaches without legal advice 184
Total number of breaches 715

Note: This table is based on all 715 breaches.

180 We found the major financial groups sought legal advice on approximately
80% of their significant breaches, while the other financial groups sought
legal advice on approximately 60% of their significant breaches.

181 Table 11 suggests a correlation between AFS licensees seeking legal advice
and the length of time it takes to report to ASIC. It took an average of
35 days longer to breach report if AFS licensees sought legal advice
(median: 42 days longer).

Table 11: Number of breaches with and without legal advice, by days
for key stage 3

Significant breach type Average Median
number of days number of days

Breaches with legal advice 137 83

Breaches without legal advice 102 41

Note: This table is based on 707 significant breaches (out of 715) that had available data.

182 AFS licensees are best placed to determine the need for legal advice, but
they should be aware that seeking legal advice may be one factor that
adversely affects the timeliness of the breach report. In this review, we did
not test whether the legal advice was appropriate.

183 Reviewed financial groups currently have policies that external advice is
sought on a case-by-case basis. We consider this to be in line with ASIC
guidance. The high percentage of significant breaches that involved seeking
legal advice could be an indication of an unnecessarily legalistic approach.

Investigation of significance

184 In this review, we examined all factors that led AFS licensees to conclude
that each breach was significant, including the factors in the significance
test. As previously noted, these are:

(@ the number or frequency of similar previous breaches;
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(b) the impact of the breach or likely breach on the AFS licensee’s ability
to provide the financial services covered by the licence;

(c) the extent to which the breach or likely breach indicates that the AFS
licensee’s arrangements to ensure compliance with those obligations is
inadequate;

(dy the actual or potential loss to clients or the AFS licensee itself; and
(e) any other matters the regulations prescribe.

185 As part of our review, we allowed the reviewed financial groups to select
more than one significance test factor, if applicable. This was because

multiple factors may have led an AFS licensee to conclude the breach is
significant.

Figure 4: Frequency of significance test factors in determining
whether a breach is significant

Number of breaches

Inadequate arrangements to ensure
compliance

Actual or potential loss

Other

Number or frequency of breaches

Inability to provide financial services

Note 1: This figure is based on all 715 significant breaches.

Note 2: See Table 33 in Appendix 2 for the data shown in this figure (accessible version)

186 The most frequently selected significance test factor was ‘inadequate
arrangements to ensure compliance’ (444), followed by “actual or potential
loss’ (347). The third most common legislative factor was ‘other’ (253).

187 We acknowledge that the ‘other’ factors considered by AFS licensees in
assessing significance are likely to be specific to their business, but should
not distract from the intent of the significance test. For example, one
reviewed financial groups considered the number of brands affected by the
breach in its determination of significance.

188 Of the 253 significant breaches with an “other’ determining factor, AFS
licensees declared, as a factor in their consideration of significance:

(@ the length of time the breach went undetected for 98 breaches; and
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(b) the number of consumers or members that the breach affected for
84 breaches.

189 The high proportion of the ‘other’ category suggests there is scope for
additional prescriptive factors in determining significance to reduce
ambiguity for AFS licensees and improve consistency in reporting. Based on
the data, it may be appropriate for potential law reform to consider these two
‘other’ factors in s912D(1)(b).

190 AFS licensees have a healthy desire to be aware of the size and scope of the
breach to determine whether a breach is significant. AFS licensees place
emphasis on investigating the impact of the breach in terms of the number of
consumers affected and the extent of consumer financial loss.

191 However, delaying reporting until further investigation is completed is not
needed to confirm that a breach is significant when known issues are
extensive and impact multiple processes and products.

Case study 12: Delays caused by determination of significance

An AFS licensee identified a systemic issue that had previously been
undetected for 10 years.

Based on the adequacy of their supervisory arrangements for their systems
and the likelihood of consumer losses, the AFS licensee’s compliance area
had escalated the matter, during the investigation, to the key decisionmakers
with a recommendation to report the matter to the regulator.

The key decision makers did not accept the recommendation, requesting
the number of consumers affected and the financial impact of those losses
before making a determination of significance.

The report was lodged six months later with no apparent progress on
identification of consumer impact, other than to base the decision to report
on the original recommendation and previous experience.

Case study 13: Delays caused by determination of significance

An AFS licensee produced a progress report created during the course of
its investigation into whether the breach was significant.

It noted that the root causes of the breach were still being determined, but
included:

poor detective controls (lack of exception reporting), multiple manual processes,
multiple hand off points, having grandfathered packages, complicated product
design and staff oversight/error.

The report also noted the licensee was ‘currently sizing up the number of
impacted customers and the dollar value of any remediation’—preliminary
estimates indicated that affected consumers made up 20% of all packages
distributed, with around $5 million overcharged.

© Australian Securities and Investments Commission September 2018 Page 47



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

Despite the extent of the root causes, the diverse range of affected
products, the number of potential affected consumers, and the size of dollar
estimates, the report provided a status update that the compliance function
was assessing whether the event would be reportable.

Subjectivity of the significance test

192 We found the subjectivity of the significance test affects the consistency and
number of significant breach reports. The reviewed financial groups who
appeared to have a low bar for significance reported a higher number of
significant breaches to ASIC. This is consistent with a more transparent and
less legalistic approach to breach reporting.

193 This is also consistent with our experience and supports our arguments in
our submissions to the ASIC Enforcement Review that the test for
significance needs to be more objective.

Note: See ASIC, Self-reporting of contraventions by financial services and credit
licensees: Submission by the Australian Securities and Investments Commission
(PDF 1.1 MB), May 2017, Section A.

194 The data supports this observation—the major financial group that reported
the most significant breaches, NAB, had a relatively lower median total
consumer financial loss for its significant breaches: see Table 12. In contrast,
the major financial group that reported the least significant breaches,
Westpac, had the highest median total consumer financial loss.

Table 12: Subjectivity of the significance test—Major financial groups
Category CBA Westpac NAB ANZ

Number of significant breaches with financial 34 19 121 40
loss to consumers

Median total consumer financial loss $709,827.91 $1,407,010.84 $206,538.00 $991,040.21

195 We consider a comparison between the major financial groups on this point
is reasonable, based on their similar size and profiles. However, it is
important to note that reporting levels are also affected by the reviewed
financial groups’ compliance with requirements. We note that a low number
of recorded breaches can be because a group is generally compliant, or
because its AFS licensees either have not identified breaches or have been
unwilling to report them as such once identified. Conversely, a high number
of recorded breaches relative to its peers can indicate that the group
implemented a thorough breach identification, recording and, ultimately,
rectification process, or it had a higher level of noncompliance.

196 The significance test, as currently drafted, is not objective. It requires AFS
licensees to make a judgement about the effect of the breach on them or their
clients. The result of this subjectivity is that, although all licensees have an
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obligation to report, the differing scale, nature and complexity of their
respective businesses and balance sheets (see RG 78.12) can mean that
larger firms tend to report fewer breaches or less often—depending on the
precise interplay of each of the factors, of which consumer financial loss is
only one, in the particular circumstances.

Note: See ASIC Enforcement Review taskforce report, December 2017, pp. 4-5.

Case study 14: Error rate

In evaluating significance, one AFS licensee used an ‘error rate’
calculation, effectively working out what proportion of accounts had been
affected by the breach. This calculation was included in the final report that
was considered by the key decision makers when determining the breach’s
significance and reportability.

In this instance, close to 3,000 out of 400,000 current accounts were
affected by the breach. The error rate, or proportion of accounts affected,
was less than 1%.

The licensee’s key decision makers appeared to give greater weight to
other factors in its assessment (i.e. the dollar impact, ineffective processes
to manage product features, and other historical issues regarding the
product).

However, this highlights the subjectivity of the significance test—the
licensee’s key decision makers could have been swayed by any one or a
combination of the following metrics:

e less than 1% error rate;

e close to 3,000 accounts affected by the breach; and

e up to 400,000 accounts potentially affected by the breach.

197 Since the AFS licensee assesses significance from its own perspective, its
perception of whether a breach is significant can differ from that of an
external assessor, including ASIC.

198 We found AFS licensees had internal risk matrices to help staff determine
significance; however, additional and more specific examples, benchmarking
and thresholds may help ensure staff make consistent determinations. For
example, one reviewed financial group had set a significance threshold of
$1 million in financial loss where the breach must be reported as a
significant breach. AFS licensees within the reviewed financial group were
still able to determine breaches under this threshold as significant.

199 The current legal settings allow for an undefined period of investigation and
are only specific about the timing of reporting once awareness has been
achieved. Therefore, we support Recommendation 4 of the ASIC
Enforcement Review, which proposes that significant breaches (and
suspected breach investigations that are ongoing) must be reported within
30 days.

© Australian Securities and Investments Commission September 2018 Page 49


https://treasury.gov.au/review/asic-enforcement-review/r2018-282438/

REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

200 We found that the significance test contributes to delays in reporting
breaches to ASIC. The review identified instances where key decision
makers had been unable or unwilling, based on known information, to
determine significance until an investigation produced more certainty around
the extent of impact (i.e. total consumers affected and total losses).

Case study 15: Adopting a structured approach to assessing

‘significance’

An AFS licensee adopted a simple methodology in their final report to help
key decision makers determine whether a breach was significant. They
included a tabular checklist of the various financial services laws and
industry codes that the licensee was required to comply with. It also includes
the significance test specified in s912D(1)(b). This document is completed
by the licensee’s business unit, compliance function or audit function and it
has the advantage of requiring a structured approach to thinking about
what may have been breached and the impacts that breach has.

201 While a structured approach and the use of a checklist can help an AFS
licensee achieve compliance, our view is that regulatory compliance is not
achieved solely by a checklist approach to the law:

Policies and procedures, the ones you write and review, only provide a
framework for compliance. They cannot ensure compliance. It is a positive

business culture that converts these arrangements into true regulatory
compliance.

Note: See Improving business through compliance: A regulator’s perspective, speech
by ASIC Commissioner, Cathie Armour, General Counsel Summit, Sydney, 4 May 2016.

Reporting a significant breach to ASIC

202 As already mentioned, s912D(1B) requires the AFS licensee to lodge a
report to ASIC as soon as practicable and, in any case, within 10 business
days after becoming aware of the breach or likely breach.

203 In the review, AFS licensees explained their understanding of when
awareness occurs for the purposes of the 10-business day reporting
requirement. AFS licensees considered that awareness was not triggered by
those responsible for investigating the incident, but instead only occurs once
the key decision makers have considered the investigations’ findings.

Note: Due to the legal requirement, we measured timeframes for reporting by business
days. Delays displayed in business days are shorter than the total number of calendar
days, as reflected in other sections of this report.

204 The findings of investigations are commonly required to be escalated to key
decision makers in the form of a written statement that contains the findings
and/or recommendations resulting from the AFS licensee’s investigation.

Note: In this report, we refer to these written findings as the AFS licensee’s “final
report’.
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205 Typically, the key decision makers or key decision-making group is drawn
from compliance, operational risk, legal, and/or the business unit affected by
the breach. Sometimes it comprises a single individual—for example, the
CEO or the managing director of the business or product line. In any case,
the key decision makers largely rely on the significance test to make their
decision on the final report.

206 AFS licensees may provide either an interim report (if the investigation is
ongoing) or a final report (if the investigation has concluded) to the key
decision makers, who then need time to consider the report.

207 Only after the key decision makers had determined that there was a
reportable significant breach did the AFS licensees consider they had
become aware of the breach and triggered the reporting obligation.

208 Most significant breaches were swiftly reported to ASIC after the end of an
AFS licensees’ investigation. We found reviewed financial groups took an
average of two business days (median: 10 business days) to report to ASIC.

209 Table 13 shows the distribution of AFS licensees’ lodgement of breach
reports, relative to the end of an investigation.

Table 13: Reporting to ASIC, by business days

Timing of breach report to ASIC Number of breaches
During the investigation 58
0-10 business days after the investigation 284
11-20 business days after the investigation 228
More than 20 business days after the investigation 73

Note 1: This table is based on 643 significant breaches (out of 715) with applicable data.

Note 2: Business days calculations does not currently include state-based holidays.

Reporting during an investigation

210 We found that 58 significant breaches were reported to ASIC during the
AFS licensees’ investigation into whether a significant breach had occurred.

211 This is in line with previous ASIC guidance that AFS licensees should not
wait until after the following events have happened to satisfy itself that the
breach or likely breach is significant:

(@) the licensee’s board of directors or legal advisers has considered that
breach or likely breach;

(b) the licensee has taken steps to rectify the breach. An AFS licensee should
consider what it may need to do to rectify a breach but should not wait until
then to report to ASIC. Efforts to rectify a breach, even if well intentioned,
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could take such a long time that they can compromise our ability to
investigate and take action once the incident is finally reported; and

(¢) inthe case of a likely breach, the breach has in fact occurred.

Note: See RG 78.29 and Why breach reporting is important, speech by ASIC Deputy
Chairman, Peter Kell, Risk Management Association Australia Chief Risk Officers
Forum, 16 September 2014.

AFS licensees should ensure they are monitoring their investigations to be
able to escalate and consider the significance of a breach at the earliest
opportunity to do so.

Even after reporting to ASIC, where investigations are prolonged, AFS
licensees need to ensure the investigation is efficient and not lose sight of the
objective to fix the breach in a timely manner. This extends to any possible
rectification for consumers (i.e. remediation).

Reporting after an investigation

Generally, AFS licensees swiftly report breaches to ASIC once an
investigation has ended. The average length of this timeframe was two
business days (median: 10 business days). At this time, AFS licensees should
have all the information they need to determine whether a significant breach
has occurred and is reportable.

In at least 284 instances, AFS licensees were able to escalate the findings of
an investigation to key decision makers for determination, and report to
ASIC, all within 10 business days: see Table 13.

AFS licensees made 301 significant breach reports to ASIC more than
10 business days after the end of the licensee’s investigation.

We expect that industry will have agile and responsive internal breach
escalation and decision-making mechanisms to achieve better and more
consistent compliance with the 10-business day reporting requirement.

We found that delays occurred either due to time taken to:

(@) escalate information to key decision makers (to form awareness, as
explained and described by AFS licensees); or

(b) report to ASIC after forming awareness.

Table 14 shows the distribution of AFS licensees’ lodgement of breach
reports, relative to the licensees’ awareness.

Table 14: Significant breaches reported to ASIC after awareness
Timing of breach report to ASIC Number of breaches

0-10 business days after awareness 170
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Timing of breach report to ASIC Number of breaches
More than 10 business days after awareness 110
No record of awareness provided 21

Note 1: This table is based on 301 significant breaches (out of 715) with applicable data.

Note 2: Business days calculations does not currently include state-based holidays.

Time taken to escalate information to key decision makers

220 In 170 significant breaches we found breach reports to ASIC were delayed
by the additional time taken to escalate the investigation’s findings (e.qg. final
report) to key decision makers. In these instances, it took an average of
seven business days (median: three business days) to escalate to key decision
makers.

221 In five instances it took more than 100 days to escalate information to key
decision makers from the end of the AFS licensee’s investigation.

222 We recognise that a short period may be necessary to provide the findings of
an investigation, and recommendations, to key decision makers; however,
lengthy delays should not be tolerated.

223 We were pleased to find, in at least 71 instances, that AFS licensees were
able to escalate the investigation’s findings to key decision makers on the
same day as the end of the investigation.

224 Monitoring and benchmarking are necessary to appropriately manage this
aspect of the process. AFS licensees should monitor the length of time it
takes for key decision makers to receive the information necessary to make
their determination as part of assessing their overall speed in reporting to
ASIC.

Case study 16: Key decision makers who determine significance

An AFS licensee had a three-step process that delayed awareness until the
chief-executive level before reporting a breach to ASIC. After the
compliance area submits an interim or final report:

e the matter is considered at a meeting of the licensee’s breach
committee, which makes a recommendation;

e the recommendation is put to an email vote via a ‘circular resolution’.
Each committee member is required to vote on whether they agree or
disagree with the recommendation; and

¢ if the vote passes, an email is sent to the licensee’s CEO seeking
confirmation that they are comfortable to confirm the recommendation.

225 Whatever process AFS licensees adopt, they must ensure that breaches are
escalated promptly to key decision makers. Unreasonable delays in
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escalating to key decision makers are unacceptable as they unnecessarily
delay forming awareness by the licensee and, in turn, reporting to ASIC.

Time taken to report to ASIC after awareness

All the reviewed financial groups’ policies reflected the need to report to
ASIC within 10 business days of forming awareness.

Based on the reviewed financial groups’ explanation of when awareness
occurs, and previously referred to legal advice (see paragraph 53), we sought
the minutes or communications to show awareness of only those significant
breaches reported to ASIC more than 10 business days after the end of AFS
licensees’ investigations.

We found one in seven (110) significant breaches reported to ASIC did not
appear to comply with the requirement to provide the breach report within
10 business days of the AFS licensee becoming aware of the significant
breach.

The majority of these (84) were attributable to NAB. A failure to report to
ASIC within 10 business days from awareness is a criminal offence: see
s1311(1).

Between 2014 and 2017, only four of these 110 significant breaches were
subject to an additional breach report from the AFS licensee based on failing
to report to ASIC within the required 10 business days. As set out in

RG 78.29, a failure to meet this requirement is also a significant breach.

In five instances, the breach was reported to ASIC more than 40 days after
the AFS licensee became aware of the significant breach.

However, the number of late reports identified, in addition to over

100 reports received on the tenth business day, is symptomatic of processes
focused on the default period of “‘within 10 business days’, rather than “as
soon as practicable’.

Unable to produce arecord

There were 21 instances where AFS licensees could not produce records of
key decision makers (no record of awareness provided). All were from 2014
and 2015, often from before an update to the reviewed financial groups’
processes.

The failure to produce these records is indicative of some of the poorer
record keeping and lack of management of the process that existed during
the relevant period. However, we do take some comfort from the ability of
the reviewed financial groups to produce more recent records.
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One major financial group advised that in some cases—for example, where
the decision to report was made verbally and not subsequently
documented—there is no record to produce. This is consistent with some of
that major financial groups’ documentation that included email records
referring to previous discussions:

As per my verbal confirmation last week [...] I confirm I agree with the
advice that the incident is reportable.

The major financial group does not appear to have an internal requirement to
record decisions on reportability, at least not until after the fact. Such
approach means, when required to, AFS licensees may have difficulty
demonstrating compliance with their reporting obligation, as well as their
general licence obligations under s912A(1).

Findings of no significant breach

An AFS licensee may conclude that a significant breach has not occurred.
This determination may be made when the licensee initially assesses the
incident or may require a full investigation.

Those incidents that AFS licensees have determined not to have breached
any compliance requirement can be assessed purely from a risk and
consumer experience perspective.

Those incidents that AFS licensees have determined to be a breach of
regulatory requirements, but not significant, are then rectified with processes
consistent with key stages 4—7: see Section D.

This review collected data on the number of incidents that were assessed by
AFS licensees and determined as either:

(@ abreach, but not a significant breach; or

(b) not significant but with no final determination as to whether a breach
had occurred.

The combined total of these two types of determinations was 9,625 (compared
to 715 incidents found to be significant breaches between 2014 and 2017).

Of these 9,625 incidents, some AFS licensees chose to submit voluntary
reports to ASIC. Voluntary reports are often referred to by AFS licensees as
‘good governance notifications” and are explicitly identified as non-
reportable. Nonetheless, AFS licensees considered it appropriate to alert
ASIC to the substance of the report despite finding that no significant breach
had occurred at that point in time.

These voluntary reports can provide ASIC with many of the same
intelligence benefits as a formal breach report. This is more likely to be the
case when the information contained in the voluntary report is equivalent to
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that expected in the breach report. Voluntary reports can also be evidence of
AFS licensees’ willingness to have an open and transparent engagement with
ASIC. Historically, ASIC has not received many voluntary reports from AFS
licensees.

Note: ASIC received 93 voluntary reports during the 2017 calendar year for all AFS
licensees—this data is not limited to those licensees within this review.

244 However, we identified the subjectivity of the significance test led to an
inconsistent approach by AFS licensees to voluntary reports. This may also
suggest that it affected some determinations, unreported to ASIC, by
licensees about whether a significant breach had occurred.

Case study 17: Voluntary report of a systemic issue

An AFS licensee provided a voluntary report to ASIC that they had failed to
appropriately advise 2,500 consumers to changes in their term deposit
accounts. The resulting remediation is estimated to require $1.4 million.
However, despite these numbers the licensee did not consider the breach
significant, partly because the number of consumers affected only made up
0.2% of consumers in the product.

Case study 18: Voluntary report of fees for no service ‘

An AFS licensee provided a voluntary report to ASIC that nearly 300
consumers had been charged fees for services they didn't receive,
requiring approximately $180,000 in remediation.

The rationale for the matter not being significant included that:

¢ the breaches had no impact on the licensee’s ability to provide financial
services covered by their licence; and

e there was only a small number of consumers and amount of money involved.

245 Other AFS licensees have reported incidents similar to these case studies as
significant breaches. The objective significance test proposed by the ASIC
Enforcement Review will address this discrepancy.

246 Voluntary reports are not an alternative to complying with the breach
reporting obligation. If a matter is determined to be a significant breach, if a
previous voluntary report has been submitted, a breach report must still be
lodged. We were pleased to find 74 voluntary reports that were subsequently
reported to ASIC as significant breaches.

247 AFS licensees may reassess initial findings and later determine a breach to
be significant and reportable due to:
(@ new information being identified;
(b) consumer remediation being larger than predicted; and

(c) the outcome of legal proceedings.
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However, 20 of the 74 voluntary reports were received after the AFS
licensee had concluded its investigation. After engagement with ASIC about
these voluntary reports, the AFS licensees submitted breach reports with no
apparent additional information available that may have influenced the
decision to lodge a voluntary report as opposed to a significant breach report.

It is important to remember that even if an AFS licensee assesses a breach as
not being significant from the licensee’s perspective, the detriment (financial
or otherwise) caused to consumers may be very real, independent of how
that licensee classifies the breach.

Content of breach report and breach register

Generally, the reviewed financial groups adopted a policy of updating their
breach registers after lodging a breach report with ASIC.

We observed numerous instances where key pieces of information were not
included, as we would expect, in the breach report. There was no adequate
explanation for their absence. This is explicable when investigations are
continuing, but unacceptable when the information is available.

AFS licensees should ensure this information is available. If the information
is unavailable at the time of lodging, they should explain what steps are
being undertaken to obtain the information and include an estimate of when
that additional information will be provided.

Note: Proposed law reform means ASIC may have the means to prescribe the content
required in a breach report.

All the reviewed financial groups maintain a breach register, as
recommended in RG 78, even though there is no obligation on AFS licensees
to do so. However, the extent of information contained in those breach
registers varied considerably between the reviewed financial groups, and
between AFS licensees within the groups.

We observed the following suboptimal practices in the breach registers of
the reviewed financial groups, which could impede identification of systemic
issues:

(@) separate registers for different business units on the same AFS licence;
(b) separate registers for each year;

(¢) no master register for all the AFS licensees within a reviewed financial
group;

(d) registers that only recorded significant breaches; and

(e) not updating the information in the breach register beyond the date of

the breach report to ASIC. As a result, breach registers did not have
complete, accurate or, often, any information on the actions undertaken
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by AFS licensees beyond lodging the breach report to ASIC—for
example, there was often no information on rectification measures,
including consumer remediation.

255 As a side effect, some reviewed financial groups found responding to
ASIC’s requests for data, in the context of this review, to be challenging and
resource intensive.

256 A breach register should be used to record actions in identifying, reporting
and resolving breaches. In our view, based on the evidence obtained,
existing breach registers are not being fully realised. They have the potential
to form part of a searchable database to identify systemic issues or emerging
risks. Any tool designed for this purpose, standalone or otherwise, should
ensure the information is able to be automatically or readily extractable, and
allow users to update the information as required.

257 All breach reports, and breach registers, should attempt to contain the
information that is recommended by ASIC’s regulatory guidance: see
Table 5in RG 78.

Opportunities for improvement

Monitoring and benchmarking

258 Effective breach reporting processes should be current and establish a clear
set of rules or expectations that staff can adhere to. This is consistent with
broader obligations outlined in RG 104. RG 104.26 states:

You also need to monitor and report on your compliance, including
reporting relevant breaches to ASIC under s912D. We expect that you will

keep records of your monitoring and reporting, including records of reports
on compliance and breach notifications.

259 AFS licensees would benefit from regularly monitoring, benchmarking and
internally reporting on:

(@) the number of incidents assessed and their outcomes;

(b) any trends; and

(c) timeliness, including for ongoing investigations and remediation.
260 The reviewed financial groups were not holistically monitoring their

processes. As such, they were largely unaware of the findings we detailed
for them and subsequently contained in this report.

261 The collation of data, in the context of this review, has created the ability to
benchmark reviewed financial groups against external performance, where
previously they may have only been measuring against their own performance.

© Australian Securities and Investments Commission September 2018 Page 58


https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-78-breach-reporting-by-afs-licensees/
https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-104-licensing-meeting-the-general-obligations/

REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

262 Further, as part of adequate monitoring, AFS licensees should ensure a
regular review is conducted of their breach reporting processes. Besides
some one-off reviews, often external, we identified little evidence that
reviewed financial groups regularly monitored the operation of the breach
reporting process. Their focus was invariably on the underlying breach that
was being assessed as part of the process. The timing of such reviews will
differ depending on the licensee. The outcomes of these reviews should be
escalated by senior management to the board to ensure that they are aware of
the licensee’s overall performance.

263 Throughout an investigation, it was common for ‘progress reports’ to be
prepared by AFS licensees to provide updates to senior management. We
found some progress reports to be more detailed than others.

Case study 19: Preparing progress reports of investigations

An AFS licensee categorises the key actions recommended in their progress
reports into two broad categories: ‘action taken’ and ‘action to be taken'.

The group also specifies ‘target’ and ‘actual’ completion dates for each
action item and records the completion rate (i.e. percentage) of all action
items as at the date of the progress report.

264 We found some progress reports that included the staff or management
responsible for the completion of the action item as an ‘owner’. We were
pleased to observe this level of accountability. Effective use of well-
developed and well-detailed progress reports will help AFS licensees better
manage their investigations and improve their efficiency.

Managing delays

265 We have received breach reports concerning conduct that occurred some
years earlier, after lengthy investigations to conclude that a breach was
significant.

266 As noted, one in four investigations took longer than 168 days before

reporting to ASIC. In the extreme, we identified four investigations that
exceeded 1,000 days before reporting to ASIC.

267 Delays in any well-designed and documented process can occur. However, it
is important that AFS licensees have appropriate and efficient processes for
reporting, and monitoring those processes, to ensure delays are managed and
escalated where necessary.

268 It is also important that AFS licensees challenge and raise concerns about
lengthy investigations, rather than adopting an accepting attitude. Even if
such challenge does not result in faster response times, the licensee would
have assurance that the investigation is not being unduly delayed. Further,
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the board and executives should be accountable for tracking and reporting
response timeframes.

269 In addition, if third parties—for example, consumers or former employees—
hold information needed for the investigation to proceed, then appropriate
efforts should be made to obtain that information. If key information is not
obtained, and that prevents a clear determination of an investigation, then
that outcome should be recorded.

270 We also found that some of the reviewed financial groups need to better
monitor the final stages of reporting to ASIC, including monitoring the
length of time taken to escalate information to key decision makers and
compliance with the reporting requirement to ASIC after forming awareness.

271 We would be concerned by any investigations that were unnecessarily
prolonged as a means ‘of mitigating or pre-empting enforcement outcomes
by seeking to avoid having to negotiate an approach with ASIC while under
the spectre of enforcement action.’

Note: See ASIC Enforcement Review, Position and Consultation Paper 1: Self-
reporting of contraventions by financial services and credit licensees, April 2017, at
paragraph 46.

272 We recommend a process that escalates oversight of investigations once an
investigation has been ongoing for a set period. That oversight should
enable:

(@ an understanding of the investigation to date;
(b) reasons for any current delays, if applicable;
(c) appropriate management of the investigation moving forward; and

(d) consideration as to significance of the breach.

Processes and systems

273 We found that 36% of significant breaches (or 257 out of 715) were, at least
in part, caused by systems issues, and 65% (or 466 out of 715) were, at least
in part, caused by process issues.

Note: Causes are not mutually exclusive; a breach may have multiple root causes.

274 In conjunction with the data, we are concerned by the inability of many of
the reviewed financial groups’ systems to provide automatic and consistent
information about how often a breach had affected a consumer.

275 We observed that, to access the information required for an investigation, all
too often AFS licensees needed to manually calculate the extent of the
breach. Further, for the purposes of determining significance and conducting
remediation, licensees often needed to perform intensive and time-
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consuming operations—for example, entire account reconstructions per
affected consumer for the duration of the significant breach.

Another example that we identified were investigations into breaches
relating to financial advice, which also involved a high number of manual
reviews. This is due to AFS licensees having to make a qualitative
assessment of the advice that was provided or reconcile the documented
advice with allegations of alternate verbal advice.

Unsurprisingly, the number of systems, products and consumers is a relevant
factor in the reviewed financial groups’ ability to conduct a timely
investigation. It also affects the quality and completeness of the information
received in the breach reports.

As technology and systems improve there is an opportunity to make these
processes as automated as possible. This requires AFS licensees to consider
what information they would need if a problem occurs. Previous breaches
and the information that would have helped with rectification and
remediation would be a reasonable starting point for the reviewed financial
groups. This is one practical example where previous breaches should be
used as a learning opportunity.

Record keeping

As noted, maintaining records, particularly of key decision-making such as
the significance and reportability of a breach, is important to ensure AFS
licensees can demonstrate compliance with their reporting obligation.

Further, accurate and comprehensive record keeping, within compliance
systems, will help AFS licensees to comply with this requirement.

Learning from a significant breach

We found AFS licensees were generally good at identifying the root cause of
a significant breach and explaining the root cause to the business unit
directly affected. This is an important element of the licensee’s ability to
respond swiftly, fix the root cause, and reduce or remove the risk of further
or similar breaches.

Our review found some reviewed financial groups were less consistent in
considering and sharing the broader learnings from their investigation with
other business units within the group.

Sharing information more broadly is important because it allows other parts of
the business, or other AFS licensees within the group, to use that information
to identify or prevent similar breaches occurring in their business.

This is further explored in Section E.
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Proactive approach to breach reporting

285 We observed that the process of identifying breaches and breach reporting is
generally reactive.

286 For industry to meet the challenge to capture, filter and analyse incidents,
breach reporting processes should be both reactive and proactive in dealing
with risks. If the process is only reactive, matters will only be identified once
they have clearly emerged or reputational consequences begin to develop.

287 A proactive approach will better enable AFS licensees to identify risks in
people, processes and systems to avoid breaches in the first instance. It may
also enable AFS licensees to identify breaches before they become
significant. Being proactive may help reduce the overall number of breaches
and significant breaches that occur.

288 In this review, we have tracked the lifecycle of significant breaches reported
by reviewed financial groups between 2014 and 2017, effectively from
beginning to end. The use of similar tracking by AFS licensees will greatly
assist the proactive efforts to meet their obligations, reduce risk, and achieve
better outcomes for consumers. A fair, consistent and transparent process
can also foster a sound learning environment that values compliance.
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D  Breach rectification process

Key points

This section sets out the key stages of the breach rectification process and
opportunities for improvement:

e key stage 4—first communication with consumers;
e key stage 5—first payments to consumers;
e key stage 6—first process and/or system change; and

e key stage 7—first consequence management for staff and management.
We note that these stages may not apply to each significant breach.

Significant breaches can undermine trust and confidence in the financial
system and may result in significant consumer losses.

AFS licensees did not always have robust remediation processes in place
to ensure consumers affected by significant breaches were remediated in
an efficient and timely way.

Rectification stages

289 Table 15 sets out the key stages of the rectification process, which may not
be applicable to each significant breach, and where we have discussed them
further in this section.

Table 15: Key stages of the rectification process

Key stage Description Further discussion
4 Communication The length of time between the end of the investigation Paragraphs 304-329
with consumers into whether a significant breach has occurred and the

first communication with affected consumers.

5 Payments to The length of time between the end of the investigation Paragraphs 331-383
consumers into whether a significant breach has occurred, the first
payment to affected consumers, and the last payment to
affected consumers.

6 Process and/or The length of time between the end of the investigation Paragraphs 384—-409
system change into whether a significant breach has occurred and the
first process change, as well as first system change.

7 Accountability The length of time between the end of the investigation Paragraphs 410-451
into whether a significant breach has occurred and the
first application of consequence management for staff, as
well as for management.
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We have calculated AFS licensees’ responsiveness using the time it took
them for each key stage, starting from the end of their investigation into the
significant breach. While a licensee might make further findings after this
time, generally it will have already gathered relevant information about the
cause, impact, and intended rectification process for the significant breach.
At this point, if not sooner, the licensee should be able to commence
rectification or implement steps to begin rectification.

Note: One major financial group, ANZ, advised that, in some instances, investigations
may have continued beyond the relevant dates provided as the end of their investigation
into the significant breach, to identify the full extent of consumers affected and their
loss. As a result, if ANZ had been able to provide this data, some of the figures for key
stages 4-7 may have been reduced.

Based on our review, the investigations conducted by AFS licensees usually
identified the steps required to implement rectification of the significant
breach. Generally, this involved identifying the extent of impact of the
breach, including the pool of consumers affected and the financial impact.

Where breach reports were lodged before an investigation was completed,
AFS licensees continued to investigate further to identify the full extent of
the rectification and remediation required.

In discussing the rectification stages in this section, we examine AFS
licensees’ responsiveness. Depending on the significant breach, a licensee
may not need to undertake every rectification stage. For example, a
significant breach without consumer financial loss will not require the
licensee to make payments to consumers.

Figure 5 shows how quickly AFS licensees can start to implement the
required rectification of a significant breach, from the end of their
investigation. The breakdown between major financial groups and other
financial groups is explored in the relevant key stage section of this report.
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Figure 5. Average time taken for each rectification stage of a
significant breach
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Note 1: This figure is based on available data. For more information on each stage, see the
relevant figures in our discussion of the key stages in this section. Average calculations have
included both positive and negative metrics.

Note 2: See Table 34 in Appendix 2 for the data shown in this figure (accessible version).

295 We have excluded instances where any of the rectification stages were
undertaken by the AFS licensee before the start of its investigation into the
significant breach. Since the first action occurred before the investigation,
we considered it was unrelated to the investigation, the findings of the
investigation, and the licensee’s responsiveness to these findings.

296 Further, the circumstances in which an AFS licensee determines that it needs
to either communicate with a consumer, make payments to a consumer,
implement a form of rectification (such as a process or system change), or
carry out some form of consequence management, should be a red flag for
the licensee to at least consider whether the incident (or however classified)
warrants an investigation.

Breach rectification policies and procedures

297 Breach rectification is an important part of the breach management process.
Breach reporting is not limited to a description of the issue and how it
happened but encompasses how the AFS licensee intends to fix it. When we
examined the reviewed financial groups’ rectification processes and
remediation policies, we considered them in the context of their
responsiveness to resolving a significant breach.

298 From the moment a breach or potential breach is identified, AFS licensees
must move swiftly to remedy the breach. This may include short-term
temporary measures and permanent fixes to prevent a recurrence of the
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breach. Some AFS licensees capture these collective measures in a formal
rectification plan.

299 All breaches need to be rectified. Breaches found to be non-significant in
isolation may result in systemic issues in the future if left unresolved or are
ineffectively rectified (i.e. expecting a short-term measure to be sustainable).

300 Timely and effective rectification of breaches is crucial to ensuring that
harms to consumers are minimised and remediated. The remediation process
itself should ensure all affected consumers are restored to the position they
would have held but for the breach.

301 In some instances, it may be appropriate for AFS licensees to complete a full
investigation into the breach before commencing rectification. For example,
an investigation may reveal a need to take complex and extensive steps to
upgrade systems that affect broader areas of the business. However, AFS
licensees should also consider a tiered approach to rectification, where
appropriate, to start as soon as possible.

302 Generally, significant breaches that incurred financial losses to consumers
involved outward-looking rectification measures, including:
(@ communicating with affected consumers; and

(b) providing remediation to affected consumers.

Note: This is not always the case. We found instances where financially affected
consumers were not subject to such communication and some subsets of consumers
were not subject to remediation.

303 Depending on the root cause or causes of the breach, inward-looking
rectification measures may have also been necessary, including:
(@ changes to compliance measures, such as processes;
(b) changes to systems;

(¢) changes to financial products offered, including changes to product
features or disclosure documents, or withdrawal of a product or
products within a package;

(d)y communicating with staff;

(e) staff training, including training to reinforce regulatory requirements
and internal policies and procedures; and

() staff consequence management.

Note: Such inward-looking rectification measures may be applicable to both the AFS
licensee and more broadly the reviewed financial group.
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Key stage 4: Communication with consumers

The length of time between the end of the investigation into whether a significant

breach has occurred and the first communication with affected consumers.

In too many instances it takes too long to communicate with consumers
affected by a significant breach. The reviewed financial groups took an
average of 189 days (median: 143 days) from the end of their investigation
to the first communication with consumers affected by the breach.

Excessive delays in communicating with consumers after an investigation
are unacceptable.

AFS licensees should consider all reasonable methods of communication,
and use multiple methods where appropriate, to establish contact with
consumers affected by a significant breach.

304 The focus of our review of this key stage is how quickly AFS licensees were
able to respond to the significant breach and communicate with affected
consumers, relative to the end of the licensee’s investigation.

305 Consumers may not have been directly financially impacted by the
significant breach (e.g. where the breach involved a failure to provide
disclosure documents); however, it still may be necessary to communicate
with them to notify them of the breach and rectify the breach.

Time taken to communicate with consumers

306 Based on the data, communication with consumers affected by a significant
breach appears to be given a lower priority by AFS licensees than
implementing a process or system change.

307 AFS licensees communicated, in some form, with consumers affected by
364 of the 715 significant breaches.

Note: ‘Communication’ may be made by letter, telephone, text message, email, personal
meeting, an AFS licensee’s generic online message or public statement, updated
disclosure, or product-related account statement or periodic statement.

308 Figure 6 sets out the average number of days between the end of the
investigation and the first communication to consumers (key stage 4).
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Figure 6: Average number of days for key stage 4, by reviewed financial groups
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The major financial groups took an average of 218 days (median: 175 days),
however, Westpac’s data indicates performance consistent with the other
financial groups. The other financial groups took an average of just 29 days
(median: 19 days) to first communicate with affected consumers.

In 43 instances, the first communication with consumers affected by a
significant breach occurred before AFS licensees had started their
investigation. While it is important to quickly communicate with consumers
about their individual circumstances, AFS licensees should be alert to the
possibility that these types of communications may indicate a red flag and
the need to investigate. AFS licensees should not delay the start of an
investigation into whether an incident is a significant breach while they are
taking steps to rectify the incident. Otherwise it is possible that systemic
risks are missed while dealing with apparently isolated incidents.

The data demonstrates the variation in AFS licensees’ responsiveness and
possible scope for improvement.

Note: Our review did not conduct a case-by-case analysis of each significant breach and
the content of those communications.

The data also demonstrates that some AFS licensees start communicating
with consumers before the end of their investigation. In 65 instances, the
first communication with consumers affected by a significant breach
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occurred during the AFS licensee’s investigation. We were pleased with this
finding and encourage this practice. In 256 instances, the first
communication occurred after the AFS licensee’s investigation. The data
highlights the possibility for other AFS licensees to improve in this area.

313 Excessive delays in communicating with consumers after an investigation
are unacceptable. After an investigation, an AFS licensee should be able to
engage in transparent and clear communication with consumers about the
full extent of the breach as it relates to those consumers. The licensee should
have determined, with some level of certainty, a preferred method and
content of such communication (at least in draft form, if not approved).

Case study 20: Delays in communicating with consumers ‘

An AFS licensee took about three years to inform affected consumers that
their financial adviser had been terminated for serious compliance failures.

The reasons for this delay appeared to be a lack of clear ownership of the
rectification process, including an initial error in identifying the appropriate
licensee to manage the remediation (consumer communication and
payments).

The breakdown in internal process also involved delay in communicating
with consumers; a draft letter was not finalised for several months.

314 Prompt and accurate communication with consumers about the occurrence of
a significant breach and the measures that the AFS licensee is taking to
remediate it is crucial to allay consumers’ concerns. It also demonstrates a
licensee’s consumer-focused approach to breach rectification.

Opportunities for improvement

Engagement with the regulator

315 Of the 364 significant breaches that AFS licensees communicated with
consumers about, licensees engaged with ASIC on draft communication for
79 breaches.

316 Based on the average time taken for key stage 4, it would appear there is
ample opportunity to engage with the regulator in a way that does not unduly
delay communication with consumers.

317 We recognise this level of engagement is not always necessary. However,
where it is, it allows ASIC to have regulatory oversight of communication
with consumers.
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Method of communication

Engaging with ASIC on intended communication with consumers, and the
methods to be used, will also ensure the regulator is more comfortable with
the proposed approach.

We observed a range of methods of communication with consumers affected
by a significant breach, including by way of letter (394), telephone (127),
and email (118). These were the most common methods used.

AFS licensees are not restricted to a single method of communication. We
found in 242 instances, AFS licensees used multiple methods, and in at least
three instances AFS licensees attempted seven methods of communication.

On a case-by-case basis AFS licensees should consider using multiple
methods to engage and inform consumers affected by breaches, particularly
if the first attempt proves to be unsuccessful.

In our experience, this can assist in establishing contact with ex-customers
and may help to return funds to consumers entitled to financial remediation
because of a breach: see paragraphs 353-374.

Accurate messaging

In our view, the interaction between ASIC and an AFS licensee can lead to
more complete and accurate messaging to affected consumers. This may also
lead to a more efficient rectification process because of more accurate
messaging the first time.

We observed a number of significant breaches where the clarity of the
messaging benefited from engagement with ASIC.

Effective communication

Effective, timely and targeted communication is key to ensuring that
consumers understand the need and reasons for the remediation and how it
will affect them.

Note: See Regulatory Guide 256 Client review and remediation conducted by licensees
(RG 256) for further information.

Transparent and clear communications are integral to maintaining or
restoring consumers’ trust and confidence after experiencing some form of
detriment due to a significant breach.

Generally, to be effective, communications with affected consumers should:
(@ acknowledge the breach;

(b) explain the issue or problem that caused the breach. If the issue or
problem is complex, the explanation can be brief to not cause confusion;
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(c) apologise for the breach;

(dy describe the actions the AFS licensee is taking or intending to take to
rectify the issue or problem that caused the breach;

(e) describe any action consumers need to take to avoid further harm or
inconvenience;

() detail any related key dates or timeframes within which the AFS
licensee anticipates rectification will be complete; and

(g) provide contact details for consumers to seek further information if
required.
328 If consumers have suffered financial loss, the AFS licensee should also:

(@) detail the amount of remediation and explain any calculations, including
a breakdown of funds that include interest payments; and

(b) notify consumers about any choices available regarding those funds,
and possible methods to receive such payments.

329 In instances where consumers are subject to tiered remediation, the AFS
licensee should consider providing updates as the remediation progresses
and advising of any adjustments to the anticipated timeframe.

Case study 21: Communicating effectively with impacted consumers

An AFS licensee used the clear subheadings in a one-page letter to
consumers who were financially impacted by a breach outlining:

e Why they were communicating with the consumer (i.e. the AFS
licensee owed them money)—This section provided a brief introduction
to the breach and offers the consumer an apology.

e What had happened—This section provided clear and effective
information on the breach.

e Other effects—This section stated the tax implications of the financial
remediation.

e How and when they would be compensated—This section provided the
AFS licensee’s contact details and next steps.

The licensee also produced a document directed at remediation staff. This
two-page document was intended to brief staff on the breach, and
document various tips and frequently asked questions in response to
anticipated consumer queries.

330 AFS licensees should ensure that information provided to staff is transparent,
accurate and consistent with that provided to consumers.
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Key stage 5: Payments to consumers

The length of time between the end of the investigation into whether a significant

breach has occurred, the first payment to affected consumers, and the last payment
to affected consumers.

In too many instances, the time taken to commence remediation is
unacceptably long. The reviewed financial groups took an average of 226
days (median: 201 days) from the end of their investigation into the breach
to the first payment to consumers affected by the breach.

We also found, in at least 21 instances, AFS licensees were not able to
return all funds to consumers that were financially affected by a significant
breach. In those instances, the reviewed financial groups retained those funds.

331 The focus of our review of this key stage is how quickly AFS licensees were
able to respond to the significant breach and remediate affected consumers,
relative to the end of the AFS licensee’s investigation. We also focus on how
quickly licensees were able to complete payments to consumers (i.e. first to
last payments) and how long consumers may have been out of pocket.

Time taken to pay consumers

332 AFS licensees must ensure they restore consumers that are financially impacted
by a breach to the position they would have held but for the breach occurring.

333 An AFS licensee that is focused on the best interests of their consumers and
doing the right thing by their consumers should prioritise timely
remediation—that is, putting the consumer right.

Time taken to start payments

334 Of the 715 significant breaches, 279 incurred financial loss to consumers. At
the time of providing responses to ASIC, AFS licensees had started financial
remediation to consumers affected by 260 of these significant breaches.

335 We expect that AFS licensees will attempt to remediate all financial losses in
a timely manner.

336 It is not unusual for AFS licensees to conduct a full investigation to quantify
all consumers and all payments required before starting to make payments.
However, this approach commonly leads to delays in starting investigations.
We found 204 instances where this occurred. However, we found
31 instances where AFS licensees started making payments before the end of
their investigation.

Note: The findings in this report are based on data provided by the reviewed financial
groups during our review. Some data was updated in early 2018; however, the
remediation to consumers may not have started or, if started, not yet finished at the time
of the collection of the data.
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Figure 7 sets out the average number of days between the end of the
investigation and the first payment to consumers (key stage 5).

Figure 7. Average number of days for key stage 5, by the reviewed financial groups
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Note 1: This figure is based on 235 significant breaches (out of 260 that involved financial remediation) that had applicable data.
The standard deviation for all the reviewed financial groups is 247 calendar days. It does not separately display individual
groups that had available data for 10 or fewer significant breaches.

Note 2: See Table 36 for the data shown in this figure (accessible version).
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The major financial groups took an average of 251 days (median: 217 days)
to make the first payment to consumers affected by a significant breach after
the end of their investigation. However, Westpac’s data indicates
performance consistent with the other financial groups. The other financial
groups took an average of 84 days (median: 111 days) to make the first
payment to affected consumers.

We note, again, that AFS licensees should be in a position, by the end of
their investigation, to swiftly start and then efficiently manage the
remediation process. In doing so, AFS licensees should appropriately
resource and prioritise the remediation of consumers.

In 20 instances, the first payment to consumers affected by a significant
breach occurred before AFS licensees had started their investigation. In a
further five instances, licensees were not able to provide useable data.

Both measurements (average and median) are greater than the corresponding
periods for communicating with affected consumers. It is, however, common
for communications to coincide with payments—AFS licensees tend to
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engage consumers when they are ready to conduct remediation, and there is
added incentive (part convenience, part financial) for licensees to contact a
consumer only once in the process.

The statistical measure of delay in remediation is consistent with some of
ASIC’s experiences with remediation. This is one of the reasons why we
sought a directions power in our submissions to the ASIC Enforcement
Review. We want more ability to ensure that remediation processes are
appropriate and timely, and a directions power would assist with that.

Time taken to complete payments

For the purposes of calculating the length of remediation, we relied on
reviewed financial groups’ ability to provide dates for first and last payment
to consumers financially affected by a significant breach: see Figure 8.

Figure 8: Average number of days between first and last payment to consumers affected, by
the reviewed financial groups
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Note 1: This figure is based on 218 significant breaches (out of 260 significant breaches subject to financial remediation) that
had available data. The standard deviation for all the reviewed financial groups is 206 calendar days. It does not separately
display individual groups that had available data for 10 or fewer significant breaches.

Note 2: See Table 37 for the data shown in this figure (accessible version).
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Despite better internal reporting and monitoring of timeframes, AFS
licensees generally seemed to accept delays in the remediation process.

We acknowledge that there may be valid and unavoidable reasons why a
financial remediation process is prolonged. In fact, we would encourage
AFS licensees to use their best endeavours and exhaust all possible means to
locate and contact affected consumers, which can extend the period.
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346 Further, it may be appropriate to conduct a tiered remediation if the impact
on segments of consumers varies greatly and it would be best to target a
large pool of affected consumers as a priority. It may also be sensible, in
large-scale complex remediation, to conduct a “pilot run’ as a test case (open
to consumer feedback) for a limited subset of consumers before completing
the full remediation to all affected consumers.

347 All reviewed financial groups reported internally on the progress of
remediation. However, some of this information was stored on alternate
systems and not easily produced or reconciled to the significant breach.

348 We did observe some monitoring of the remediation process that included a
level of oversight with a clear objective to achieve the remediation as
quickly as practicable. This included requiring senior approval to extend the
required length of the process and further included instances of rejection of
initially long estimates of additional time required.

Time consumers may be out of pocket

349 Particularly driven by current averages of time taken for key stage 1
(incident to identification), key stage 3 (investigation to breach report) and
key stage 5 (investigation to payments), at least some consumers that
experience losses due to a significant breach that starts today may be out of
pocket until 2024: see Figure 9. This projection assumes no improvements in
AFS licensees’ ability to identify, investigate, and remediate breaches.

Note: Not all consumers financially impacted will be out of pocket for the full length of
time from the first instance of the incident to the first payment to consumers affected by
the significant breach. Depending on the circumstances, consumers may have been
impacted at varying times. Losses may have been incurred at any time from the first
instance of the breach to the remediation. Full remediation may have occurred at any
time from the first payment to consumers to the last payment to consumers.
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Figure 9: Average number of days between the first instance of a significant breach and the
first payment to consumers, by the reviewed financial groups
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Note 1: This figure is based on 243 significant breaches (out of 260 that involved financial remediation) that had available data.
The standard deviation for all the reviewed financial groups is 1,662 calendar days. It does not separately display individual
groups that had available data for 10 or fewer significant breaches.

Note 2: See Table 38 in Appendix 2 for the data shown in this figure (accessible version).
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While delays in remediation can, in part, be compensated by adding
appropriate interest payments to the amount of remediation, any unnecessary
delay is damaging for consumers. If they are aware of the issues, delay only
adds to the stress for a consumer. Where they are not aware of the process,
delay can make it more difficult to locate and remediate all those affected.

The longer the lapse of time before remediation begins, the greater the
likelihood that existing customers will become ex-customers and the
information on hand becomes outdated. This concern is exacerbated due to
the average time it takes AFS licensees to identify and investigate a breach.

Excessive delays not only inconvenience affected consumers, but can also
reduce their level of trust and confidence (which is already eroded by the
significant breach itself).

Consumers may be out of pocket

We found that not only are some consumers out of pocket for too long but,
in some instances, consumers are permanently disadvantaged by the impact
of the significant breach.

Despite AFS licensees generally disbursing unreturned funds in a way that
ensured that the licensees did not make a profit from the significant breach,
we identified at least 21 instances where the licensee was not able to return
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all funds to consumers financially affected by the significant breach. In those
instances, the licensees or the reviewed financial groups retained those
funds. Licensees have since updated their policies to ensure that funds are
disbursed appropriately.

Financial loss and remediation

As noted, of the 715 significant breaches, 279 incurred financial loss to
consumers and 260 have been subject to at least some financial remediation.

Figure 10 sets out the total financial loss and remediation reported as part of
our review.

Figure 10: Total financial loss and remediation, by the reviewed
financial groups

® Financial loss ($ million) * Financial remediation ($ million)

Reviewed groups Major groups Other groups

Note 1: This figure is based on the 279 significant breaches that stated a financial loss was
incurred and the 254 significant breaches that stated that a financial remediation had occurred.

Note 2: See Table 39 in Appendix 2 for the data shown in this figure (accessible version).

Of the 279 significant breaches that incurred financial loss to consumers, the
total financial loss is approximately $497 million. This equates to an average
loss of around $1.8 million per significant breach.

Of the 260 significant breaches that involved financial remediation to
consumers, so far the total financial remediation is approximately

$437 million. This equates to an average remediation of around $1.7 million
per significant breach.

It is no surprise, based on market share and the volume of significant
breaches reported, that the major financial groups accounted for most of the
financial loss and financial remediation to consumers.

All affected consumers should be returned to their original position, as if the
breach never occurred. This requires that financial remediation should at
least be equal to financial loss.

© Australian Securities and Investments Commission September 2018 Page 77



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

361

362

363

364

365

366

367

368

However, we acknowledge that there may be practical difficulties in
reimbursing all adversely affected consumers. In part, this highlights the
importance of a fair and efficient breach reporting process.

AFS licensees should be able to contact any current customer or deposit
funds directly into a relevant account, where one exists. Practical difficulties
may arise where the customer is no longer current and, despite making
reasonable attempts, the AFS licensee is unable to locate and contact the ex-
customer. The difficulties in making payments, and the likelihood of this
occurring as time goes by, was noted by at least one of the reviewed
financial groups:

Paying back customers is challenging when they may no longer bank with

us, have closed the impacted products, may be in collections or deceased,
have changed their name or cannot be contacted.

There may be times where the provision of nominal amounts is outweighed
by the inconvenience that may be caused to ex-customers, and AFS licensees
have adopted a tiered remediation. Such an approach commonly involves
setting a threshold for payments and ensuring that any residual funds below
such threshold are disbursed to members or a charitable organisation: see

RG 256 for further information.

If consumers seek remediation payments after the AFS licensee has
disbursed those funds, they should receive such payments regardless of
additional costs that may be incurred by the licensee.

Retained residual funds

In at least 21 instances where a significant breach caused financial loss to
consumers, the reviewed financial groups retained some funds that could not
otherwise be returned to consumers.

In those 21 instances, despite having losses totalling approximately

$114 million, AFS licensees were able to return all but approximately
$1.3 million (which they retained). These 21 instances of retained residual
funds were spread across six reviewed financial groups and included

12 individual licensees.

We do not think that this practice of retaining residual funds is aligned with
principles of ethical business conduct, nor with community expectations.

Residual funds (the difference between financial loss and remediation) can
occur, for example, where an AFS licensee no longer holds current
information about a consumer and is unable to locate and contact that person
(or, potentially, a trustee or beneficiary).
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369 The longer the period lapsed from the event or conduct that is the subject of
the breach, the greater the risk that a current customer becomes an ex-
customer and/or circumstances change.

370 Ordinarily, residual funds are not retained, but are instead disbursed by AFS
licensees—payments are commonly made to unclaimed money accounts,
charities or, where appropriate, other unitholders in the fund.

371 Although financially affected consumers are otherwise entitled to these
funds, it may be reasonable to disburse them for other appropriate purposes
if the AFS licensee has made best endeavours to remediate those consumers.

372 AFS licensees must ensure they do not make a windfall gain because of a
breach. As a starting point, we expect that all financially affected consumers
will be restored to the position they would have held but for the breach.

373 Clearly, any delays in both starting and finishing a consumer remediation
process will add to the possibility of residual funds and financially affected
consumers being out of pocket. As noted, there is a clear capacity for
reviewed financial groups to improve the efficiency of consumer
remediation.

374 We observed at least one instance where an AFS licensee limited the extent
of data they interrogated for the purposes of scoping the remediation
process. This may have resulted in the licensee failing to identify further
losses and further consumers impacted by the significant breach. As a result,
it is possible that the licensee has unwillingly retained funds that would
otherwise have been returned to affected consumers. Equally, it is possible
that the amount of retained funds identified in this review is only part of the
actual amount of funds retained by reviewed financial groups.

Case study 22: Scope of remediation ‘

An AFS licensee was only able to investigate data going back seven years.
The licensee identified affected consumers and quantified losses to those
consumers.

However, as these calculations were limited to that period, it is possible
that those identified consumers experienced a greater financial impact, and
it is possible that other consumers were affected by the breach but were
not identified for the purposes of remediation.

The ability to conduct a more comprehensive investigation may have
revealed, or confirmed, the full extent of the breach.
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Opportunities for improvement

Consumer-centric approach

375 AFS licensees should not delay starting remediation to consumers if they
have sufficient confidence that the value of remediation is accurate.

376 An AFS licensee—or, more broadly, a reviewed financial group—that is
focused on the best interests of consumers, and doing the right thing by
them, should prioritise timely remediation—that is, restoring consumers to
the position they would have held but for the significant breach, and doing
S0 as swiftly as possible.

377 While AFS licensees also need to ensure that the cause of the breach is
addressed, they should be able to balance priorities and resource concurrent
streams of remediation and rectification.

An AFS licensee noted a shift in focus for consumer remediation.

In January 2018, the licensee shared learnings within a business unit
affected by a significant breach. The document includes information about
recent remediation projects, the root causes of breaches, and the
importance of consumer remediation.

The document noted that in the past there was less focus on consumer
remediation:

it was seen as a distraction, at the expense of earning revenue, and therefore
not always given the highest priority

The document also noted that the increased focus comes from many
factors including a gradual internal cultural shift, an increased focus on
customer experience, and doing the right thing:

Whenever we fail to meet our obligations to our customers, we need to put it
right.

Financial remediation policy

378 At the time of our review, most but not all the reviewed financial groups had
a clear written policy for dealing with financial remediation, including how
to deal with funds that cannot be returned to affected consumers. Some
reviewed financial groups had distinct policies across AFS licensees within
the reviewed financial group.

379 Those AFS licensees that did not have a financial remediation policy at the
time of our review gave assurance that such a policy would be created.
Where this is the case, AFS licensees must ensure such policies are
communicated and related training is delivered to staff.
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380 AFS licensees should have, or review to ensure they have, policies that are
consistent with RG 256.

Oversight of remediation projects

381 AFS licensees should ensure that they have appropriate oversight and
reporting of the rectification and remediation projects.

382 If an AFS licensee or, more broadly, the reviewed financial group has
encountered multiple large-scale significant breaches, it may be necessary to
engage in simultaneous rectification and remediation projects.

383 We observed that at least one reviewed financial group created a platform
for greater visibility of all ongoing remediation projects to better monitor
those activities and ensure it could dedicate resources appropriately.

Case study 24: Oversight of investigations

One reviewed financial group provided visibility to executive-level staff on
all current consumer remediation projects. Large-scale breach remediation
work streams are commonly stand-alone projects.

Such oversight was facilitated by providing documents that included
timelines and key milestones, traffic-light status coding, associated risks
and challenges for each project, and action to be taken.

The portfolio view allows for comparison of projects and consideration of
current and future resources that will be required to complete each project.

Key stage 6: Process and/or system change

The length of time between the end of the investigation into whether a significant

breach has occurred and the first process and/or system change.

Generally, AFS licensees undertook timely process and system changes in
direct response to the specific significant breach.

AFS licensees must provide adequate resources to rectify the root causes of
the significant breach, where required, without undue delay.

It is important that licensees consider any necessary process or system
changes where this is attributable to the root cause of the significant breach.
Where no changes are made despite attributing the root cause to a process
or system, licensees should record the rationale for their decision.

384 The focus of our review of this key stage is how quickly AFS licensees were
able to respond to the significant breach and implement a process and or
system change, relative to the end of the licensee’s investigation.
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Time taken to change a process and or system

Changes to processes and systems are given priority by AFS licensees once a
risk is identified.

To reduce the risk of recurrence of a significant breach, AFS licensees made
at least one form of:

(@ process change in response to 415 breaches; and

(b) system change in response to 204 breaches.

Note: Out of 715 significant breaches. Licensees may have made both process and
system changes in response to a breach.

As noted previously, for the purposes of our calculations, we excluded
instances where the first change occurred before the start of the AFS
licensee’s investigation, as we considered it was unrelated to the change to
address the root cause of the significant breach. This is consistent with our
calculations below regarding consequence management.

We found 334 instances where the first process change occurred after AFS
licensees had started their investigation. The reviewed financial groups took
an average of 42 days (median: 25 days) to implement the first process change.

We found 171 instances where the first system change occurred after AFS
licensees had started their investigation. The reviewed financial groups took
an average of 68 days (median: 33 days) to implement the first system change.

When change occurs

A process or system change may occur at any time: before, during, or after the
AFS licensee’s investigation into the breach. In any case, AFS licensees need
to act as quickly as practicable to stop the identified breach from continuing.

Table 16: Timing of first process and system change in response to a significant breach

Timing Number of breaches with  Number of breaches with
process change system change

Before the start of the investigation 81 33

During the investigation 125 61

After the end of the investigation 209 110

Note: This table is based on available data. For more information, see the relevant figures in this key stage.

391

Change before the start of investigation

We were encouraged to find that AFS licensees review their processes and
systems on a periodic basis, motivated by a desire to improve them (as
opposed to responding to known weaknesses).
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We observed that these proactive changes, at times, inadvertently addressed
previous weaknesses that existed but had not yet been recognised as root
causes of significant breaches.

We also noted that these changes lead to, in some instances, the
identification of the reported significant breach.

Change after the start of investigation

Generally, changes to processes and systems occur after the end of AFS
licensees’ investigations. This is largely because, at this stage, licensees are
aware of weaknesses and are in the position to implement fixes.

We were pleased to find the following instances of the first changes
occurring during an investigation:

(@) 125 instances of the first process change; and
(b) 61 instances of the first system change.
This aligns with previous ASIC guidance that licensees should not wait until

an investigation is complete, or key decision makers have considered the
significance of a breach, to begin implementing fixes to stop the breach.

Figure 11 and Figure 12 set out the average and median time taken to make
the first process and the first system changes, respectively (key stage 6).

Figure 11: Average number of days for key stage 6 (process change), by the reviewed financial

groups

100

80

60

40

20

Number of days

-60

-80

Reviewed
groups

]
]
L] L] R
L]
L]
L]
Combined groups mean Individualgroup mean mmmmm Median
Major Other ANZ CBA NAB Westpac AMP  Macquarie
groups  groups

© Australian Securities and Investments Commission September 2018 Page 83



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

Note 1: This figure is based on 334 significant breaches (out of 415 that resulted in a process change) that had applicable data.
The standard deviation for all the reviewed financial groups is 224 calendar days. It does not separately display individual
groups that had available data for 10 or fewer significant breaches.

Note 2: See Table 40 in Appendix 2 for the data shown in this figure (accessible version).

398 All reviewed financial groups were swift to start to make process changes.
One major financial group, ANZ, was generally more responsive than its
peers, starting process change on average 53 days (median: 19 days) before
the end of its investigation.

Figure 12: Average number of days for key stage 6 (system change), by the reviewed financial
groups
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Note 1: This figure is based on 171 significant breaches (out of 204 that resulted in a system change) that had useable data.
The standard deviation for all the reviewed financial groups is 220 calendar days. It does not separately display individual
groups that had available data for 10 or fewer significant breaches.

Note 2: See Table 41 in Appendix 2 for the data shown in this figure (accessible version).

399 Generally, we found it took longer for the reviewed financial groups to
implement a system change than a process change.

400 Based on our experience, we consider that system changes take longer to
implement because they are susceptible to AFS licensees’ (or the reviewed
financial groups’) IT demands. This aligns with our findings.

Opportunities for improvement

Appropriate change

401 In limited instances, we observed no changes to a process or system despite
the AFS licensee attributing a root cause of the significant breach to that
deficiency: see Table 17.
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Table 17: Number of significant breaches with and without change, by root cause

Root cause

Process deficiency

System deficiency

Change made No change made Total number of significant breaches
415 51 466

204 53 257

Note: This table based on 466 significant breaches where a process deficiency was listed as a root cause and 257 significant
breaches where a system deficiency was listed as a root cause.
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There can be more than one root cause—for example, a process and system
deficiency may have both contributed to a significant breach occurring. We
have observed instances where a change to a process or a system resolves the
weakness without needing to change the other.

If this is not the case, it would be difficult to comprehend why the AFS
licensee failed to implement a change after identifying a deficiency as a root
cause of the significant breach.

It is important that, where no changes are made despite attributing the root
cause to a process or system, that the rationale is recorded (i.e. what other
steps were taken to remove or reduce the risk of recurrence of the significant
breach).

Sharing learnings and reinforcing expected behaviours

We observed that reviewed financial groups update training once a process
or system has changed. This is both appropriate and necessary to ensure
future compliance with the new process or system. However, generally we
did not observe that staff were made aware of why the process or system has
been changed.

As part of this review, we did not measure training completion rates for
specific training for the process or system change. However, we did measure
the completion rates for training on breach reporting processes more
generally. These were consistently high across reviewed financial groups.

If AFS licensees apply similar tracking and rigour to ensure staff are trained
for other policies and procedures, then they are well placed to comply with
new processes or systems when implemented.

Where there is no change to a product or system, specific training may be an
effective way to communicate expected behaviours of staff to comply with
internal procedures.

Monitoring and reporting

Consistent with our opportunities for improvement (see paragraph 259), AFS
licensees should ensure that they have appropriate oversight and reporting of
the rectification and remediation projects.
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Key stage 7: Accountability

The length of time between the end of the investigation into whether a significant

breach has occurred and the first application of consequence management for staff
and/or management.

Accountability for mistakes made within a professional role provides a
learning opportunity for the staff and management responsible, the AFS
licensee, and even the broader group. Accountability is largely actioned
through consequence management; although commonly framed as a ‘blame’
narrative, it is better viewed as:

e alearning opportunity; and

e importantly, a tool for licensees to stop a breach continuing or reoccurring
by taking swift action.

Consequence management is also necessary to address misconduct,
holding staff and management to account for their actions.

The time taken to first apply consequence management is inconsistent
between staff and management. The reviewed financial groups took an
average of 66 days (median: 23 days) to begin consequence management
for management, and an average of 22 days (median: 23 days) to begin
consequence management for staff, after the end of a licensee’s
investigation.

In only around one third of instances where an AFS licensee attributed a root
cause for the significant breach to staff did the licensee record the
application of consequence management to staff.

410 The focus of our investigation of this key stage is how quickly AFS licensees
were able to respond to the significant breach and implement consequence
management, relative to the end of the licensee’s investigation.

Time taken to implement accountability

411 Our review found that consequence management is not likely to occur as a
result of a significant breach.

412 According to AFS licensees, there were 296 instances where they attributed
a root cause of a significant breach to staff and/or management, and only
100 instances of consequence management being applied to staff and/or
management responsible for the root cause of the significant breach:

(@ 50 instances applicable to staff only;
(b) 8 instances applicable to management only; and

(c) 42 instances applicable to both.

Note: The application of consequence management to ‘management’ refers to it being
applied to either managers, supervisors, or executives of staff responsible for the root
cause of the significant breach: (collectively ‘management’).
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The reviewed financial groups took an average of 22 days (median: 23 days)
to begin consequence management for staff after the end of a licensee’s
investigation. In comparison, the reviewed financial groups took an average
of 66 days (median: 23 days) to begin consequence management for
management after the end of a licensee’s investigation.

The application of consequence management is generally not transparent.
The review found few instances where the AFS licensee advised unrelated
staff about the application of consequence management and therefore limited
the learning opportunity it presents.

What is consequence management?

Consequence management is the application of real and meaningful
consequences for staff—and management responsible for oversight (at any
higher level)—who have not followed the rules.

Significant breaches attributable to staff or management can result from:
(@ errors—that is, an isolated genuine mistake;

(b) negligence—that is, failure to take proper care; and

(¢) intentional misconduct.

For those significant breaches attributable to staff, the appropriate
consequence management will depend on both the cause of the breach (i.e.
whether the cause of the breach can be attributed to the actions of an

individual) as well as its impact and may range from warnings to more
severe consequence management (such as termination).

We have listed a number of consequence management actions below,
generally ranging in severity from low to high:

(@ warnings;

(b) additional training;

(c) closer supervision;

(d) adverse performance rating;

(e) loss of bonus in part;

® loss of bonus in full;

(@ change in role; and

(h) termination.

Note: This list is not exhaustive.

In our review, we did not test the appropriateness of the application of
consequence management, merely whether it was applied and when it was
applied.
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Of the 100 instances of consequence management for those responsible for
the root cause of the significant breach, the two most commonly identified
types of consequence management applied by the reviewed financial groups
was a reduction in bonus (47 instances) and adverse performance rating

(44 instances).

Note 1: The most common type of consequence management AFS licensees advised
was ‘other’ (105 instances).

Note 2: AFS licensees were able to advise of multiple types of consequence
management per significant breach.

In 22 instances, staff (20) and management (2) were held accountable by
reviewed financial groups and were subject to termination of employment as
a result of being responsible for the root cause of the significant breach.

Consequence management can be also important for establishing and
maintaining the AFS licensee’s values and culture. For errors, we generally
consider that the appropriate consequence is more likely to be at the low end
of the spectrum, emphasising the learning opportunity for the individual.

This aligns with international research that shows that, in firms with an
effective error management culture, errors are accepted as part of
professional life and are discussed, addressed and learned from. There has
been a growing awareness of the benefits of establishing and embedding
error management practices that foster a transparent and learning
environment: see Dutch Authority for the Financial Markets (AFM),
Learning from errors: Towards an error management culture—Insights
based on a study in the capital markets, October 2017.

For negligence and intentional misconduct, we generally consider that more
severe consequence management is necessary. The possible effect on staff
willingness to raise incidents needs to be balanced with the need to
discourage breaches of any risk management procedures by staff through
adequate consequence management: see Regulatory Guide 259 Risk
management systems of responsible entities (RG 259) at RG 259.49.

Practically, AFS licensees need a sophisticated approach that deals with each
case on its merits. When reviewing a breach, licensees should consider
whether the cause was an error, negligence or misconduct.

For errors, firms need to be supportive and provide positive consequence
management (e.g. individuals who identify errors should be encouraged and
given positive feedback). Where staff demonstrate negligent behaviour or
misconduct, a zero-tolerance approach is appropriate.

The key to achieving this balance, in addition to the appropriate and
proportionate application of consequence management, is the concept of
‘accountability’. This concept was also a stated value of the reviewed
financial groups.
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428 ASIC agrees with APRA’s finding as follows:

Accountability will not resolve issues in these areas but, when embedded,
clear accountability will strengthen their effectiveness.

Accountability is built on frameworks that provide for clarity of ownership
for responsibilities and obligations, and proportionate consequences when
adverse risk management, compliance and customer outcomes occur.

Note: See APRA, Prudential inquiry into the Commonwealth Bank of Australia—Final
report, May 2018, p. 57.

When consequence management occurs

429 Consequence management, like process and system change, can occur at any
time—nbefore, during, or after the AFS licensee’s investigation into the
breach: see Table 18. However, a swift response by the licensee is
paramount to ensure the root cause of the significant breach is addressed.

Table 18: Timing of key stage 7 for staff and management

Consequence Before the During the After the
management investigation  investigation investigation
For staff 17 32 43
For management 2 12 36

Note: This table based on 80 significant breaches (out of 100 that resulted in consequence
management) that had applicable data.

Consequence management before the start of investigation

430 Consequence management that occurs before the start of an investigation
should be unrelated to a reported significant breach. As such, we have
excluded these from the calculations of responsiveness of the application of
accountability.

431 However, the need for consequence management—in particular, more severe
consequence management—could be an opportunity for an AFS licensee to
proactively examine whether other rules (unrelated to the matter attracting
the consequence management) have been complied with.

Consequence management after the start of investigation
Consequence management for staff

432 As noted at paragraph 412, 92 significant breaches resulted in consequence
management for staff responsible for the root cause of the significant breach.

433 Of these instances, at least 75 resulted in consequence management
occurring after the start of the investigation, of which:

(@ 32 occurred during the AFS licensee’s investigation; and

(b) 43 occurred after the end of the licensee’s investigation.
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435

436

437
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Consequence management for managers

As noted at paragraph 412, 50 significant breaches involved consequence
management for management responsible for the root cause of the
significant breach.

Of these instances, at least 48 involved consequence management occurring
after the start of the investigation, of which:

(@ 12 occurred during the AFS licensee’s investigation; and

(b) 36 occurred after the end of the licensee’s investigation.

Where no consequence management occurs

We found 296 instances where AFS licensees attributed a root cause for the
significant breach to staff. Around one third (92) of these instances recorded
the application of consequence management to staff.

The high proportion of significant breaches with no consequence
management is partly explainable, but not excusable, by the length of time
taken to identify breaches.

With identification for four years or greater, it is often difficult to determine
who was responsible for the root cause of the breach. Even when the
reviewed financial groups identified staff or management that may have
been suitable for consequence management, those individuals had often
departed before consequences could be applied.

We also found 34 instances where the AFS licensee advised that the staff
identified as responsible for the root cause was no longer employed before
consequence management could be applied.

We found that the reviewed financial groups were likely to attribute a root
cause for the significant breach to either process or system failures

(65% processes, 36% systems, respectively). We consider that when the
process or system are blamed, it becomes easier to not hold staff or
management accountable for those breaches. This is despite the fact that
staff and management were ultimately responsible for the development and
implementation of those processes and systems.

The lower number of consequence management applied to management (50)
versus staff (92) is consistent with APRA’s observation that CBA was more
likely to focus on allocating blame to specific individuals responsible for
specific tasks, without appropriate focus on overarching accountability of
senior leaders: see APRA, Prudential inquiry into the Commonwealth Bank
of Australia—Final report, May 2018, p. 61.
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Opportunities for improvement

Timely application of consequence management

442 Timely application of consequence management will enable AFS licensees
to hold staff and management accountable. Timeliness is also important to
reducing the chances of further breaches occurring or the same breach
continuing.

443 Delays in enacting consequence management may enable staff members to
avoid consequences by resigning. We found 34 instances where staff or
management had resigned before being able to be subject to consequence
management.

444 The timely application of consequence management may limit the possibility
of this occurring. However, this may be unavoidable in many instances—
individuals under investigation will usually be aware of it and there is no
practical way to prevent staff or management resigning before the
investigation is complete.

Recognising the need to consider potential red flags

445 The application of consequence management should trigger a review (or
possible re-examination) of whether a significant breach has occurred.

446 We found, in 28 instances, AFS licensees first applied consequence
management during their investigation, but did not lodge a breach report to
ASIC until after the end of their investigation. While the application of
consequence management may not be conclusive evidence that a significant
breach has occurred, it should be a red flag for the AFS licensee to consider
whether sufficient information is available to report a significant breach.

447 We found 19 instances where consequence management was applied before
the start of the AFS licensee’s investigation (i.e. unrelated to the investigation
of the significant breach). Licensees are best placed to consider whether a
broader, more proactive, inquiry into other aspects of the staff or
management’s work is appropriate based on the nature of the unrelated breach.

Record keeping

448 Sound record keeping is necessary to ensure the application of consequence
management is consistently and transparently applied.

449 Some reviewed financial groups advised that, in some instances, no records
may be available since they reflect the low-end spectrum of consequence
management (e.g. a warning). If records did exist these were likely to be
stored on the individual’s file as opposed to the compliance system that
stores information on the significant breach.
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450 The reviewed financial groups specifically raised a concern that it would be
difficult to identify consequence management in all instances. Our view is
that where it is difficult to identify such measures, it would be equally
difficult to monitor and ensure those measures are effectively implemented.

451 In instances where no consequence management has been applied, the AFS
licensee should record the rationale for not doing so.
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E  Breach management culture

Key points

In this review, we considered the extent to which a reviewed financial
group’s culture supports its ability to meet its breach reporting obligation
(i.e. whether we see elements of a sound breach management culture).

Key elements of a sound breach management culture (and which we have
considered in this review) are:

¢ the quick detection of breaches, and incidents more broadly;

e robust compliance measures (systems and processes) that allow
appropriate information about breaches and incidents to be captured,;

o the prioritisation of investigations into breaches;

¢ the monitoring of outcomes following a breach and prioritisation of
remediation; and

e the sharing of learnings about the breach, to allow staff to learn from the
breach and keep key decision makers apprised of developing systemic
issues.

Summary of our observations

452

453

454

In this review, we gathered data about the key stages of breach management.
In this section we draw together our observations about:

(@ the extent to which a reviewed financial group’s culture supports its
ability to meet the breach reporting obligation; and

(b) whether we see elements of a sound breach management culture.

A sound breach management culture will:

(@) prioritise and support the ability of an AFS licensee to meet its breach
reporting obligation; and

(b) provide an environment where:

(iy staff can raise concerns about risks, including incidents (and are
vigilant for these);

(i) investigations, rectification and remediation are prioritised—and
overseen and championed by senior management; and

(iii) transparent communication about breaches and incidents promotes
identification, rectification and reporting.

In general, we observed that aspects of the culture of the AFS licensees
under review did not support the ability of these entities to meet the breach
reporting obligation. In many instances, the reviewed financial groups did
not demonstrate a sound breach management culture.
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456

457

458

We observed that some licensees under review did not give adequate priority

to:

@

(b)

how breaches are detected and managed within the organisation—a
significant minority of staff were uncomfortable raising concerns about
risks; and

how customers are remediated following a breach—which does not
align with statements made by many of the reviewed financial groups
about treatment of customers, both publicly (e.g. values) and in internal
documents (e.g. policies and procedures).

Note: In this section we use ‘customers’ rather than ‘consumers’, as this reflects
language used by the reviewed financial groups (e.g. in their values and other
documents).

In some cases, we also observed a limited and inconsistent level of oversight
by senior management across the key stages of a significant breach.

We have included our observations below, and encourage AFS licensees to
consider these issues, and how they may apply to their business.

Our observations about how the reviewed financial groups demonstrated
elements of a sound breach management culture are summarised in Table 19.
Note that these observations are thematic, and generally apply to the
reviewed financial group as a whole.

Note: 1. Our framework for analysis of the culture issues considered in this review
draws from research on error management culture in financial institutions by AFM
(Learning from errors: Towards an error management culture—Insights based on a
study in the capital markets, October 2017) and De Nederlandsche Bank (Supervision of
behaviour and culture: Foundations, practice and future developments (PDF 3.5 MB),
September 2015).

Note 2. Culture remains a key priority for ASIC. This review of culture was a pilot
project for ASIC to help us further refine our approach to understanding culture, and
incorporating culture into our regulatory work.

Table 19: Elements of a sound breach management culture: Data and our observations

Element

Breaches are detected
quickly

What the data shows Our observations

Breaches are not detected quickly: In general, the reviewed financial groups
see key stage 1 at paragraphs 83— had values, policies, and training for staff
131. For the major financial groups, that encouraged them to be alert to and
breaches took nearly four years to identify risks, and to raise their concerns
identify: see Figure 2. in a timely manner. The data and case

studies did not always show this to be the
case in practice. We encourage the
reviewed financial groups to consider
possible reasons for this: see Table 20.
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Element

Compliance measures
(systems and
processes) allow
appropriate information
to be captured

Investigation of
breaches is prioritised

Customer outcomes
following a breach are
monitored and
remediation is a priority

Learning from incidents
and breaches

459

460

What the data shows

Breach information was often
recorded over many databases, and
was not always searchable: see key
stage 2 at paragraphs 127-153.

In many instances, investigations of
breaches took too long: see key stage
3 at paragraphs 154—-288.

The major financial groups all had
values relating to prioritising
customers and addressing problems
quickly. This contrasted sharply with
data about the time taken to
communicate with and remediate
customers: see key stage 4 (at
paragraphs 304—-330), key stage 5 (at
paragraphs 331-383) and Figure 9.

Formal ‘lessons learned’ reports were
produced for 38% of significant
breaches (271). Only 4.8% (13 of
271) of such reports were formally
shared outside the business unit
affected by the breach.

Our observations

A sound breach management culture is
built on good data, and being able to use
it to ‘connect the dots’ about emerging
problems: see paragraphs 477-482.

We are concerned that some
investigations by the reviewed financial
groups, in particular the major financial
groups, are not sufficiently prioritised.
These investigations appeared to lack
adequate resources and oversight by
senior management, which may have
contributed to their length: see
paragraph 483-486.

Some of the major financial groups did
not always prioritise remediating
customers. There was a lack of alignment
between stated values in relation to
customers and outcomes for customers
following a breach, and evidence that, at
times, remediation was perceived as a
‘distraction’ from core business: see
paragraphs 487-494.

In many instances, ‘lessons learned’
processes appeared not to take place or
were ad hoc and not formalised: see
paragraphs 495-500.

Sound breach management culture

An AFS licensee with a sound breach management culture will take an
organisational approach. This means that breaches and other incidents are
identified, analysed and evaluated at the organisational level, as opposed to
an individual approach—for example, only in relation to a specific incident

or employee.

Note: See De Nederlandsche Bank, Supervision of behaviour and culture: Foundations,

practice and future developments (PDF 3.5 MB), September 2015, p. 281.

What this means in practice is that AFS licensees understand:

@)
(b)

what incidents and breaches are occurring across the financial group;

why each incident and breach occurs; and
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462

463

464

465

(¢) how this knowledge can be used across the organisation (as opposed to
only a business unit or line) to reduce the likelihood of it (or a similar
problem) recurring in the future.

Elements we would expect to see in AFS licensees that have a sound breach
management culture, and which we have considered within the scope of this
review include:

(@) the quick detection of breaches, and incidents more broadly;

(b) robust compliance measures (systems and processes) that allow
appropriate information about breaches and incidents to be captured and
used by the financial group;

(c) the prioritisation of investigations into breaches;

(dy the monitoring of customer outcomes following a breach and
prioritisation of remediation;

(e) the sharing of learnings from and knowledge about the breach, and the
related analysis, across the financial group, to allow staff to learn from
the breach and keep senior management apprised of developing
systemic issues.

In order to create and maintain a sound breach management culture, we
expect AFS licensees to consider all the above issues in relation to their own
businesses. This must be an ongoing process, not a one-off exercise.
Throughout this section, we have included ‘Questions to ask’ to provide
licensees with a starting point for this process.

Our findings show that in many instances the reviewed financial groups did
not demonstrate these elements. A general observation is that the reviewed
financial groups do not give adequate priority to the management of
breaches (and customer outcomes following a breach) relative to other
business priorities.

We acknowledge that AFS licensees have many, often competing, priorities
within their businesses, and that there is often a tension between these
different objectives. These tensions are a reality for any business, and need
to be managed effectively.

We expect AFS licensees to:

(@) be aware of and manage tensions between competing business
priorities; and

(b) focus on customer outcomes and effectively manage problems that arise
(e.g. following breaches and other incidents), and take steps to ensure
that these are appropriately prioritised.

Note: See M Power, S Ashby & T Palermo, Risk culture in financial organisations: A
research report, Centre for Analysis and Risk Regulation, 2013, p. 22.
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Breaches are detected quickly

466 An indicator that an organisation has a sound approach to managing
incidents and breaches is that they are detected quickly.

Note: See De Nederlandsche Bank, Supervision of behaviour and culture: Foundations,
practice and future developments (PDF 3.5 MB), September 2015, p. 287.

467 Quick detection allows problems to be fixed sooner, limiting the impact to
fewer customers. The older an incident or breach becomes, the harder it is to
fix: more customers are impacted, key staff may leave the organisation, and
the scale of the problem increases: see our discussion of key stage 1 at
paragraphs 83-131.

468 The reviewed financial groups were, in general, not able to detect breaches
and incidents quickly. The average time from a significant breach starting to
it being identified for investigation is 1,517 days—that is, just over four
years—(median: 925 days): see Figure 2.

469 In general, we found that:

(@ the reviewed financial groups had values, and high-level expectations
for behaviour, relating to how breaches are managed. This included:

(i) values such as ‘integrity’ and ‘doing the right thing’; and

(i) statements about what behaviour is expected from staff, including
that staff should:

(A be alert to and identify risks;

(B) raise concerns about risks and mistakes quickly with
managers; and

(c) err on the side of caution, and raise issues even if they are not
100% sure it is a problem;

(b) the reviewed financial groups had policies and guidance for staff that
encouraged them to raise concerns with managers and escalate issues if
they did not feel they were being dealt with effectively; and

(¢) most of the reviewed financial groups acknowledge that staff raising
issues, and logging incidents quickly and with the correct information,
is important for their risk management and breach reporting processes
to work effectively. This was stated in training and other documents.

470 These statements are important, as it makes it clear to staff that identifying
incidents is a priority for the organisation. In their written policies and other
documents (e.g. the formal values frameworks and communications with
staff about expected behaviour), the reviewed financial groups do appear to
place a priority on these issues.
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471 However, a 2017 study by AFM found that in relation to how errors and
incidents are dealt with:

Structure and culture are also well aligned when a clear policy is really
implemented in practice throughout the organisation. For example, when
the importance of consistently reporting errors is not only stated on paper,
but is also actively promoted and valued by the senior management, middle
management and employees among each other. In that case, the tone at the
top is the same as on paper and people are actively involved in the policy.

Note: See AFM, Learning from errors: Towards an error management culture—
Insights based on a study in the capital markets, October 2017, p. 13.

472 Given that the reviewed financial groups generally did have values, policies
and processes in place to encourage staff to report incidents, one
interpretation of the data is that the reason breaches are not being identified
quickly is because:

(@ policies and procedures are not being effectively implemented in
practice; and/or

(by staff are not proactive in looking for risks; and/or

(c) managers are not actively promoting the desired behaviour (e.g. through
recognition and reward for staff that identify and raise incidents).

473 These statements are observations, not findings, as we do not have clear data
about these issues.

474 Staff survey results that were provided as part of the review indicated that
there is still a significant minority of staff who are uncomfortable raising
concerns. However, more recent results showed an improvement in the
number of staff comfortable raising concerns. We also consider it a positive
sign that the reviewed financial groups are gathering this data.

475 Given the inability of the reviewed financial groups to detect incidents and
breaches quickly, we encourage all AFS licensees to review how quickly
incidents and breaches are detected in their organisation. If it takes a long
time to detect incidents and breaches, we expect AFS licensees to do further
work to:

(@ understand why this is the case;

(b) make changes to reduce the time it takes for incidents and breaches to
be detected; and

(¢) monitor, on an ongoing basis, whether incidents and breaches are (in
general) being detected more quickly.

476 We encourage all AFS licensees to consider the questions set out in Table 20
in relation to how breaches are managed in their own business, and take
action as necessary.
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Table 20: Questions to ask—Detecting incidents and breaches quickly

Issue

Staff raising incidents
and breaches

Support from senior
management for raising
incidents and breaches

Role of audit and
compliance

Senior executive
committee and board
oversight

Monitoring—‘closing the
loop’

Questions

Are staff encouraged to raise problems, incidents or breaches within their teams
as part of their day-to-day roles?

How are staff supported to do this?

Does the AFS licensee truly value staff who raise issues or problems, or is there a
‘good news only’ culture?

If staff surveys point to weaknesses, how are the possible root causes of staff
perceptions explored?

What senior management oversight and accountability exists to drive this work
forward as a priority?
Are leaders accessible and open to staff expressing a different point of view or

raising problems?

Does senior management encourage staff to discuss problems, and escalate them
as appropriate?

Does senior management provide oversight to middle managers and ensure that
staff support is occurring in practice?

If compliance or internal audit raises concerns about the way breaches are being
managed, what is done to address these concerns?

Who is accountable in the organisation (i.e. what level of management) for
ensuring the concerns raised by compliance or internal audit are addressed?
What oversight do senior executive committees and the board have of the way
that breach management systems and processes are working in practice?

What reports do they see (i.e. is appropriate and clear information given to
executive committees and the board)?

How does the board hold management accountable for this oversight?

How and how often are all the above issues monitored to ensure that the various
checks and balances in place are functioning as intended?

Who is responsible for ensuring this monitoring takes place?

How are issues that are identified addressed and learnings shared?

What data sources are used to monitor staff perceptions about the way that
incidents and breaches are being managed?

Compliance measures capture appropriate information

477

A sound breach management culture is built on good data; therefore, an
important element of a sound breach management culture are compliance
measures (systems and processes) that ensure that key information about
breaches and incidents is consistently captured.
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478 This allows the information to be used for more strategic analysis (e.g. to
detect emerging systemic issues). In large organisations, problems can
slowly emerge over weeks, months or years. Systems and processes that
capture incident data that can be used for analysis at the organisational level
can detect problems (or possible future problems) that individual business
units may miss.

479 AFM found that, in relation to the best practice for how incidents are
managed, well-designed software is an important aspect and should allow
staff to ‘report errors quickly and easily in one user-friendly registration
system’: AFM, Learning from errors: Towards an error management
culture—Insights based on a study in the capital markets, October 2017,
p. 13.

480 In this review, we considered the extent to which compliance measures for
breach reporting helped the reviewed financial groups meet their breach
reporting obligation: see our discussion about recognising emerging
systemic issues using compliances systems at paragraphs 110-117. Our data
indicates that this was a potential area of weakness for many of the reviewed
financial groups. Our findings included that:

(@ breach information was often recorded over many databases;

(b) breach information was not always recorded in a searchable fashion. In
some cases, key information was not recorded; and

(¢) insome cases, investigations involved a high number of manual
compilations and there was no automatic process to determine the
extent to which an individual customer had been affected by the breach.

481 Capturing information in a fragmented way makes it difficult for staff to
‘connect the dots” about what is going on within the licensee and make
meaningful changes to fix problems. Further, once compliance measures are
in place, they need to be regularly reviewed to ensure that they are
functioning as intended, and able to provide useful information to the
business more broadly: see Case study 6.

482 We encourage all AFS licensees to consider the questions set out in Table 21
and take action as necessary.
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Table 21: Questions to ask—Compliance measures
Issue Questions

Compliance systems and  Are compliance systems and processes user friendly?

rocesses .
P Is staff feedback about compliance systems and processes sought and used to

improve the systems and processes?

Do systems and processes capture key information about breaches (and incidents
more broadly) in such a way that it can be used effectively by the licensee (e.g. for
strategic reporting purposes (senior management, the board, other internal
reporting), reporting to regulators, detecting emerging systemic issues)?

Are compliance and audit teams able to use data about breaches and incidents to
inform advice they give to senior executive committees?

Monitoring—senior Once operational, are compliance measures monitored to ensure that they are
management oversight functioning as intended?

Is appropriate and strategic data about breaches and incidents regulatory reported
to senior executive committees?

Is the quality of data being captured about breaches and incidents subject to a
regular audit process?

Investigation of breaches is prioritised

483 We consider that financial groups with a sound breach management culture
will prioritise the investigation of breaches. Giving priority to investigating
breaches means that:

(@ the root cause can be identified promptly and corrected; and

(by staff are not given ‘mixed messages’—that is, values and training
stating that compliance issues are important, while actual business
practices show that addressing compliance issues is not always a
priority.

484 The data we collected demonstrated that, in a quarter of breach reports we
received, the reviewed financial groups took almost six months (168 days) to
investigate an incident and lodge a breach report with ASIC (key stage 3).
Further, the major financial groups took an average of 150 days for this key
stage, while other financial groups took an average of 73 days. This data
implies that the major financial groups may not be giving adequate priority
or resourcing to the investigation of breaches.

485 In some cases, we also observed a limited and inconsistent level of oversight
by senior management across the key stages of a significant breach: see
paragraph 270. This is another indicator of the general low priority given to
timely investigations of breaches. It is also likely to send a message to staff
that the financial group does not prioritise timely investigations: see Case
study 9.
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486 We encourage all AFS licensees to consider the questions set out in Table 22
and take action as necessary.

Table 22: Questions to ask—Prioritising investigation of breaches

Issue Question
Values and stated Many AFS licensees make public statements (e.g. on their websites) that they will
priorities prioritising fixing problems—do these statements align with what occurs in the

licensee’s business?

Governance and controls  Once an investigation is underway, is there appropriate oversight by senior
management to ensure that investigation is progressing, is resourced and is
generally being appropriately prioritised by the licensee?

Customer outcomes are monitored and remediation is a priority

487 In this review we considered:

(@ the reviewed financial groups’ stated values regarding customers and
what they say they will do if something goes wrong; and

(b) following a breach being investigated, how quickly the reviewed
financial groups:

(i) communicate with affected customers (see key stage 4 at
paragraphs 304-330); and

(i) make payments to affected customers (see key stage 5 at
paragraphs 331-383).

488 We discuss our observations about the alignment between the stated values
and the outcomes for customers following a breach in this subsection.

489 Values are important because they signal the organisation’s priorities to
customers, staff and the broader community. The major financial groups all
have:

(@ one or more values that focus on customer service or ‘putting customers
first’; and/or

(b) public statements that they will quickly ‘put things right” for customers
when problems occur.
490 Our data found that, once an investigation of a significant breach has been

completed:

(@) the first communication with customers took an average of 189 days
(over six months); and

(b) the first payments to customers took on average 226 days (over seven
months).
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491

492

493

494

The long timeframes for communication with and payment to customers
indicates that customers are not being prioritised, relative to other priorities
within the business. This lack of priority given to putting customers back in
the position they would have been in, is not aligned with the values and
statements made about ‘putting customers interests first” and fixing problems
when they arise.

In our review of documents more broadly, we saw evidence of remediation
being perceived as:

(@) adistraction from core business, and an activity which was undertaken
at the expense of earning revenue. As a result, remediation was not
given the highest priority; and

(b) an activity that distracts management away from opportunities to meet
consumer needs.

The perception that remediation is a ‘distraction” does not align with the
stated values of the reviewed financial groups regarding putting the interests
of customers first, and fixing problems quickly. We were pleased to see an
example of a reviewed financial group ‘calling out’ this perception and
acknowledging that it was a perception that needed to change and would
change going forward: see Case study 23.

We encourage AFS licensees to consider the questions set out in Table 23
and take action as necessary.

Table 23: Prioritising remediation of customers—Questions to ask

Issue

Stated values about
priority of customers and
what the AFS licensee
will do if something goes
wrong

Internal perceptions of
remediation

Governance and controls

Questions

Do the AFS licensee’s stated values about primacy of customers (e.g. ‘we put our
customers first’) and what it says it will do when something goes wrong (e.g. ‘we
will put things right’) align with what occurs following a breach?

Does the AFS licensee perceive remediation following a breach as an integral part
of doing business (i.e. taking responsibility for fixing mistakes) or is it perceived
negatively (e.g. as a ‘distraction’)?

What is the ‘tone’ from senior management about remediation processes? Does
senior management provide appropriate resources to and oversight of remediation
projects?

What steps are taken to ensure that remediation is treated by the business as an
important process for ensuring fair customer outcomes?

What oversight of remediation processes is provided by compliance, audit,
customer advocate and senior executive committees?

What information is shared with compliance, audit, customer advocate and senior
executive committees, and what metrics do they consider in relation to delays in
the remediation process and remediation being narrowly scoped?
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Learning from incidents and breaches

495 Learning from incidents and breaches is an attribute that all AFS licensees
with a sound breach management culture should display. For example, AFM
found that “more is learned from incidents and breaches in organisations
with [a sound] error management culture’—this in turn contributes to ethical
conduct (staff are more likely to report their own errors and errors others
made), a better-quality service to customers and better performance of the
firm.

Note: See AFM, Learning from errors: Towards an error management culture—
Insights based on a study in the capital markets, October 2017, p. 4.

496 Our review showed that licensees may not be maximising the improvement
opportunities that breaches present.

497 We found that ‘lessons learned’ reports about significant breaches were only
documented in 38% of instances. However, in the case studies where the
AFS licensee identified that a ‘lessons learned’ report existed, most
documents reviewed were more accurately described as a summary of key
information about the breach. These documents did not demonstrate a deep
exploration of the root causes of the breach or how similar breaches could be
prevented in the future.

498 We did see aspects of some reviewed financial groups’ breach reporting
process that attempted to identify and share broader lessons about not only
the significant breach, but also the implications for the business and for its
customers. We identified specific workshops, training, and lessons contained
in a final report to key decision makers: see key stage 3 at paragraphs 281—
284.

499 We saw little evidence of sharing ‘lessons learned’ reports across other
business units or other AFS licensees within the reviewed financial group.
Our data indicated that this only occurred in 4.8% of instances. This finding
is concerning, as without a formal and consistent lessons learned process
around breaches, licensees are unlikely to be able to take proactive steps to
see whether the breach or incident has affected or could affect similar
systems, compliance measures, products or services across the licensee or
within the financial group. It also hinders a licensee from adopting any
improvements relevant to other parts of the business.

500 We encourage AFS licensees to consider the questions set out in Table 24
and take action as necessary.
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Table 24: Questions to ask—Learning from breaches
Issue Questions
Learning from breaches How does the AFS licensee ensure that the organisation learns from breaches and
and incidents other incidents, with the goal of reducing future problems?
Do business units seek to learn from breaches and incidents that occur?

Are these learnings shared across the licensee?

Are learnings used strategically (e.g. in the development of new products and
services, reporting back to senior management, senior executive committees or to
the board)?

How does the licensee ensure that learnings are utilised for maximum benefit?
Training Does compliance and risk training for staff use learnings from recent breaches or

incidents as case studies or scenarios to demonstrate conduct risks, behavioural
standards and decision-making consequences?
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F ASIC’s actions

Key points

We will continue to monitor the conduct of AFS licensees, including their
remediation of consumers financially affected by significant breaches, and
the effectiveness of their breach reporting processes. This work will form
part of our close and continuous monitoring of the major financial groups
and AMP, which is scheduled to begin in October 2018.

We will continue to support the law reform proposed by the ASIC
Enforcement Review to enable clearer and more objective compliance with
the breach reporting obligation. In the meantime, despite the subjectivity
and ambiguities in the current legal requirements, ASIC will continue to
take the appropriate regulatory action for non-compliance with the breach
reporting obligation.

We are developing the ability for AFS licensees to lodge breach reports to
ASIC through the ASIC Regulatory Portal.

ASIC’s ongoing work

501

502

503

504

Breach reporting to ASIC is a statutory requirement and a cornerstone of our
regulatory architecture.

Despite the subjectivity and ambiguities in the current legal requirements,
we will take regulatory action for non-compliance with the breach reporting
obligation such as:

(@) failure to report significant breaches to ASIC;

(b) late lodgement of a breach report (i.e. later than 10 business days of
awareness);

(c) lying to ASIC about the nature of a breach; and

(dy failure to have adequate compliance measures to meet obligations.

Monitoring and surveillance

As part of our ongoing business as usual and surveillance programs, we will
continue to monitor the effectiveness of breach reporting processes. We may
consider a follow-up review, or broader reporting of benchmarks of AFS
licensees’ future performance.

We will also continue to monitor, and where necessary intervene in, the
remediation to consumers that is required as a result of significant breaches.
If AFS licensees are not able to remediate all customers, we expect that
licensees will have in place processes to ensure that they do not profit from
their significant breaches.
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505 Senior ASIC staff will commence an on-site monitoring role at the major
financial groups and AMP from October 2018. ASIC will have dedicated
supervisory staff on-site for extended periods within these institutions to
monitor their governance and compliance with laws, including a focus on the
management of significant breach reports and their rectification programs.

506 The new ASIC Regulatory Portal will help ASIC undertake more complex
data analysis that may either indicate or identify systemic issues in AFS
licensees’ breach reporting processes. For more information on the portal,
see paragraphs 512-514.

Updating guidance

507 We will also update the relevant regulatory guides, in particular RG 78. The
updated guidance, where appropriate, will incorporate the findings in this
report and set out the prescribed format AFS licensees will need to use to
submit a breach report to ASIC via the portal.

Law reform

508 Regarding timeliness and consistency in breach reporting, we note that the
ASIC Enforcement Review taskforce report attempts to strike a balance
between allowing a reasonable amount time for an AFS licensee to conduct
an investigation and achieving a more timely report to ASIC. The report
recommends at p. 9 that:

... there should be an objective element to the trigger for reporting and that
reporting requirements should extend to circumstances where a breach is
being investigated by the licensee but the investigation has not concluded
within the prescribed time limit. In addition, the time frame should be
extended so that licensees, in the first instance, have 30 days for conducting
investigations and the initial assessment whether a matter is reportable.

This should be achieved by providing that when a licensee becomes aware
of conduct or has information that reasonably suggests that a breach has
occurred, may have occurred or may occur in the foreseeable future, the
licensee must as soon as practicable—but in any event within 30 calendar
days—Ilodge a report with ASIC...

509 Thus, the ASIC Enforcement Review Taskforce recommends that the 30-day
reporting period should commence when the AFS licensee becomes aware of
or has reason to suspect that a breach has occurred, may have occurred or
may occur—rather than when the licensee determines that the relevant
breach has occurred and is significant.

510 Currently, the average time to report to ASIC from the start of an
investigation is 128 days among the reviewed financial groups. Only around
a quarter of the significant breaches would have been reported to ASIC
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within the proposed 30-day reporting period. This recommendation will
reduce delays in reporting to ASIC.

511 The move to a more objective standard for significance will also reduce the
complexity of assessing whether a breach is significant, including by
allowing for more detailed guidance from the courts and ASIC. This will
make breach reporting more consistent across AFS licensees.

ASIC Regulatory Portal

512 We are developing the capacity to allow AFS licensees to submit breach
reports, and updates, through the new online ASIC Regulatory Portal as part
of our overall efforts to improve licensees’ regulatory interactions with
ASIC.

513 Breach reports will be able to be submitted through the portal in 2019.
Before this feature becomes available, the portal webpage will be updated to
give AFS licensees the necessary information to use this function.

514 The portal’s capacity may be further developed in the future to address any
law reform, if implemented, to allow submitting suspicious breaches to
ASIC and extending the breach reporting obligation to credit licensees.
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Appendix 1: Overview of breach reporting review

data

Breach reporting review data

515

516

517

518

519

520

521

522

We collected data on 715 significant breaches that the reviewed financial
groups reported to ASIC between 2014 and 2017.

In some instances, the same breach affected multiple AFS licensees within
the reviewed financial group. This corresponds to a total of 512 unique
breaches. When the same unique breach affected more than one AFS
licensee within the reviewed financial group, ASIC would usually receive
one document outlining the same breach for each AFS licensee.

ASIC has also received one document where different breaches may have
been ‘bundled’ into a single breach report by one or more AFS licensees. In
many of the reports received by ASIC, expected information was not
included in the breach report.

For these reasons, we sought data per significant breach, per AFS licensee,
and our findings reflect this methodology.

For each significant breach, we collected quantitative data, including the key
dates of the reviewed financial groups’ end-to-end breach management
process. This allowed for a timeline that captures the lifecycle of each
significant breach.

The lifecycle begins when the incident first occurs, continues when the AFS
licensee identifies an incident, records that incident in their system, conducts
an investigation, assesses whether it is a significant breach, reports to ASIC,
and finishes with any breach rectification, including consumer remediation.

In addition, we collected qualitative data from the reviewed financial groups
on the incident management processes used to identify incidents that may
prove to be:

(@ asignificant breach;

(b) abreach, but assessed as not a significant breach; and

() not a breach.

Further, as part of the qualitative data collection from the reviewed financial

groups, we reviewed policies, procedures, and registers for breach reporting
practices: see paragraphs 74-82.
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523

524

525

526

527

528

529

530

531

Across the reviewed financial groups, classification of incidents was
inconsistent. The process to arrive at some level of categorisation also varied
across the reviewed financial group.

Variance in classification and process meant that no comparable data was
obtained on the breadth of incidents that the reviewed financial groups
investigated.

Most of the reviewed financial groups assessed incidents in two stages. First,
they determined if a breach had occurred; if they determined that a breach
had occurred, they then conducted a second assessment of whether the
breach was significant.

Some of the reviewed financial groups, however, assessed all incidents
directly against the significance test. If they determined the incident was not
significant, did not appear to conduct a secondary assessment as to whether
any breach had occurred.

We also reviewed the content of select voluntary reports or good governance
reports that some of the AFS licensees in the reviewed financial groups
made to ASIC. These voluntary reports are about breaches or potential
breaches that are assessed as being not significant but are nevertheless
reported. We have referenced these voluntary reports to highlight the
subjective nature of significance.

Use and application of statistical information

In this report we have used two statistical measures of central tendency for
timelines and financial losses: medians and averages. A median is the value
that is in the middle of a range of values, whereas the average is achieved by
adding all the values in the range and then dividing by the number of values
in the range.

Although they do not provide a full picture of the data analysed, they give
indications of data distribution. Averages are affected by outliers in a more
substantial way than medians. Given the data we collected, we could observe
in many instances that the average tended to be considerably larger than the
median. This indicates a distribution of data skewed to the right (large
positive outliers, which pushes the average up).

In addition, we have also calculated the standard deviation, which is a
measure of spread. Large values show that the distribution in some instances
is highly spread out.

It is important to take into consideration those measures to get a better
understanding of the data, as an average might be showing a result that is not
confirmed by the median. For example, when we talk about the time elapsed
between the identification of a significant breach and the start of the
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investigation, the calculated average showed a value of 28 days. That means
that an investigation started an average of 28 days after the breach was identified.

532 The standard deviation is 129 days, which shows that the distribution has
outliers. It means that in some instances the investigation started much later
or earlier than 28 days after the breach was identified. Contrastingly, the
median showed a value of 0 days. That indicates that at least 50% of
significant breaches had their investigation started immediately after or even
before the breach was identified.

533 An investigation may be used to determine whether a breach is significant or
not or to determine other aspects of a significant breach (e.g. the root cause,
consequences, number of consumers affected, need for remediation and/or
rectification). Therefore, investigations starting before the identification of a
breach could mean that they were used to determine the significance of the
breach.

534 While reading this report, be mindful of the limitations of the measures used
to reflect the behaviour and/or pattern of the reviewed financial groups.

Financial services and products

535 Significant breaches can occur in relation to any of the financial services or
financial products that form part of an AFS licensee’s business offering.

536 We examined the financial services and products affected by the reviewed
financial groups’ significant breaches. One breach could affect multiple
financial services and products.

537 Table 25 sets out the top financial services and products subject to
significant breaches, as advised by AFS licensees.

Table 25: Top financial services and products affected

Financial services and products Number of breaches  Percentage of total breaches
Superannuation 284 40%
Personal advice 191 27%
Managed investment schemes 116 16%
Life insurance 98 14%
General advice 53 7%
General insurance 43 6%

Note: Each line item in the above table is based on a specific subset of the 715 significant breaches that had applicable data.
Licensee groups were able to select more than one option, if applicable.
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Types of significant breaches
538 We required the reviewed financial groups to categorise the significant

breaches they reported to ASIC. The main broad categories included:
(@) breaches of various conditions of an AFS licensee;
(b) deficient disclosure;
(¢) incorrect fees and charges;
(d)y misconduct, including staff misconduct;
(e) conflicts of interest; and
(H non-compliance with managed investment scheme obligations.

539 The categories were not mutually exclusive and AFS licensees could select
more than one category if appropriate.

540 Table 26 sets out the top categories the significant breaches relate to, as
advised by AFS licensees. We found that the top three categories that AFS
licensees selected related to their failure to comply with the financial
services laws, deficiencies in disclosure and breaches involving licensees’
fees and charges.

Table 26: Top categories of significant breaches
Categories of significant breaches Number of breaches Percentage of total breaches

Breach of licence conditions—Failure of licensee to 465 65%
comply with financial services laws

Deficient disclosure 265 37%

Note: Includes deficiencies in Statements of Advice
(SOAs), Product Disclosure Statements (PDSs),
Financial Services Guides (FSGs), periodic
statements, fee disclosure documents and marketing

materials.
Incorrect fees and charges 174 24%
Breach of licence conditions—Inadequate 152 21%

compliance systems

Breach of licence conditions—Failure of licensee’s 97 14%
representatives to comply with financial services
laws

Note: Each line item in the above table is based on a specific subset of the 715 significant breaches that had applicable data.
Licensees were able to select more than option, if applicable.
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Root causes

541 We also required the reviewed financial groups to identify what they
believed to be the root cause(s) of the significant breaches reported to ASIC.
One breach could have multiple root causes. The root causes identified
included but were not limited to:

(@) process deficiencies;

(b) system deficiencies;

(¢) lack of training;

(dy staff not adhering to policy and/or process;
(e) negligence and/or error; and

(f fraud and/or misconduct.

542 The options presented were not mutually exclusive and AFS licensees could
select more than one root cause if appropriate.

543 Since a failure to report a significant breach may itself be a significant
breach, we also asked AFS licensees to identify if they had failed to comply
with s912D(1)(b) or with other statutory reporting requirements.

544 Table 27 sets out the root causes of significant breaches, as advised by AFS
licensees.

Table 27: Root causes of significant breaches

Root causes Number of breaches  Percentage of total breaches
Process deficiency 466 65%
Systems deficiency 257 36%
Staff—Non-adherence to policy and/or process 151 21%
Staff—Lack of training 97 14%
Staff—Negligence and/or error 87 12%
Staff—Fraud and/or misconduct 30 4%
Staff—Unaware that error amounted to breach 37 5%
Staff—Failure to comply with s912D or other 26 4%

statutory reporting requirements to ASIC

© Australian Securities and Investments Commission September 2018 Page 113



REPORT 594: Review of selected financial services groups’ compliance with the breach reporting obligation

Root causes Number of breaches Percentage of total breaches

Other 98 14%

Note: Includes disclosure issues, fraud and/or
misconduct by authorised representatives, product
deficiency, adviser conduct issues, change in
legislation. It also includes some instances where
licensees have erroneously selected this option
instead of a more appropriate available option, like
process deficiency or system deficiency.

Note: Each line item in the above table is based on a specific subset of the 715 significant breaches that had applicable data.
Licensee groups were able to select more than option, if applicable.

545 The reviewed financial groups’ responses indicated that, at an industry level,
process deficiencies and system deficiencies were the top two root causes.
The third highest root cause was staff not adhering to the AFS licensee’s
policies or processes, followed by a lack of staff training.

Types of consequence management

546 Table 28 sets out the types of consequence management AFS licensees used
to respond to significant breaches.

Table 28: Types of consequence management

Type of consequence management Number of breaches Percentage of total breaches
Reduction in bonus 47 7%
Adverse performance rating 44 6%
Additional mandated training 26 4%
Exclusion from bonus 20 3%
Official warning 19 3%
Termination 22 3%
Additional mentoring and/or closer supervision 15 2%
Other 105 15%

Note: Licensee groups were able to select more than option, if applicable.

Channels of identification

547 We sought information from the reviewed financial groups on the channels
through which they identified significant breaches.

Note: The review considered external auditors as a channel of identification.
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548 Table 29 sets out the channels of identification for significant breaches, as
advised by AFS licensees.

Table 29: Channels of identification for significant breaches

Channel Number of breaches Percentage of total breaches

The relevant business unit's staff 331 46%

Internal audit and/or compliance departments 164 23%

Consumer complaints 67 9%

Engagement with ASIC 15 2%

Other 183 26%
549 It appears that many significant breaches were identified when the AFS

licensee reviewed or updated its processes, systems, or disclosure
documents. This underscores the importance of AFS licensees regularly
reviewing their internal procedures and documents to ensure that they
continue to meet regulatory requirements: see RG 104.28-RG 104.29.

550 In a few instances, the significant breaches were identified while following
up on a client or financial adviser’s query, rather than a complaint. This
highlights the need to have open lines of communication and the value in
promptly investigating apparent anomalies.

Case studies

551 After analysis of the data, in conjunction with the information on ASIC’s
systems, we selected cases studies based on poorer performance against one
or more our measurements of the stages of breach reporting processes.

552 Additionally, we looked for evidence of how the reviewed financial groups
could demonstrate technical elements of a sound breach reporting culture.
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Appendix 2: Accessible versions of figures

This appendix is for people with visual or other impairments. It provides the
underlying information for the figures presented in this report.

Table 30: Average timeline of the reporting stages of a significant

breach
Reporting stage Number of days
Incident to identification 1,517
Identification to investigation 28
Investigation to breach report 128

Note: This table shows the data contained in Figure 1.

Table 31: Average time taken for key stage 1, by reviewed financial

groups
Groups Mean number of days = Median number of days

Reviewed financial groups 1,517 925
Major financial groups 1,726 1,148
Other financial groups 995 600
ANZ 1,517 1,088
CBA 1,526 820
NAB 1,849 1,228
Westpac 1,613 1,080
AMP 908 750
Macquarie 934 214
Suncorp 903 370

Note: This table shows the data contained in Figure 2.

Table 32: Average number of days for key stage 3, by reviewed
financial groups

Groups Mean number of days  Median number of days

Reviewed financial groups 128 69
Major financial groups 150 95
Other financial groups 73 34
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Groups Mean number of days  Median number of days

ANZ 213 132
CBA 104 35
NAB 139 93
Westpac 165 126
AMP 69 34
Macquarie 40 20
Suncorp 111 81

Note: This tables shows the data contained in Figure 3.

Table 33: Frequency of significance test factors in determining

whether a breach is significant

Significance test factors

Number of breaches

Inadequate arrangements to ensure compliance 444
Actual or potential loss 347
Other 253
Number of frequency of breaches 250
Inability to provide financial services 19
Note: This table shows the data contained in Figure 4.
Table 34: Average time taken for each rectification stage of a
significant breach
Rectification stage Number of days
Key stage 4: Communication with consumers 189
Key stage 5: Payment to consumers 226
Key stage 6: Process change 42
Key stage 6: System change 68
Key stage 7: Accountability (staff) 22
Key stage 7: Accountability (management) 66

Note: This table shows the data contained in Figure 5.
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Table 35: Average number of days for key stage 4, by reviewed
financial groups

Groups Mean number of days  Median number of days

Reviewed financial groups 189 143
Major financial groups 218 175
Other financial groups 29 19
ANZ 129 67
CBA 299 177
NAB 255 222
Westpac 21 31
AMP 43 38
Macquarie -20 -4

Note: This table shows the data contained in Figure 6.

Table 36: Average number of days for key stage 5, by reviewed
financial groups

Groups Mean number of days  Median number of days

Reviewed financial groups 226 201
Major financial groups 251 217
Other financial groups 84 111
ANZ 198 140
CBA 352 316
NAB 265 234
Westpac 69 112
AMP 107 196

Note: This table shows the data contained in Figure 7.

Table 37: Average number of days between first and last payment to
consumers affected, by reviewed financial groups

Groups Mean number of days  Median number of days
Reviewed financial groups 119 41
Major financial groups 125 40
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Groups Mean number of days  Median number of days

Other financial groups 87 56
ANZ 131 82
CBA 284 134
NAB 74 14
Westpac 286 248
AMP 114 63

Note: This table shows the data contained in Figure 8.

Table 38: Average number of days between the first instance of a
significant breach and the first payment to financially
affected consumers, by reviewed financial groups

Groups Mean number of days  Median number of days

Reviewed financial groups 2,145 1,525
Major financial groups 2,179 1,676
Other financial groups 1,977 1,398
ANZ 2,098 1,481
CBA 2,176 2,590
NAB 2,191 1,593
Westpac 2,232 2,270
AMP 2,011 1,318

Note: This table shows the data contained in Figure 9.

Table 39: Total financial loss and remediation, by the reviewed
financial groups

Groups Financial loss Financial remediation

Reviewed financial groups $497.2 million $437.0 million
Major financial groups $457.3 million $400.2 million
Other financial groups $40.0 million $36.9 million

Note: This table shows the data contained in Figure 10.
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Table 40: Average number of days for key stage 6 (process change),

by the reviewed financial groups

Groups Mean number of days  Median number of days

Reviewed financial groups 42 25
Major financial group 49 26
Other financial groups 19 0
ANZ -53 -19
CBA 43 26
NAB 61 28
Westpac 73 77
AMP 63 82
Macquarie -45 -9

Note: This table shows the data contained in Figure 11.

Table 41: Average number of days for key stage 6 (system change), by

the reviewed financial groups

Groups Mean number of days  Median number of days
Reviewed financial groups 68 33
Major financial groups 78 55
Other financial groups 30 -10
ANZ 27 46
CBA 134 59
NAB 71 59
Westpac 137 129
AMP -17 -10
Note: This table shows the data contained in Figure 12.
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Key terms

Term
AFM

AFS licence

AFS licensee

ANZ
AMP
APRA
ASIC

ASIC Enforcement
Review

ASIC Regulatory
Portal

Australian ADI

breach rectification
process

breach report

breach reporting
obligation

breach reporting
process

CBA

Meaning in this document
Dutch Authority for the Financial Markets

An Australian financial services licence under s913B of the
Corporations Act that authorises a person who carried on a
financial services business to provide financial services

Note: This is a definition contained in s761A.

A person who holds an AFS licence under s913B of the
Corporations Act

Australia and New Zealand Banking Group Limited
AMP Limited

Australian Prudential Regulation Authority
Australian Securities and Investments Commission

Treasury’s review of ASIC’s enforcement regime, which ran
from 2016 to 2017

The internet channel that allows authenticated regulated
entities to interact securely with ASIC, which can be
accessed at the portal landing page

An Australian authorised deposit-taking institution—has the
meaning given in s9 of the Corporations Act

The process of rectifying a significant breach, which may
involve some or all of the following key stages:

* key stage 4—Communication with consumers;

* key stage 5—Payments to consumers;

* key stage 6—Process and/or system change; and
* key stage 7—Accountability

Written report on significant breach that an AFS licensee
lodges with ASIC under s912D(1B) of the Corporations Act

The obligation contained in s912D of the Corporations Act

The process of reporting a significant breach, which
involves the following key stages:

» key stage 1—lIdentification of incident;
» key stage 2—Ildentification to investigation; and
» key stage 3—Investigation to breach report.

Commonwealth Bank of Australia
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Term

compliance
measures

consumer

Corporations Act

credit licence

credit licensee

financial groups

financial service

financial services

laws

incident

key decision maker

key decision-
making group

licensee obligations

licensing provisions

major financial
groups

Macquarie

NAB

Meaning in this document

Processes, procedures or arrangements that an AFS

licensee has in place to ensure, as far as reasonably

practicable, compliance with their licensee obligations
including the general obligations

A potential customer, a current customer or an ex-customer
of the reviewed financial groups

Corporations Act 2001, including regulations made for the
purposes of that Act

An Australian credit licence under s35 of the National
Credit Act that authorises a licensee to engage in particular
credit activities

A person who holds an Australian credit licence under s35
of the National Credit Act

The financial services groups included in this report with an
Australian ADI as one of its AFS licensees

Has the meaning given in Div 4 of Pt 7.1 of the
Corporations Act

Has the meaning given in s761A of the Corporations Act

A potential significant breach

A person within an AFS licensee who considers and
determines whether a breach is significant for the purpose
of the breach reporting obligation

A group of people within an AFS licensee who determine
whether a breach is significant for the purpose of the breach
reporting obligation

The obligations of an AFS licensee as set out in s912A and
912B of the Corporations Act and the requirement to be of
good fame and character as included in s913B of the
Corporations Act

The Australian financial services licensing regime under
Pts 7.6—7.8 of the Corporations Act, including regulations
made for the purposes of those parts

The four large Australian ADIs selected for the breach
reporting review

Macquarie Group Limited

National Australia Bank Group of Companies comprising
National Australia Bank Limited and its controlled entities
(including NAB'’s Banking and Wealth Licensees)
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Term
other financial
groups

PJC

REP 528 (for
example)

representative

reviewed financial
groups

RG 78 (for
example)

Royal Commission
s912D (for
example)

significant breach

significance test

Suncorp
system

Westpac

Meaning in this document

The eight medium-to-small Australian ADlIs (including one
credit union and two mutual banks) selected for the breach
reporting review

Parliamentary Joint Committee on Corporations and
Financial Services

An ASIC report (in this example numbered 528)

Means:
* an authorised representative of the AFS licensee;
* an employee or director of the licensee;

* an employee or director of a related body corporate of
the licensee; or
* any other person acting on behalf of the licensee
Note: This is a definition contained in s910A of the
Corporations Act.

The 12 Australian ADIs selected for the breach reporting
review

An ASIC regulatory guide (in this example numbered 78)

Royal Commission into misconduct in the banking,
superannuation and financial services industry

A section of the Corporations Act (in this example
numbered 912D), unless otherwise specified

A breach or likely breach that an AFS licensee has
determined to be significant under s912D(1)(b) of the
Corporations Act

The factors in s912D(1)(b)(i)—(iv) of the Corporations Act
that an AFS licensee may use to determine whether a
breach or likely breach is significant

Suncorp Group
Information technology system

Westpac Banking Corporation
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Related information

Headnotes

AFS licensee, financial groups, breach, breach management culture, breach
reporting, compensation, financial services, investigation, licensee
obligations, likely breach, rectification, remediation, significant breach

Regulatory guides

RG 3 AFS Licensing Kit: Part 3—Preparing your additional proofs

RG 78 Breach reporting by AFS licensees

RG 104 Licensing: Meeting the general obligations

RG 105 Licensing: Organisational competence

RG 165 Licensing: Internal and external dispute resolution

RG 166 Licensing: Financial requirements

RG 175 Licensing: Financial product advisers—Conduct and disclosure
RG 181 Licensing: Managing conflicts of interest

RG 256 Client review and remediation conducted by licensees

RG 259 Risk management systems of responsible entities

Legislation

Corporations Act, s601FC(1)(I), 912A, 912A(1), 912B, 912D, 912D(1)(b),
912D(1A), 912D(1B), 1311(1)

Reports

REP 515 Financial advice: Review of how large institutions oversee their
advisers

REP 528 Responsible entities’ compliance with obligations: Findings from
2016 proactive surveillance program

REP 531 Review of compliance with asset holding requirements in funds
management and custodial services

Media and other releases

IR 06/14 Industry embraces early notification of breaches

13-240MR ASIC accepts enforceable undertaking from Wealthsure Pty Ltd,
Wealthsure Financial Services Pty Ltd and their former CEO
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https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-3-afs-licensing-kit-part-3-preparing-your-additional-proofs/
https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-78-breach-reporting-by-afs-licensees/
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https://asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-259-risk-management-systems-of-responsible-entities/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-515-financial-advice-review-of-how-large-institutions-oversee-their-advisers/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-528-responsible-entities-compliance-with-obligations-findings-from-2016-proactive-surveillance-program/
https://asic.gov.au/regulatory-resources/find-a-document/reports/rep-531-review-of-compliance-with-asset-holding-requirements-in-funds-management-and-custodial-services/
https://asic.gov.au/about-asic/media-centre/find-a-media-release/2006-releases/ir-06-14-industry-embraces-early-notification-of-breaches/
https://asic.gov.au/about-asic/media-centre/find-a-media-release/2013-releases/13-240mr-asic-accepts-enforceable-undertaking-from-wealthsure-pty-ltd-wealthsure-financial-services-pty-ltd-and-their-former-ceo/
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14-233MR ASIC urges prompt breach reporting by AFS licensees

16-045MR ASIC suspends AFS licence for failing to lodge financial
statements

ASIC forms

Form FS80 Notification by an AFS licensee of a significant breach of a
licensee’s obligations

Other ASIC documents

ASIC Annual Report 2006-07

Improving business through compliance: A regulator’s perspective, speech
by ASIC Commissioner, Cathie Armour, 4 May 2016

Why breach reporting is important, speech by Deputy Chair, Peter Kell,
16 September 2014

Witness statement of Peter Kell, Exhibit 2.1, prepared for the Royal
Commission, 16 April 2018

Opening statement, statement by then ASIC Chairman, Greg Medcraft, PJC,
11 August 2017

Other documents

AFM, Learning from errors: Towards an error management culture—
Insights based on a study in the capital markets, October 2017

APRA, Prudential inquiry into the Commonwealth Bank of Australia—Final
report, May 2018

ASIC Enforcement Review, ASIC Enforcement Review taskforce report,
December 2017

ASIC Enforcement Review, Position and Consultation Paper 1: Self-reporting
of contraventions by financial services and credit licensees, April 2017

De Nederlandsche Bank, Supervision of behaviour and culture: Foundations,
practice and future developments (PDF 3.5 MB), September 2015

M Power, S Ashby & T Palermo, Risk culture in financial organisations:
A research report, Centre for Analysis and Risk Regulation, 2013

Treasury, Australian Government response to the ASIC Enforcement Review
taskforce report, April 2018

Treasury, Budget 2016-17: Budget measures—Budget paper no. 2, May 2016
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https://asic.gov.au/about-asic/media-centre/find-a-media-release/2014-releases/14-233mr-asic-urges-prompt-breach-reporting-by-afs-licensees/
https://asic.gov.au/about-asic/media-centre/find-a-media-release/2016-releases/16-045mr-asic-suspends-afs-licence-for-failing-to-lodge-financial-statements/
https://asic.gov.au/regulatory-resources/forms/forms-folder/fs80-notification-by-an-afs-licensee-of-a-significant-breach-of-a-licensee-s-obligations/
https://asic.gov.au/about-asic/corporate-publications/asic-annual-reports/#07
https://asic.gov.au/about-asic/media-centre/speeches/improving-business-through-compliance-a-regulator-s-perspective/
https://asic.gov.au/about-asic/media-centre/speeches/why-breach-reporting-is-important/
https://financialservices.royalcommission.gov.au/public-hearings/Pages/hearings/2018/Public-hearing-16-April-2018.aspx
https://asic.gov.au/about-asic/media-centre/speeches/parliamentary-joint-committee-corporations-and-financial-services-asic-chairman-opening-statement-august/
https://www.afm.nl/en/nieuws/2017/okt/onderzoek-open-foutencultuur
https://www.afm.nl/en/nieuws/2017/okt/onderzoek-open-foutencultuur
https://www.apra.gov.au/media-centre/media-releases/apra-releases-cba-prudential-inquiry-final-report-accepts-eu
https://www.apra.gov.au/media-centre/media-releases/apra-releases-cba-prudential-inquiry-final-report-accepts-eu
https://treasury.gov.au/review/asic-enforcement-review/r2018-282438/
https://treasury.gov.au/consultation/self-reporting-of-contraventions-by-financial-services-and-credit-licensees/
https://treasury.gov.au/consultation/self-reporting-of-contraventions-by-financial-services-and-credit-licensees/
https://www.dnb.nl/binaries/Supervision%20of%20Behaviour%20and%20Culture_tcm46-334417.pdf
https://www.dnb.nl/binaries/Supervision%20of%20Behaviour%20and%20Culture_tcm46-334417.pdf
http://eprints.lse.ac.uk/67978/
http://eprints.lse.ac.uk/67978/
https://treasury.gov.au/publication/p2018-282438/
https://treasury.gov.au/publication/p2018-282438/
https://www.budget.gov.au/2016-17/content/bp2/html/bp2_expense-22.htm
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