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1. 9ȄŜŎǳǘƛǾŜ ǎǳƳƳŀǊȅ  

On 26 June 2015, Directive (EU) 2015/849 on the prevention of the use of the financial system for 

the purposes of money laundering or terrorist financing (ML/TF) entered into force. It recognised 

that the risk of ML/TF can vary and that Member States, competent authorities and obliged 

entities have to take steps to identify and assess that risk with a view to deciding how best to 

manage it. It also required the European Supervisory Authorities (ESAs) to issue guidelines on key 

aspects of the risk-based approach. In June 2017, the three ESAs issued Guidelines on risk factors 

and simplified and enhanced customer due diligence (JC 2017 37). These guidelines set out factors 

firms should consider when assessing the ML/TF risk associated with a business relationship or 

occasional transaction. They also set out how firms can adjust the extent of their customer due 

diligence measures in a way that is commensurate to the ML/TF risks they have identified. 

Since then, the applicable legislative framework in the EU has changed, and new risks have 

emerged. On 9 July 2018, Directive (EU) 2018/843 entered into force. This directive amended 

Directive (EU) 2015/849 and introduced a number of changes that warranted a review of the Risk 

Factors Guidelines to ensure their ongoing accuracy and relevance; this was the case in particular 

in relation to the provisions on enhanced customer due diligence related to high-risk third 

countries.  

CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ 9{!ǎΩ нлмф Wƻƛƴǘ hǇƛƴƛƻƴs ƻƴ ǘƘŜ a[κ¢C Ǌƛǎƪ ŀŦŦŜŎǘƛƴƎ ǘƘŜ 9¦Ωǎ ŦƛƴŀƴŎƛŀƭ ǎŜŎǘƻǊ 

highlighted ongoing concerns, by competent authorities ŀŎǊƻǎǎ ǘƘŜ 9¦Σ ŀōƻǳǘ ŦƛǊƳǎΩ ƛŘŜƴǘƛfication 

and assessment of both business-wide risk and the risk associated with individual business 

relationships, and the application of CDD measures.  

¢ƻ ǎǳǇǇƻǊǘ ŦƛǊƳǎΩ !a[κ/C¢ ŎƻƳǇƭƛŀƴŎŜ ŜŦŦƻǊǘǎ ŀƴŘ ŜƴƘŀƴŎŜ ǘƘŜ ŀōƛƭƛǘȅ ƻŦ ǘƘŜ 9¦Ωǎ ŦƛƴŀƴŎƛŀƭ ǎŜŎǘƻǊ 

effectively to deter and detect ML/TF, these guidelines have been updated regarding: 

Á business-wide and individual ML/TF risk assessments; 

Á customer due diligence measures including on the beneficial owner;  

Á terrorist financing risk factors; and  

Á new guidance on emerging risks, such as the use of innovative solutions for CDD purposes.  

As was the case previously, these Guidelines are divided into two parts: 

Title I is generic and applies to all firms. It is designed to equip firms with the tools they need to 

make informed, risk-based decisions when identifying, assessing and managing ML/TF risk 

associated with individual business relationships or occasional transactions.  
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Title II is sector-specific and complements the generic guidelines in Title I. It sets out risk factors 

that are of particular importance in certain of those sectors and provides guidance on the risk-

sensitive application of Customer Due Diligence measures by firms in those sectors. So as to foster 

greater convergence of supervisory expectations of the measures firms should take to tackle 

emerging risks, additional sectoral guidelines have been added to the original Risk Factors 

Guidelines on crowdfunding platforms, providers of currency exchange services, corporate finance, 

and payment initiation services providers (PISPs) and account information service providers (AISPs). 

Therefore, in total Title II now contains thirteen sectoral guidelines about very different key 

financial sectors such as for instance correspondents banking, retail banking, electronic money, 

money remittance, life insurance and investments firms. 

Together, Title I and Title II promote the development of a common understanding, by firms and 

competent authorities across the EU, of what the risk-based approach to AML/CFT entails and how 

ƛǘ ǎƘƻǳƭŘ ōŜ ŀǇǇƭƛŜŘΦ LƳǇƻǊǘŀƴǘƭȅΣ ƴŜƛǘƘŜǊ ǘƘŜǎŜ ƎǳƛŘŜƭƛƴŜǎ ƴƻǊ ǘƘŜ 5ƛǊŜŎǘƛǾŜΩǎ Ǌƛǎƪ-based approach 

require the wholesale exiting of entire categories of customers irrespective of the ML/TF risk 

associated with individual business relationships or occasional transactions.  

Since 1 January 2020, following changes to Regulation (EU) No 1093/2010 by Regulation (EU) 

2019/2175, the EBA has been solely responsible for leading, coordinating and monitoring AML/CFT 

efforts across the entire EU financial sector. In 2019, the European legislature consolidated the 

AML/CFT mandates of all three ESAs within the EBA. According to Articles 17 and 18(4) of Directive 

(EU) 2015/849 as amended by Directive (EU) 2019/2177, the EBA is mandated to issue the ML/TF 

Risk Factors Guidelines and it was the EBA only that publicly consulted on a version of these 

guidelines between 5 February 2020 and 6 July 2020. The EBA held a public hearing on 15 May 

2020. The Consultation Pape (JC 2019 87) attracted 58 responses from a wide range of stakeholders 

across sectors covered by these Guidelines. The EBA published the responses on its website on 

4 August 2020. The EBA has reviewed and assessed the responses it received and brought changes 

to the guidelines where appropriate and necessary. 

This report also explains where the EBA: 

¶ agreed with some of the proposals made by respondents and made changes to the draft 

Guidelines as a result, e.g. with regard to Account Information Service Providers and 

Payment Initiation Service Providers in Guideline 18; 

¶ saw the need to provide additional clarity on the interpretation of new or amended 

Guidelines, in some of the cases where respondent requested this; and 

¶ considered it relevant for respondents to become aware of other work that the EBA is 

pursuing (e.g. on financial inclusion and the Action plan on dividend arbitrage trading 

schemes (ΨCum-Ex/Cum-CumΩ)) that may be more relevant to them in the context of their 

questions. 
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Next steps 

The guidelines will be translated into the official EU languages and published on the EBA website. 

The deadline for competent authorities to report whether they comply with the guidelines will be 

two months after the publication of the translations. 

The guidelines will apply three months after publication in all EU official languages.  

Upon the date of application, the original guidelines (JC/2017/37) will be repealed and replaced 

with the revised guidelines. 
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2. !ōōǊŜǾƛŀǘƛƻƴǎ 

AISP  Account Initiation Service Provider 

AML  Anti-money laundering 

BCs  Bills for collection 

CDD  Customer due diligence 

CFT  Countering the financing of terrorism 

CSP  crowdfunding service provider 

EBA  European Banking Authority 

EDD  Enhanced customer due diligence 

ESAs  European Supervisory Authorities 

FATF  Financial Action Task Force 

FIU  Financial Intelligence Unit 

FRSBs  FATF-style Regional Bodies 

FSAP  Financial Sector Assessment Programme 

GDPR  General Data Protection Regulation 

ICC  International Chamber of Commerce 

IMF  International Monetary Fund 

LCs  Letter of Credits 

NRA  National Risk Assessment 

OECD  Organisation for Economic Co-operation and Development 

PEP  Politically Exposed Person 

PISP  Payment Initiation Service Provider 

RMA  Risk Management Application 

SDD  Simplified customer due diligence 

SNRA  Supra National Risk Assessment 

SSPE  Securitisation Special Purpose Entity  
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3. .ŀŎƪƎǊƻǳƴŘ ŀƴŘ ǊŀǘƛƻƴŀƭŜ 

3.1 Background 

1. On 26 June 2015, Directive (EU) 2015/849 on the prevention of the use of the financial system 

for the purposes of money laundering or terrorist financing entered into force. In line with the 

C!¢CΩǎ ǎǘŀƴŘŀǊŘs, Directive (EU) 2015/849 put the risk-based approach at the centre of 

9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ !a[κ/C¢ ǊŜƎƛƳŜΦ Lǘ ǊŜŎƻƎƴƛǎŜŘ ǘƘŀǘ ǘƘŜ Ǌƛǎƪ ƻŦ a[κ¢C Ŏŀƴ ǾŀǊȅ ŀƴŘ ǘƘŀǘ 

Member States, competent authorities and obliged entities have to take steps to identify and 

assess that risk with a view to deciding how best to manage it. 

2. Article 17 and 18(4) of Directive (EU) 2015/849 required the European Supervisory Authorities 

to issue guidelines to support firms with this task and to assist competent authorities when 

assessinƎ ǘƘŜ ŀŘŜǉǳŀŎȅ ƻŦ ŦƛǊƳǎΩ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǎƛƳǇƭƛŦƛŜŘ ŀƴŘ ŜƴƘŀƴŎŜŘ ŎǳǎǘƻƳŜǊ ŘǳŜ 

diligence measures1. The aim was to promote the development of a common understanding, 

by firms and competent authorities across the EU, of what the risk-based approach to AML/CFT 

entails and how it should be applied. 

3. In June 2017, the three ESAs issued Guidelines on risk factors and simplified and enhanced 

customer due diligence (JC/2017/37). These guidelines set out factors firms should consider 

when assessing the money laundering and terrorist financing risk associated with a business 

relationship or occasional transaction. They also set out how firms can adjust the extent of 

their customer due diligence measures in a way that is commensurate to the money laundering 

and terrorist financing risk they have identified. 

4. Since the publication of the original Guidelines, Directive (EU) 2018/843 (AMLD5) entered into 

force on 9 July 2018. AMLD5 introduced a number of changes that warranted a review of the 

guidelines to ensure their ongoing accuracy and relevance. This was the case in particular in 

relation to the provisions on enhanced customer due diligence related to high-risk third 

countries.  

5. CǳǊǘƘŜǊƳƻǊŜΣ ǘƘŜ 9{!ǎΩ Wƻƛƴǘ hǇƛƴƛƻƴǎ ƻƴ ǘƘŜ a[κ¢C Ǌƛǎƪ ŀŦŦŜŎǘƛƴƎ ǘƘŜ 9¦Ωǎ ŦƛƴŀƴŎƛŀƭ ǎŜŎǘƻǊΣ 

published in 2017 and 2019, highlighted ongoing concerns, by competent authorities across 

ǘƘŜ 9¦Σ ŀōƻǳǘ ŦƛǊƳǎΩ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ŀƴŘ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ōƻǘƘΣ ōǳǎƛƴŜǎǎ-wide risk and the risk 

associated with individual business relationships, and the application of CDD measures. These 

new guidelines take account of new and emerging risks, for example the use of RegTech 

solutions for CDD purposes, terrorist financing risk factors, and contains guidance on customer 

due diligence measures (including guidance on the identification of beneficial owners). 

                                                                                                          

1 Annexes II and III of Directive (EU) 2015/849 provides a non-exhaustive list of factors of potentially lower or higher risk 
that obliged entities should at least take into account when assessing the risks of money laundering and terrorist 
financing. Article 16 and Article 18(3) of Directive (EU) 2015/849. 
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6. The ESAs therefore decided to update the guidelines to ensure their ongoing relevance and 

accuracy, and to further support the development of a common understanding by firms and 

competent authorities across the EU of what the risk-based approach to AML/CFT entails and 

how firms should apply it. The guidelines will help firms identify, assess and manage the ML/TF 

risk associated with their business, and with individual business relationships and occasional 

transactions in a risk-based, proportionate and effective way.  

7. Since 1 January 2020, following changes to Regulation (EU) No 1093/2010 by Regulation (EU) 

2019/2175, the EBA has been solely responsible for leading, coordinating and monitoring 

AML/CFT efforts across the entire EU financial sector. In 2019, the European legislature 

consolidated the AML/CFT mandates of all three ESAs within the EBA. Pursuant to Articles 17 

and 18(4) of Directive (EU) 2015/849 as amended by Directive (EU) 2019/2177, since 1 January 

2020 the EBA has been mandated to issue the ML/TF Risk Factors Guidelines, and it was the 

EBA only that publicly consulted on a version of these guidelines between 5 February 2020 and 

6 July 2020. A public hearing took place on 15 May 2020.  

8. The Consultation Paper (JC 2019 87) included a number of specific questions for respondents 

to consider (which are reproduced in Chapter 4.1 of this report). The EBA received 58 

responses. The responses were submitted by a wide range of financial sector participants, 

including supervisory authorities, credit institutions, payment institutions, payment initiation 

service providers, account information service providers, electronic money institutions, 

investment firms, life insurance undertakings, employee representative organizations, and 

several industry organizations and consultancy/advisory firms. 

9. The Feedback Table in Chapter 4.3 provides a complete list of all consultation responses 

ǊŜŎŜƛǾŜŘ ōȅ ǘƘŜ 9.!Σ ǿƛǘƘ ǘƘŜ 9.!Ωǎ ŀǎǎŜǎǎƳŜƴǘΣ ŀǎ ǿŜƭƭ ŀǎ ŀƴȅ ŎƘŀƴƎŜǎ ǘƘŀǘ ǘƘŜ 9.! ŘŜŎƛŘŜŘ 

to make to the Guidelines as a result, where applicable. 

10. The original guidelines will be repealed and replaced with the revised guidelines. 

3.2 Rationale 

11. The consultation was limited to changes made in the original version of the Guidelines, that 

ŀŘŘǊŜǎǎ ŎƘŀƴƎŜǎ ǘƻ ŦƛǊƳǎΩ ƻōƭƛƎŀǘƛƻƴǎ ŀǎ ŀ ǊŜǎǳƭǘ ƻŦ ǘƘŜ ƴŜǿ EU legislative framework and new 

risks, and that clarify regulatory expectations in those areas where evidence suggested that 

divergent approaches continued to exist. The scope of the consultation, and of the 

consultation questions, therefore did not include provisions that the ESAs have left unchanged 

and that had already been consulted on during the development of the original Guidelines.  

12. This section ǎŜǘǎ ƻǳǘ ǘƘŜ 9.!Ωǎ ǾƛŜǿ ƻƴ the consultation responses received that: 

¶ warrant material changes in the Guidelines (e.g. on Account information and payment 

initiation service providers, Guideline 18); 
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¶ do not seek a change in the Guidelines, but where the EBA sees the need to provide 

additional context on the interpretation of new provisions in the Guidelines; and 

¶ link to other work that the EBA is pursuing.  

Business-wide risk assessments  

13. Several respondents raised questions relating to business-wide risk assessments. Some 

respondents queried whether firms should take ŀ ΨƘƻƭƛǎǘƛŎ ǾƛŜǿΩ ƻƴ a[κ¢C Ǌƛǎƪǎ only for 

individual risk assessments, or as a general principle. By way of feedback, the EBA notes that 

Guideline 1.26 states that firms should take a holistic view of individual risk assessments, while 

AMLD in recital 22 refers to a holistic, risk-based approach for all ML/TF risks in the sense of 

comprehensive risk-based methods and monitoring approaches, not only at individual level 

but also at business-wide level. The EBA has therefore decided to amend Guideline 1.12 by 

making it explicit that the holistic approach should also be applied in the business-wide risk 

assessment. 

14. Some other respondents asked which risk factors should be considered when a firm puts into 

place systems and controls to identify emerging risks for the business-wide risk assessment. In 

its assessment, the EBA acknowledged that firms should consider the full range of risk factors, 

including products and services, the jurisdictions they operate in, the (categories of) customers 

they attract (particularly the high risk category) and the distribution channels they use. The 

EBA has therefore made the Guideline 1.9. b) ii) c) more consistent with the principles of AMLD 

and Guideline 1.12. 

Non-face-to-face interactions 

15. Many respondents raised questions on non-face-to-face interactions, a topic that gained more 

relevance since the COVID-19 pandemic and associated restrictions on movement, and the 

resulting increased use of new technology for identification and verification purposes. 

16. For example, some respondents asked the EBA how far firms should go to assess the risk that 

the customer may have sought to avoid face-to-face contact deliberately for reasons other 

than convenience or incapacity (Guideline 2.21 a) i). The EBA has assessed the responses and 

has decided to simplify Guideline 2.21 a) i) by removing such requirement, as the EBA considers 

that the key risk and its mitigation are already captured sufficiently by sub ii) and sub iii) that 

require the firm to consider whether the firm used a reliable form of non-face-to-face CDD and 

has taken steps to prevent impersonation or identity fraud. Where the risk associated with a 

non-face to face relationship or an occasional transaction is increased, firms should apply EDD 

measures in line with Guideline 4.30.  

17. Other respondents queried which forms of technology are deemed reliable. The EBA notes 

that Guideline 4.31 already stated that the use of electronic means of identification does not, 

in itself, give rise to increased ML/TF risk, in particular where these electronic means provide 
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a high level of assurance under Regulation (EU) 910/2014. Firms should apply Guidelines 4.32 

to 4.37 when using innovative technological means to verify identity. 

18. That said, in relation to innovative solutions, the EBA has decided to update Guideline 4.33 so 

as to better consider ICT and security risks and align the wording with the final Guidelines on 

ICT and security risk management (EBA/GL/2019/04). 

19. Lastly, the EBA notes that the European Commission recently invited the EBA to draft 

guidelines, in 2021, on elements related to customer remote on-boarding and reliance on 

customer due diligence processes carried out by third parties. The EBA will publish draft 

requirements for public consultation in due course. 

Account information and payment initiation services 

20. The sector-specific Guideline 18 on Account Information Service Providers (AISPs) and 

Payment Initiation Service Providers (PISPs) received the largest number of responses. Some 

respondents asked the EBA to consider whether AISPs and PISPs are obliged entities under the 

AMLD. The EBA highlights that EU law defines AISPs and PISPs as obliged entities, more 

specifically under Article 2 AMLD. The EBA recently provided advice to the European 

Commission (EC) on a future EU AML/CFT framework (EBA/OP/2020/14 and 

EBA/REP/2020/25), recommending to the EC to further assess the inclusion of AISPs as obliged 

entities.  

21. Other respondents queried whether there is room for more proportionality in the Guidelines. 

The EBA notes that in the Guidelines, the EBA acknowledged that the inherent ML/TF risk 

associated with AISPs and PISPs is limited and that therefore simplified due diligence (SDD) 

measures are appropriate in most situations. The EBA did however see room to make the 

Guidelines more proportionate, by: 

¶ Further differentiating between the different business models of AISPs and PISPs. For 

ŜȄŀƳǇƭŜΣ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊ ŦǊƻƳ ǘƘŜ tL{tΩǎ ǇŜǊǎǇŜŎǘƛǾŜ ƛƴ DǳƛŘŜƭƛƴŜ муΦу ŀύ 

has been amended, in order to confirm that PISPs should assess whether they have a 

business relationship in the meaning of Article 3(13) of the AMLD with the payer and/or 

with the payee, and other circumstances set out in Article 11 AMLD, in order to conclude 

who the customer is, and, more specifically, to emphasize that PISPs do not always enter 

into a business relationship in the meaning of Article 3(13) of the AMLD with the payer.  

¶ Providing additional clarification on risk factors (Guidelines 18.4 and 18.6) that AISPs and 

PISPs should take into account. The risk factors have been streamlined, including by further 

differentiating between aspects relevant AISPs or PISPs respectively; and 

¶ Explicitly reflecting the data sets available to AISPs and PISPs (Guidelines 18.9, 18.10 and 

18.11). The EBA confirms that AISPs and PISPs should take all available information into 

account. Where data that might be of importance for AML/CFT purposes is not available to 

https://eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2020/GLs%20on%20ICT%20and%20security%20risk%20management/872936/Final%20draft%20Guidelines%20on%20ICT%20and%20security%20risk%20management.pdf
https://eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2020/GLs%20on%20ICT%20and%20security%20risk%20management/872936/Final%20draft%20Guidelines%20on%20ICT%20and%20security%20risk%20management.pdf
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AISPs and PISPs in the context of PSD2, the Guidelines do not require that AISPs and PISPs 

pro-actively request such information. 

Trade financing 

22. Several respondents queried a provision related to trade financing, in particular the 

ǘǊŀƴǎŀŎǘƛƻƴ Ǌƛǎƪ ŦŀŎǘƻǊ ǘƘŀǘ ǊŜŦŜǊǎ ǘƻ ƎƻƻŘǎ ǘǊŀŘŜŘ ǘƻ ΨǇrohibited end userǎΩΦ DǳƛŘŜƭƛƴŜ 13.10(l) 

includes a risk factor that traded goods are destined to an embargoed country, to a prohibited 

end user, or in support of a prohibited end-user. The EBA has made editorial changes to clarify 

this relates to goods that are destined to parties or countries that are under sanctions, 

embargos or similar measures issued by, for example, the Union or the United Nations or in 

support of such party or country, similar to what is provided in Annex III 3(c) AMLD. Depending 

on the circumstances and assessment of risk, firms may also decide not to pursue such 

transactions. 

Crowdfunding   

23. After the consultation paper was published, Regulation (EU) 2020/1503 on European 

crowdfunding service providers for business has been published. The EBA has amended 

Guideline 17.1 in order to reflect the relevant definitions provided in that Regulation. The EBA 

has also clarified that GǳƛŘŜƭƛƴŜ мт ǊŜŦŜǊǎ ǘƻ ΨŎǳǎǘƻƳŜǊǎΩ ƛƴ ǘƘŜ ƳŜŀƴƛƴƎ ƻŦ ΨŎƭƛŜƴǘǎΩ, as defined 

in Regulation (EU) 2020/1503. Furthermore, the EBA has removed the redundant Guideline 

17.13. 

Editorial amendments 

24. Many of the comments made by respondents required small editorial or no changes. The EBA 

has used the opportunity of the revision of these Guidelines to make further editorial 

amendments, and to improve consistency throughout the Guidelines further to suggestions 

made, e.g. to streamline the treatment of listed companies (Guidelines 13.3, 14.9, 15.6, 20.5), 

ǘƘŜ ǊŜŦŜǊŜƴŎŜ ǘƻ ΨŜƭŜŎǘǊƻƴƛŎ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ ƳŜŀƴǎΩ όDǳƛŘŜƭƛƴŜ фΦмлΣ млΦуΣ мпΦмл ŀƴŘ мтΦтύ, the 

ǳǎŜ ƻŦ ΨƻǇŀǉǳŜΩ ǎǘǊǳŎǘǳǊŜǎ όDǳƛŘŜƭƛƴŜ н(d), 4.15 and 9.6(a) vii and Guideline 20)) and the use 

ƻŦ Ψƴƻƴ-ŎƻƻǇŜǊŀǘƛǾŜ ƧǳǊƛǎŘƛŎǘƛƻƴ ŦƻǊ ǘŀȄ ǇǳǊǇƻǎŜǎΩ όDǳƛdeline 13.14 b). Furthermore, references 

to legislation were updated or wording aligned (e.g. on training in Guideline 6.2, removal of 

ΨōŜƴŜŦƛŎƛŀǊȅΩ ƛƴ DǳƛŘŜƭƛƴŜ мпΦмсΣ ŀŘŘƛǘƛƻƴ ƻŦ ΨŎǳǎǘƻƳŜǊΩ ƛƴ DǳƛŘŜƭƛƴŜ мсΦмоΣ ΨǊŜǎƛŘŜƴǘ ƛƴΩ ƛƴ 

DǳƛŘŜƭƛƴŜ пΦрсΣ ΨaLCL5 LLΩ in Guideline 15.1 and 15.9 and several footnotes removed or 

updated.  

High-risk third countries   

25. Another topic that attracted many responses is the inclusion of provisions on high-risk third 

countries in the new Guidelines 4.53-4.57. Several respondents expressed the view that the 

definition of what should be considered a business relationship or a transaction involving a 

high-risk country was too broad, and that firms may have limited knowledge of criteria 

specified in the Guidelines. They suggested to align the wording with AMLD provisions and to 
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ensure flexibility, which would also allow firms to take into account additional information 

when assessing business relationships and transactions involving high-risk third counties.  

26. By way of feedback, the EBA notes that the AMLD requires specific EDD measures to be applied 

to business relationships and transactions involving high-risk third countries as set out in 

Article 9(2) of AMLD. Consequently, Guideline 4.53 refers to such business relationships and 

transactions where firms should ensure that they apply at a minimum the EDD measures set 

out in Article 18a (1) and, where applicable, the measures set out in Article 18a (2) of AMLD. 

The EBA, having consulted with the European Commission and national competent authorities 

ǇǊƛƻǊ ǘƻ ǘƘŜ ǇǳōƭƛŎŀǘƛƻƴ ƻŦ ǘƘŜ /tΣ Ƙŀǎ ŜȄǇƭŀƛƴŜŘ ƛƴ DǳƛŘŜƭƛƴŜǎ пΦрр ǘƻ пΦрт ǿƘŀǘ ΨƛƴǾƻƭǾƛƴƎ ƘƛƎƘ 

Ǌƛǎƪ ǘƘƛǊŘ ŎƻǳƴǘǊƛŜǎΩ ƳŜŀƴǎΦ ¢ƘŜ 9.! ŀƭǎƻ ƛƴŎƭǳŘŜŘ ŀ ƭƛǎǘ ƻŦ ƪŜȅ ŜƭŜƳŜƴǘǎ ǘƘŀǘ ŀƭƭ ŦƛǊƳǎ ǎƘƻǳƭŘ 

assess as a minimum, whereby firms are free to also consider additional aspects as they deem 

fit. Having assessed the consultation responses, the EBA has made editorial amendments in 

Guideline 4.53, 4.56 and 4.57. In this context, the EBA has also amended Guidelines 12.7 and 

12.8 to reflect this assessment with regards to the destination of funds. 

Financial inclusion and de-risking 

27. Several respondents indicated that they found it challenging to comply with AML/CFT 

requirements and ensure financial inclusion at the same time and queried how to implement 

this in practice. By way of feedback, the EBA notes that it has introduced three new Guidelines 

(4.9 to 4.11) in the CP, requiring firms to apply risk sensitive measures, through which more 

individuals and businesses, especially low-income, unserved and underserved groups, should 

be able to get access and use regulated financial services, which could in turn, actually increase 

the effectiveness of the fight against ML/TF. The EBA has added a sentence on de-risking to 

make it clearerthat the Guidelines do not require firms to no longer offer services to some 

categories of customers associated with higher ML/TF risk. As the risk associated with 

individual business relationships will vary, even within one category, the application of a risk-

based approach does not require firms to refuse, or terminate, business relationships with 

entire categories of customers that are considered to present higher ML/TF risk. Firms should 

carefully balance the need for financial inclusion with the need to mitigate ML/TF risk.  

28. The EBA also notes that the Guidelines do not prevent firms from establishing a correspondent 

banking relationship with a respondent situated in a high-risk third country, provided that the 

risk is mitigated through enhanced due diligence measures. The EBA specifies in GL 4.10 b) that 

firms should ensure that their approach to applying CDD measures does not result in unduly 

denying legitimate customers access to financial services. Therefore, the key focus of firms 

should be on policies and controls that are commensurate to the risks identified. 

29. At the same time, the EBA sees the need to better understand not only  the scale and drivers 

of exacerbating financial exclusion but also the wider issue of ΨŘŜ-ǊƛǎƪƛƴƎΩ ŀƴŘ ƛǘǎ ƛƳǇŀŎǘ ƻƴ 

individual consumers and legal entities. The EBA therefore launched a separate Call for Input 

in 2020, to understand why financial institutions choose to de-risk and therefore exacerbate 

financial exclusion, instead of managing the risks associated with certain sectors or categories 
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of customers. The Call for Input has received more than 300 responses by the deadline in 

September 2020 and the EBA is currently assessing the implications for its policy development 

in this area. ¢ƘŜ ŦŜŜŘōŀŎƪ ƎŀǘƘŜǊŜŘ ŦǊƻƳ ǘƘƛǎ /ŀƭƭ ǿƛƭƭ ŦŜŜŘ ƛƴǘƻ ǘƘŜ 9.!Ωǎ ƴŜȄǘ hǇƛƴƛƻƴ ƻƴ ǘƘŜ 

risks of money laundering and terrorist financing affecting the Union's financial sector that the 

EBA is mandated to issue under Article 6(5) of the AMLD and potentially other EBA outputs. 

Scope of application of the Guidelines 

30. A number of respondents sought clarification with regard to the application of the Guidelines, 

in particular whether the changes apply only to new business relationships, or also to existing 

business relationships and by when firms should comply with the new requirements.  

31. By way of feedback, the EBA notes that pursuant to Article 14(5) AMLD, firms need to apply 

CDD measures also to existing customers at appropriate times on a risk sensitive basis, or when 

circumstances change. Moreover, the revised Guidelines already make explicit that risk 

assessment and mitigation is an ongoing process and that firms must make sure that any new 

controls apply to new customers as they apply to existing customers.  

Independent reviews 

32. The newly introduced Guideline 7.2 states that firms should consider whether an independent 

review of their approach may be warranted or required. Respondents asked what is meant by 

ΨƛƴŘŜǇŜƴŘŜƴǘ ǊŜǾƛŜǿΩΣ ƻƴ ǿƘŀǘ ōŀǎƛǎ ƛǘ is required, how it should be performed (internal or 

external, on part of the processes and controls or the overall framework), when such review 

should be performed (e.g. only after the third line of defense considered the approach 

ineffective) and by whom (e.g. only by large and complex firms). Overall many respondents 

asked for more details to be provided.  

33. The EBA notes that firms must ensure that their approach to AML/CFT is effective and in line 

with applicable legal and regulatory obligations. As part of this, firms should consider whether 

an independent effectiveness review of their AML/CFT systems and controls is needed and if 

it is needed, what its scope should be. The review could take place on all or some of its policies, 

controls and procedures and could be done internally or externally, whereby firms also need 

to take into account the (national) requirements applicable to them ς in some Member States, 

an external review by a certain profession may be required. In any case, firms should be able 

to justify their approach to their competent authority.  

Investment citizenship schemes 

34. Lastly, some respondents called for the EBA to include more guidance on investment 

ŎƛǘƛȊŜƴǎƘƛǇ ǎŎƘŜƳŜǎ ƻǊ ΨƎƻƭŘŜƴ ǾƛǎŀǎΩ ƛƴ ǘƘŜ DǳƛŘŜƭƛƴŜǎ ŀƴŘ ŀǎƪŜŘ ǘƻ ƛƴŎƭǳŘŜ ŀ ǎǇŜŎƛŦƛc reference 

to OECD publications that firms could use as possible source of information in Guideline 1.30.   
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35. In relation to the investment citizenship schemes, the EBA takes note of the actions recently 

taken by the co-legislators,2 but does not see grounds to amend the Guidelines, as the EBA 

considers these risks to fall under the broader categories of customer risk, country or 

geographical risks.  

36. With regard to the OECD publications, the EBA strongly supports and promotes that firms use 

publicly available information and knowhow, including publications by intergovernmental 

organizations. As OECD highlights on its website, there are substantial similarities between the 

techniques used to launder the proceeds of crimes and to commit tax crimes.3 It is key for 

supervisors and firms to enhance their understanding of tax crimes, which the EBA has also 

ǎǘǊŜǎǎŜŘ ƛƴ ǎŜǾŜǊŀƭ ǇǊƻŘǳŎǘǎΣ ƳƻǊŜ ƛƴ ǇŀǊǘƛŎǳƭŀǊ ǘƘŜ wŜǇƻǊǘ ƻƴ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘƛŜǎΩ 

approaches to tackling market integrity risks associated with dividend arbitrage schemes 

(EBA/REP/2020/15), the action plan on dividend arbitrage trading schemes4  and the revised 

Internal Governance Guidelines (as per the recent Consultation Paper, EBA/CP/2020/20). At 

ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ƛƴ ǘƘŜ 9.!Ωǎ ǾƛŜǿΣ DǳƛŘeline 1.30 and 1.31 include a sufficiently comprehensive 

list of sources of information to identify ML/TF risk factors and the list is of a non-exhaustive 

nature. 

  

                                                                                                          

2 At the same time, the European Commission recently launched infringement procedures against Member States with 
Investor citizenship schemes, and the European Parliament in its resolution of 10 July 2020, called on Member States to 
phase out all existing citizenship by investment (CBI) or residency by investment (RBI) schemes as soon as possible. 
3 https://www.oecd.org/ctp/crime/about-tax-and-crime.html. 
4 Action plan on dividend arbitrage trading schemes Cum-ExCum-Cum.pdf (europa.eu). 

https://www.oecd.org/ctp/crime/about-tax-and-crime.html
https://www.eba.europa.eu/sites/default/documents/files/document_library/News%20and%20Press/Press%20Room/Press%20Releases/2020/EBA%20publishes%20its%20inquiry%20into%20dividend%20arbitrage%20trading%20schemes%20(%E2%80%9CCum-Ex/Cum-Cum%E2%80%9D)/883617/Action%20plan%20on%20dividend%20arbitrage%20trading%20schemes%20Cum-ExCum-Cum.pdf
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DǳƛŘŜƭƛƴŜǎ 

ǳƴŘŜǊ !ǊǘƛŎƭŜǎ мт ŀƴŘ муόпύ ƻŦ 5ƛǊŜŎǘƛǾŜ ό9¦ύ 

нлмрκупф ƻƴ ŎǳǎǘƻƳŜǊ ŘǳŜ ŘƛƭƛƎŜƴŎŜ ŀƴŘ ǘƘŜ ŦŀŎǘƻǊǎ 

ŎǊŜŘƛǘ ŀƴŘ ŦƛƴŀƴŎƛŀƭ ƛƴǎǘƛǘǳǘƛƻƴǎ ǎƘƻǳƭŘ ŎƻƴǎƛŘŜǊ 

ǿƘŜƴ ŀǎǎŜǎǎƛƴƎ ǘƘŜ ƳƻƴŜȅ ƭŀǳƴŘŜǊƛƴƎ ŀƴŘ ǘŜǊǊƻǊƛǎǘ 

ŦƛƴŀƴŎƛƴƎ Ǌƛǎƪ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƛƴŘƛǾƛŘǳŀƭ ōǳǎƛƴŜǎǎ 

ǊŜƭŀǘƛƻƴǎƘƛǇǎ ŀƴŘ ƻŎŎŀǎƛƻƴŀƭ ǘǊŀƴǎŀŎǘƛƻƴǎ όά¢ƘŜ 

a[κ¢C wƛǎƪ CŀŎǘƻǊǎ DǳƛŘŜƭƛƴŜǎέύΣ ǊŜǇŜŀƭƛƴƎ ŀƴŘ 

ǊŜǇƭŀŎƛƴƎ DǳƛŘŜƭƛƴŜǎ W/κнлмтκот  
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1. /ƻƳǇƭƛŀƴŎŜ ŀƴŘ ǊŜǇƻǊǘƛƴƎ ƻōƭƛƎŀǘƛƻƴǎ  

Status of these guidelines 

1. This document contains Guidelines issued pursuant to Article 16 of Regulation (EU) No 

1093/20105. In accordance with Article 16(3) of Regulation (EU) No 1093/2010, competent 

authorities and financial institutions must make every effort to comply with the Guidelines.  

2. DǳƛŘŜƭƛƴŜǎ ǎŜǘ ƻǳǘ ǘƘŜ 9.!Ωǎ ǾƛŜǿ ƻŦ ŀǇǇǊƻǇǊƛŀǘŜ ǎǳǇŜǊǾƛǎƻǊȅ ǇǊŀŎǘƛŎŜǎ ǿƛǘƘƛƴ ǘƘŜ 9ǳǊƻǇŜŀƴ 

System of Financial Supervision or of how Union law should be applied in a particular area. 

Competent authorities as defined in Article 4(2) of Regulation (EU) No 1093/2010 to whom 

Guidelines apply should comply by incorporating them into their practices as appropriate (e.g. 

by amending their legal framework or their supervisory processes), including where Guidelines 

are directed primarily at institutions.  

Reporting requirements 

3. According to Article 16(3) of Regulation (EU) No 1093/2010, competent authorities must notify 

the EBA that they comply or intend to comply with these Guidelines, or otherwise give reasons 

for non-compliance, by ([dd.mm.yyyy]). In the absence of any notification by this deadline, 

competent authorities will be considered by the EBA to be non-compliant. Notifications should 

be sent by submitting the form available on the EBA website to compliance@eba.europa.eu 

with the reference ΨEBA/GL/2021/02ΩΦ bƻǘƛŦƛŎŀǘƛƻƴǎ ǎƘƻǳƭŘ ōŜ ǎǳōƳƛǘǘŜŘ ōȅ ǇŜǊǎƻƴǎ ǿƛǘƘ 

appropriate authority to report compliance on behalf of their competent authorities. Any 

change in the status of compliance must also be reported to the EBA.  

4. Notifications will be published on the EBA website, in line with Article 16(3).  

  

                                                                                                          

5 Regulation (EU) No 1093/2010 of the European Parliament and of the Council of 24 November 2010 establishing a 
European Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC and repealing 
Commission Decision 2009/78/EC, (OJ L 331, 15.12.2010, p.12).  
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2. {ǳōƧŜŎǘ ƳŀǘǘŜǊΣ ǎŎƻǇŜ ŀƴŘ ŘŜŦƛƴƛǘƛƻƴǎ 

Subject matter 

5. These guidelines set out factors firms should consider when assessing the money laundering and 

terrorist financing (ML/TF) risk associated with their business, and with a business relationship 

or an occasional transaction with any natural or legal ǇŜǊǎƻƴ όΨǘƘŜ ŎǳǎǘƻƳŜǊΩύΦ They also set out 

how firms should adjust the extent of their customer due diligence (CDD) measures in a way 

that is commensurate to the ML/TF risk they have identified. 

6. These ƎǳƛŘŜƭƛƴŜǎΩ Ƴŀƛƴ focus is on risk assessments of individual business relationships and 

occasional transactions, but firms should use these guidelines mutatis mutandis when 

assessing ML/TF risk across their business in line with Article 8 of Directive (EU) 2015/849. 

7. The factors and measures described in these guidelines are not exhaustive and firms 

should consider other factors and measures as appropriate. 

Scope of application 

8. These guidelines are addressed to credit and financial institutions as defined in Article 3(1) and 

3(2) of Directive (EU) 2015/849 and competent authorities responsible for supervising these 

ŦƛǊƳǎΩ compliance with their anti-money laundering and counter-terrorist financing (AML/CFT) 

obligations. 

9. Competent authorities should use these guidelines when assessing the adequacy ƻŦ ŦƛǊƳǎΩ risk 

assessments and AML/CFT policies and procedures. 

10. Competent authorities should also consider the extent to which these guidelines can inform the 

assessment of the ML/TF risk associated with their sector, which forms part of the risk-based 

approach to supervision. The ESAs have issued guidelines on risk-based supervision in 

accordance with Article 48(10) of Directive (EU) 2015/849. 

11. Compliance with the European financial sanctions regime is outside the scope of these 

guidelines. 

Definitions 

12. For the purpose of these guidelines, the following definitions shall apply: 

a) Ψ/ƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘƛŜǎΩ means the authorities competent for ensuring ŦƛǊƳǎΩ 

compliance with the requirements of Directive (EU) 2015/849 as transposed by national 
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legislation6. 

b)  ΨCƛǊƳǎΩ means credit and financial institutions as defined in Article 3(1) and (2) of 

Directive (EU) 2015/849. 

c) ΨLƴƘŜǊŜƴǘ ǊƛǎƪΩ ƳŜŀƴǎ ǘƘŜ ƭŜǾŜƭ ƻŦ Ǌƛǎƪ ōŜŦƻǊŜ ƳƛǘƛƎŀǘƛƻƴΦ 

d) ΨWǳǊƛǎŘƛŎǘƛƻƴǎ associated with higher ML/TF ǊƛǎƪΩ means countries that, based on an 

assessment of the risk factors set out in Title I of these guidelines, present a higher 

ML/TF risk. This excludes ΨƘƛƎƘ-risk third ŎƻǳƴǘǊƛŜǎΩ identified as having strategic 

deficiencies in  their AML/CFT regime, which pose a significant threat to the ¦ƴƛƻƴΩǎ 

financial system (Article 9 of Directive (EU) 2015/849). 

e) Ψbƻƴ-ŦŀŎŜ ǘƻ ŦŀŎŜ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ƻǊ ǘǊŀƴǎŀŎǘƛƻƴǎΩ ƳŜŀƴǎ ŀƴȅ ǘǊŀƴǎŀŎǘƛƻƴ ƻǊ ǊŜƭŀǘƛƻƴǎƘƛǇ 

where the customer is not physically present, that is, in the same physical location as 

ǘƘŜ ŦƛǊƳ ƻǊ ŀ ǇŜǊǎƻƴ ŀŎǘƛƴƎ ƻƴ ǘƘŜ ŦƛǊƳΩǎ behalf. This includes situations where the 

ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘȅ ƛǎ ōŜƛƴƎ ǾŜǊƛŦƛŜŘ Ǿƛŀ ǾƛŘŜƻ-link or similar technological means. 

f) ΨhŎŎŀǎƛƻƴŀƭ ǘǊŀƴǎŀŎǘƛƻƴΩ means a transaction that is not carried out as part of a business 

relationship as defined in Article 3(13) of Directive (EU) 2015/849. 

g) ΨtƻƻƭŜŘ ŀŎŎƻǳƴǘΩ means a bank account opened by a customer, for example a legal 

practitioner or notary, for holding their ŎƭƛŜƴǘǎΩ money. The ŎƭƛŜƴǘǎΩ money will be 

commingled, but clients will not be able directly to instruct the bank to carry out 

transactions. 

h) ΨwŜǎƛŘǳŀƭ ǊƛǎƪΩ ƳŜŀƴǎ ǘƘŜ ƭŜǾŜƭ ƻŦ Ǌƛǎƪ ǘƘŀǘ ǊŜƳŀƛƴǎ ŀŦǘŜǊ ƳƛǘƛƎŀǘƛƻƴΦ 

i) ΨwƛǎƪΩ means the impact and likelihood of ML/TF taking place.  

j) Ψwƛǎƪ ŀǇǇŜǘƛǘŜΩ ƳŜŀƴǎ ǘƘŜ ƭŜǾŜƭ ƻŦ risk a firm is prepared to accept. 

k) Ψwƛǎƪ fŀŎǘƻǊǎΩ means variables that, either on their own or in combination, may increase 

or decrease the ML/TF risk posed by an individual business relationship or occasional 

transaction. 

l) Ψwƛǎƪ-based ŀǇǇǊƻŀŎƘΩ means an approach whereby competent authorities and firms 

identify, assess and understand the ML/TF risks to which firms are exposed and take 

AML/CFT measures that are proportionate to those risks. 

m) Ψ{ƘŜƭƭ ōŀƴƪΩ as defined in point (17) of Article 3 of Directive (EU) 2015/849. 

n) Ψ{ƻǳǊŎŜ ƻŦ ŦǳƴŘǎΩ ƳŜŀƴǎ ǘƘŜ origin of the funds involved in a business relationship or 

occasional transaction. It includes both the activity that generated the funds used in the 

ōǳǎƛƴŜǎǎ ǊŜƭŀǘƛƻƴǎƘƛǇΣ ŦƻǊ ŜȄŀƳǇƭŜ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǎŀƭŀǊȅΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ƳŜŀƴǎ ǘƘǊƻǳƎƘ 

ǿƘƛŎƘ ǘƘŜ ŎǳǎǘƻƳŜǊΩs funds were transferred. 

o) Ψ{ƻǳǊŎŜ ƻŦ ǿŜŀƭǘƘΩ ƳŜŀƴǎ ǘƘŜ ƻǊƛƎƛƴ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǘƻǘŀƭ ǿŜŀƭǘƘΣ ŦƻǊ ŜȄŀƳǇƭŜ 

inheritance or savings.  

                                                                                                          

6 Article 4(2)(ii), Regulation (EU) No 1093/2010;   Article 4(2)(ii),   Regulation   (EU)   No   1094/2010;   Article 4(3)(ii), 
Regulation (EU) No 1093/2010 
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3. LƳǇƭŜƳŜƴǘŀǘƛƻƴ 

Date of application 

1. These Guidelines will apply three months after publication in all EU official languages. 
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¢ƛǘƭŜ LΥ DŜƴŜǊŀƭ DǳƛŘŜƭƛƴŜǎ 

These guidelines come in two parts. Title I is general and applies to all firms. Title II is sector-specific. 

Title II is incomplete on its own and should be read in conjunction with Title I. 

Guideline 1: Risk assessments: key principles for all firms  

1.1. Firms should ensure that they have a thorough understanding of the ML/TF risks to which 

they are exposed. 

General considerations 

1.2. To comply with their obligations set out in Directive (EU) 2015/849, firms should assess: 

 the ML/TF risk to which they are exposed as a result of the nature and complexity of 

their business (the business-wide risk assessment); and 

 the ML/TF risk to which they are exposed as a result of entering into a business 

relationship or carrying out an occasional transaction (individual risk assessments).  

Each risk assessment should consist of two distinct but related steps: 

 the identification of ML/TF risk factors; and 

 the assessment of ML/TF risk. 

1.3. When assessing the overall level of residual ML/TF risk associated with their business and 

with individual business relationships or occasional transactions, firms should consider both, 

the level of inherent risk, and the quality of controls and other risk mitigating factors. 

1.4. As set out in Article 8(2) of Directive (EU) 2015/849, firms should record and document their 

business-wide risk assessment, as well as any changes made to this risk assessment in a way 

that makes it possible for the firm, and for competent authorities, to understand how it was 

conducted, and why it was conducted in a particular way. 

1.5. CƛǊƳǎ ǘƘŀǘ ŀǊŜ ŎǊŜŘƛǘ ƛƴǎǘƛǘǳǘƛƻƴǎ ŀƴŘ ƛƴǾŜǎǘƳŜƴǘ ŦƛǊƳǎ ǎƘƻǳƭŘ ŀƭǎƻ ǊŜŦŜǊ ǘƻ ǘƘŜ 9.!Ωs internal 

governance guidelines in this context.7 

 

                                                                                                          

7 Guidelines on internal governance, EBA/GL/2017/11 
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Keeping risk assessments up to date 

1.6. Firms should put in place systems and controls to keep their assessments of the ML/TF risk 

associated with their business, and with their individual business relationships under review 

to ensure that their assessment of ML/TF risk remains up to date and relevant. 

1.7. The systems and controls that firms should put in place to ensure their individual and 

business-wide risk assessments remain up to date should include: 

 Setting a date for each calendar year on which the next business-wide risk assessment 

update will take place, and setting a date on a risk sensitive basis for the individual risk 

assessment to ensure new or emerging risks are included.  

 Where the firm becomes aware before that date that a new ML/TF risk has emerged, 

or an existing one has increased, this should be reflected in their individual and 

business-wide risk assessments as soon as possible; and 

 Carefully recording issues throughout the relevant period that could have a bearing on 

risk assessments, such as internal suspicious transaction reports, compliance failures 

and intelligence from front office staff. 

1.8. As part of this, firms should ensure that they have systems and controls in place to identify 

emerging ML/TF risks and that they can assess these risks and, where appropriate, 

incorporate them into their business-wide and individual risk assessments in a timely 

manner. 

1.9. The systems and controls that firms should put in place to identify emerging risks should 

include: 

 Processes to ensure that internal information, such as information obtained as part of 

ŀ ŦƛǊƳΩǎ ƻƴƎƻƛƴƎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ōǳǎƛƴŜǎǎ ǊŜƭŀǘƛƻƴǎƘƛǇǎΣ ƛǎ ǊŜǾƛŜǿŜŘ ǊŜƎǳƭŀǊƭȅ ǘƻ ƛŘŜƴǘƛŦȅ 

trends and emerging issues in relation to both, individual business relationships and 

ǘƘŜ ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎΦ 

 Processes to ensure that the firm regularly reviews relevant information sources, 

including those specified in guidelines 1.28 to 1.30 , and in particular: 

 In respect of individual risk assessments,  

 terror alerts and financial sanctions regimes, or changes thereto, as soon as 

they are issued or communicated and ensure that these are acted upon as 

necessary; and 

 media reports that are relevant to the sectors or jurisdictions in which the firm 

is active. 
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 In respect of business-wide risk assessments, 

 law enforcement alerts and reports; 

 thematic reviews and similar publications issued by competent authorities; 

and  

 Processes to capture and review information on risks, in particular risks 

relating to new categories of customers, countries or geographical areas, new 

products, new services, new distribution channels and new compliance 

systems and controls.  

 Engagement with other industry representatives and competent authorities (e.g. 

round tables, conferences and training), and processes to feed back any findings to 

relevant staff. 

1.10. Firms should determine the frequency of wholesale reviews of their business-wide and 

individual risk assessments methodology on a risk-sensitive basis.  

Business-wide risk assessments 

1.11. Business-wide risk assessments should help firms understand where they are exposed to 

ML/TF risk and which areas of their business they should prioritise in the fight against ML/TF.  

1.12. To this end, firms should take a holistic view of the ML/TF risks to which they are exposed, 

by identifying and assessing the ML/TF risk associated with the products and services they 

offer, the jurisdictions they operate in, the customers they attract and the transaction or 

delivery channels they use to service their customers.. 

1.13. Firms should:  

 Identify risk factors based on information from a variety of internal and external 

sources, including the sources listed in Guidelines 1.30 to 1.31; 

 have regard to relevant risk factors in Titles I and II of these Guidelines; and 

 take into account wider, contextual, factors such as sectoral risk and geographical risk, 

that could have a bearing on their ML/TF risk profiles. 

1.14. Firms should ensure that their business-wide risk assessment is tailored to their business 

ǇǊƻŦƛƭŜ ŀƴŘ ǘŀƪŜǎ ƛƴǘƻ ŀŎŎƻǳƴǘ ǘƘŜ ŦŀŎǘƻǊǎ ŀƴŘ Ǌƛǎƪǎ ǎǇŜŎƛŦƛŎ ǘƻ ǘƘŜ ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎΣ ǿƘŜǘƘŜǊ 

the firm draws up its own business-wide risk assessment or contracts an external party to 

draw up its business-wide risk assessment. Similarly, where a firm is part of a group that 

draws up a group-wide risk assessment, the firm should consider whether the group-wide 

Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ƛǎ ǎǳŦŦƛŎƛŜƴǘƭȅ ƎǊŀƴǳƭŀǊ ŀƴŘ ǎǇŜŎƛŦƛŎ ǘƻ ǊŜŦƭŜŎǘ ǘƘŜ ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎ ŀƴŘ ǘƘŜ Ǌƛǎƪǎ 
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to which it ƛǎ ŜȄǇƻǎŜŘ ŀǎ ŀ ǊŜǎǳƭǘ ƻŦ ǘƘŜ ƎǊƻǳǇΩǎ ƭƛƴƪǎ ǘƻ ŎƻǳƴǘǊƛŜǎ ŀƴŘ ƎŜƻƎǊŀǇƘƛŎŀƭ ŀǊŜŀǎΣ ŀƴŘ 

complement the group-wide risk assessment if necessary. If the group is headquartered in a 

country associated with a high level of corruption, the firm should reflect this in its risk 

assessment even if the group-wide risk assessment stays silent on this point.  

1.15. A generic ML/TF risk assessment that has not been adapted to the specific needs and 

ōǳǎƛƴŜǎǎ ƳƻŘŜƭ ƻŦ ǘƘŜ ŦƛǊƳ όΨŀƴ ƻŦŦ-the-shelf ML/TF risk assessmentΩ), or a group-wide risk 

assessment that is applied unquestioningly, is unlikely to meet the requirements in Article 8 

of Directive (EU) 2015/849.   

Proportionality 

1.16. As set out in Article 8 of Directive (EU) 2015, 849, the steps a firm takes to identify and assess 

ML/TF risk across its business must be proportionate to the nature and size of each firm. 

Small firms that do not offer complex products or services and that have limited or purely 

domestic exposure, may not need a complex or sophisticated risk assessment. 

Implementation 

1.17. Firms should 

 make their business-wide risk assessment available to competent authorities ; 

 Take steps to ensure that staff understand the business-wide risk assessment, 

and how it affects their daily work in line with Article 46 (1) of Directive (EU) 

2015/849; and  

 inform senior management about the results of their business-wide risk 

assessment, and ensure that senior management is provided with sufficient 

information to understand, and take a view on, the risk to which their business 

is exposed.  

Linking the business-wide and individual risk assessments 

1.18. Firms should use the findings from their business-wide risk assessment to inform their 

AML/CFT policies, controls and procedures, as set out in Article 8(3) and (4) of Directive (EU) 

2015/849. Firms should ensure that their business-wide risk assessment also reflects the 

steps taken to assess the ML/TF risk associated with individual business relationships or 

occasional transactions and their ML/TF risk appetite.  

1.19. To comply with Guideline 1.18, and also having regard to Guidelines 1.21 and 1.22, firms 

should use the business-wide risk assessment to inform the level of initial customer due 

diligence that they will apply in specific situations, and to particular types of customers, 

products, services and delivery channels. 
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1.20. Individual risk assessments should inform, but are no substitute for, a business-wide risk 

assessment.  

Individual risk assessments 

1.21. Firms should find out which ML/TF risks they are, or would be, exposed to as a result of 

entering into, or maintaining, a business relationship or carrying out an occasional 

transaction. 

1.22. When identifying ML/TF risks associated with a business relationship or occasional 

transaction, firms should consider relevant risk factors including who their customer is, 

the countries or geographical areas they operate in, the particular products, services and 

transactions the customer requires and the channels the firm uses to deliver these products, 

services and transactions. 

Initial Customer Due Diligence 

1.23. Before entering into a business relationship or carrying out an occasional transaction, firms 

should apply initial CDD in line with Article 13(1)(a), (b) and (c) and Article 14(4) of Directive 

(EU) 2015/849.  

1.24. Initial CDD should include at least risk-sensitive measures to: 

 identify the customer and, where applicable, the ŎǳǎǘƻƳŜǊΩǎ beneficial owner; 

 verify the ŎǳǎǘƻƳŜǊΩǎ identity on the basis of reliable and independent sources 

and,where applicable, verify the beneficial ƻǿƴŜǊΩǎ identity in such a way that 

the firm is satisfied that it knows who the beneficial owner is; and 

 establish the purpose and intended nature of the business relationship. 

1.25. Firms should adjust the extent of initial CDD measures on a risk-sensitive basis, taking into 

account the findings from their business-wide risk assessment. Where the risk associated 

with a business relationship is likely to be low, and to the extent permitted by national 

legislation, firms may be able to apply simplified customer due diligence measures (SDD). 

Where the risk associated with a business relationship is likely to be increased, firms must 

apply enhanced customer due diligence measures (EDD). 

Obtaining a holistic view 

1.26. Firms should gather sufficient information so that they are satisfied that they have identified 

all relevant risk factors at the beginning of the business relationship and throughout the 

business relationship or before carrying out the occasional transaction. Where necessary, 

firms should apply additional CDD measures, and assess those risk factors to obtain a holistic 

view of the risk associated with a particular business relationship or occasional transaction.  



FINAL REPORT ON GUIDELINES ON CUSTOMER DUE DILIGENCE AND THE FACTORS CREDIT  
AND FINANCIAL INSTITUTIONS SHOULD CONSIDER WHEN ASSESSING THE ML/TF RISK  
ASSOCIATED WITH INDIVIDUAL BUSINESS RELATIONSHIPS AND OCCASIONAL TRANSACTIONS 

25 
 

1.27. There is no expectation that firms should draw up a complete customer risk profile for 

occasional transactions. 

Ongoing customer due diligence 

1.28. Firms should use information obtained during the course of the business relationship for 

ƛƴŘƛǾƛŘǳŀƭ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ǇǳǊǇƻǎŜǎ όǎŜŜ ΨaƻƴƛǘƻǊƛƴƎΩ ƛƴ DǳƛŘŜƭƛƴŜ пύΦ 

Sources of information 

1.29. To identify ML/TF risk, firms should refer to information from a variety of sources, which can 

be accessed individually or through commercially available tools or databases that pool 

information from several sources. 

1.30. Firms should always consider the following sources of information: 

 the 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ supranational risk assessment; 

 ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ ƭƛǎǘ ƻŦ ƘƛƎƘ-risk third countries; 

 information from governments, such as ƎƻǾŜǊƴƳŜƴǘǎΩ national risk assessments, 

policy statements and alerts, and explanatory memorandums to relevant 

legislation; 

 information from regulators, such as guidance and the reasoning set out in 

regulatory fines; 

 information from Financial Intelligence Units (FIUs) and law enforcement 

agencies, such as threat reports, alerts and typologies; and 

 information obtained as part of the initial CDD process and ongoing monitoring. 

1.31. Other sources of information firms should consider include, but are not limited to: 

 the ŦƛǊƳΩǎ own knowledge and professional expertise; 

 information from industry bodies, such as typologies and emerging risks; 

 information from civil society, such as corruption indices and country reports; 

 information from international standard-setting bodies such as mutual 

evaluation reports or legally non-binding blacklists, including those listed in 

guidelines 2.11 to 2.15 ; 

 information from credible and reliable open sources, such as reports in reputable 

newspapers; 
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 information from credible and reliable commercial organisations, such as risk 

and intelligence reports; and 

 information from statistical organisations and academia. 

1.32. Firms should determine the type and numbers of sources on a risk-sensitive basis, taking into 

account the nature and complexity of their business. Firms should not normally rely on only 

one source to identify ML/TF risks.  

Guideline 2: Identifying ML/TF risk factors 

 Firms should identify risk factors relating to their customers, countries or geographical areas, 

products and services, and delivery channels in the wayset out in these Guidelines, having 

also regard to the non-exhaustive list of factors set out in Annexes II and III of Directive (EU) 

2015/849. 

 Firms should note that the following risk factors are not exhaustive, nor is there an 

expectation that firms will consider all risk factors in all cases. 

Customer risk factors 

 When identifying the risk associated with their customers, including their ŎǳǎǘƻƳŜǊǎΩ 

beneficial owners,  firms should consider the risk related to: 

 the ŎǳǎǘƻƳŜǊΩǎ ŀƴŘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ beneficial oǿƴŜǊΩǎ business or professional 

activity; 

 the ŎǳǎǘƻƳŜǊΩǎ ŀƴŘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ beneficial ƻǿƴŜǊΩǎ reputation; and 

 the ŎǳǎǘƻƳŜǊΩǎ ŀƴŘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ beneficial ƻǿƴŜǊΩǎ nature and behaviour, 

including whether this could point to increased TF risk. 

 Risk factors that may be relevant when identifying the risk associated with a ŎǳǎǘƻƳŜǊΩǎ or a 

ŎǳǎǘƻƳŜǊΩǎ beneficial ƻǿƴŜǊΩǎ business or professional activity include: 

 Does the customer or beneficial owner have links to sectors that are commonly 

associated with higher corruption risk, such as construction, pharmaceuticals 

and healthcare, the arms trade and defence, the extractive industries or public 

procurement? 

 Does the customer or beneficial owner have links to sectors that are associated 

with higher ML/TF risk, for example certain Money Service Businesses, casinos 

or dealers in precious metals? 
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 Does the customer or beneficial owner have links to sectors that involve 

significant amounts of cash? 

 Where the customer is a legal person, trust, or other type of legal arrangement, 

what is the purpose of their establishment? For example, what is the nature of 

their business? 

 Does the customer have political connections, for example, are they a Politically 

Exposed Person (PEP), or is their beneficial owner a PEP? Does the customer 

or beneficial owner have any other relevant links to a PEP, for example are 

any of the ŎǳǎǘƻƳŜǊΩǎ directors PEPs and, if so, do these PEPs exercise 

significant control over the customer or beneficial owner? Where a customer 

or their beneficial owner is a PEP, firms must always apply EDD measures in 

line with Article 20 of Directive (EU) 2015/849. 

 Does the customer or beneficial owner hold another prominent position or 

enjoy a high public profile that might enable them to abuse this position for 

private gain? For example, are they senior local or regional public officials with 

the ability to influence the awarding of public contracts, decision-making 

members of high-profile sporting bodies or individuals who are known to 

influence the government and other senior decision-makers? 

 Is the customer a legal person subject to enforceable disclosure requirements 

that ensure that reliable information about the ŎǳǎǘƻƳŜǊΩǎ beneficial owner is 

publicly available, for example public companies listed on stock exchanges that 

make such disclosure a condition for listing? 

 Is the customer a credit or financial institution acting on its own account 

from a jurisdiction with an effective AML/CFT regime and is it supervised for 

compliance with local AML/CFT obligations? Is there evidence that the 

customer has been subject to supervisory sanctions or enforcement for failure 

to comply with AML/CFT obligations or wider conduct requirements in recent 

years? 

 Is the customer a public administration or enterprise from a jurisdiction with 

low levels of corruption? 

 Is the ŎǳǎǘƻƳŜǊΩǎ or the beneficial ƻǿƴŜǊΩǎ background consistent with what the 

firm knows about their former, current or planned business activity, their 

ōǳǎƛƴŜǎǎΩǎ turnover, the source of funds and the ŎǳǎǘƻƳŜǊΩǎ or beneficial 

ƻǿƴŜǊΩǎ source of wealth? 

 The following risk factors may be relevant when identifying the risk associated with a 

ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊǎΩ ǊŜǇǳǘŀǘƛƻƴΥ 



FINAL REPORT ON GUIDELINES ON CUSTOMER DUE DILIGENCE AND THE FACTORS CREDIT  
AND FINANCIAL INSTITUTIONS SHOULD CONSIDER WHEN ASSESSING THE ML/TF RISK  
ASSOCIATED WITH INDIVIDUAL BUSINESS RELATIONSHIPS AND OCCASIONAL TRANSACTIONS 

28 
 

 Are there adverse media reports or other relevant sources of information about 

the customer, for example are there any allegations of criminality or terrorism 

against the customer or the beneficial owner? If so, are these reliable and 

credible? Firms should determine the credibility of allegations on the basis of 

the quality and independence of the source of the data and the persistence of 

reporting of these allegations, among other considerations. Firms should note 

that the absence of criminal convictions alone may not be sufficient to dismiss 

allegations of wrongdoing. 

 Has the customer, beneficial owner or anyone publicly known to be closely 

associated with them had their assets frozen due to administrative or criminal 

proceedings or allegations of terrorism or terrorist financing? Does the firm have 

reasonable grounds to suspect that the customer or beneficial owner or 

anyone publicly known to be closely associated with them has, at some point 

in the past, been subject to such an asset freeze? 

 Does the firm know if the customer or beneficial owner has been the subject 

of a suspicious transactions report in the past? 

 Does the firm have any in-house information about the ŎǳǎǘƻƳŜǊΩǎ or the 

beneficial ƻǿƴŜǊΩǎ integrity, obtained, for example, in the course of a long-

standing business relationship? 

 The following risk factors may be relevant when identifying the risk associated with a 

ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ nature and behavior. Firms should note that not all of these 

risk factors will be apparent at the outset; they may emerge only once a business relationship 

has been established: 

 Does the customer have legitimate reasons for being unable to provide robust 

evidence of their identity, perhaps because they are an asylum seeker?  

 Does the firm have any doubts about the veracity or accuracy of the ŎǳǎǘƻƳŜǊΩǎ 

or beneficial ƻǿƴŜǊΩǎ identity? 

 Are there indications that the customer might seek to avoid the establishment 

of a business relationship? For example, does the customer look to carry out one 

transaction or several one-off transactions where the establishment of a 

business relationship might make more economic sense? 

 Is the ŎǳǎǘƻƳŜǊΩǎ ownership and control structure transparent and does it make 

sense? If the ŎǳǎǘƻƳŜǊΩǎ ownership and control structure is complex or opaque, 

is there an obvious commercial or lawful rationale? 

 Does the customer issue bearer shares or does it have nominee shareholders? 
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 Is the customer a legal person or arrangement that could be used as an asset-

holding vehicle? 

 Is there a sound reason for changes in the ŎǳǎǘƻƳŜǊΩǎ ownership and control 

structure? 

 Does the customer request transactions that are complex, unusually or 

unexpectedly large, have an unusual or unexpected pattern, no apparent 

economic or lawful purpose, or lack a sound commercial rationale? Are there 

grounds to suspect that the customer is trying to evade specific thresholds such 

as those set out in Article 11(b) of Directive (EU) 2015/849 and national law 

where applicable? 

 Does the customer request unnecessary or unreasonable levels of secrecy? For 

example, is the customer reluctant to share CDD information, or do they appear 

to want to disguise the true nature of their business? 

 Can the ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ source of wealth or source of funds be 

easily explained, for example through their occupation, inheritance or 

investments? Is the explanation plausible? 

 Does the customer use the products and services they have taken out as 

expected when the business relationship was first established?  

 Where the customer is a non-resident, could their needs be better serviced 

elsewhere? Is there a sound economic and lawful rationale for the customer 

requesting the type of financial service sought? Firms should note that Article 16 

of Directive 2014/92/EU creates a right for customers who are legally resident in 

the Union to obtain a basic payment account, but this right applies only to the 

extent that credit institutions can comply with their AML/CFT obligations as 

referred to in Articles 1(7) and 16(4) of Directive 2014/92/EU. 

 When identifying the risk associated with a custƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ ƴŀǘǳǊŜ ŀƴŘ 

behaviour, firms should pay particular attention to risk factors that, although not specific to 

terrorist financing, could point to increased TF risk, in particular in situations where other TF 

risk factors are also present. To this end, firms should consider at least the following risk 

factors: 

 Is the customer or the beneficial owner a person included in the lists of persons, 

groups and entities involved in terrorist acts and subject to restrictive measures8, 

                                                                                                          

8 See for instance Council Common Position of 27 December 2001 on the application of specific measures to combat 

terrorism (2001/931/CFSP)(OJ L 344 , 28.12.2001, p. 0093); Council Regulation (EC) No 2580/2001 of 27 December 2001 
on specific restrictive measures directed against certain persons and entities with a view to combating terrorism (OJ L 
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or are they known to have close personal or professional links  to persons 

registered on such lists (for example, because they are in a relationship or 

otherwise live with such a person)?  

 Is the customer or the beneficial owner a person who is publicly known to be 

under investigation for terrorist activity or has been convicted for terrorist 

activity, or are they known to have close personal or professional links to such a 

person (for example, because they are in a relationship or otherwise live with 

such a person)? 

 Does the customer carry out transactions that are characterised by incoming and 

outgoing fund transfers from and/or to countries where groups committing 

terrorist offences are known to be operating, that are known to be sources of 

terrorist financing or that are subject to international sanctions? If so, can these 

transfers be explained easily through, for example, family ties or commercial 

relationships? 

 Is the customer a non-profit organization  

 whose activities or leadership been publicly known to be associated with 

extremism or terrorist sympathies? Or 

 whose transaction behaviour is characterized by bulk transfers of large amounts of 

funds to jurisdictions associated with higher ML/TF riks and high-risk third 

countries?  

 Does the customer carry out transactions characterized by large flows of money 

in a short period of time, involving non-profit organizations with unclear links 

(e.g. they are domiciled at the same physical location; they share the same 

representatives or employees or they hold multiple accounts under the same 

names)? 

 Does the customer transfer or intend to transfer funds to persons referred to in 

(a) and (b)? 

 In addition to the information sources listed in guidelines 1.30 and 1.31, firms should pay 

ǇŀǊǘƛŎǳƭŀǊ ŀǘǘŜƴǘƛƻƴ ǘƻ ǘƘŜ C!¢CΩǎ ǘȅǇƻƭƻƎƛŜǎ ƻƴ ¢CΣ ǿƘƛŎƘ ŀǊŜ ǊŜƎǳƭŀǊƭȅ ǳǇŘŀǘŜŘΦ9 

Countries and geographical areas 

                                                                                                          

344 28.12.2001, p. 70 ); Council Regulation (EC) No 881/2002 of 27 May 2002 imposing certain specific restrictive 
measures directed against certain persons and entities associated with the ISIL (Da'esh) and Al-Qaida organisations (OJ 
L 139 29.5.2002, p. 9). You may also consult the EU sanctions map at https://www.sanctionsmap.eu/ 

 
9 http://www.fatf -gafi.org/publications/methodsandtrends/documents/ml-tf-risks.html 

https://www.sanctionsmap.eu/
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 When identifying the risk associated with countries and geographical areas, firms should 

consider the risk related to: 

 the jurisdictions in which the customer is based or is resident, and beneficial 

owner is resident; 

 the jurisdictions that are the ŎǳǎǘƻƳŜǊΩǎ and beneficial ƻǿƴŜǊΩǎ main places of 

business; and 

 the jurisdictions to which the customer and beneficial owner have relevant 

personal or business links, or financial or legal interests. 

 Firms should note that the nature and purpose of the business relationship, or the type of 

business, will often determine the relative importance of individual country and geographical 

risk factors. For example: 

 Where the funds used in the business relationship have been generated 

abroad, the level of predicate offences to money laundering and the 

effectiveness of a ŎƻǳƴǘǊȅΩǎ legal system will be particularly relevant. 

 Where funds are received from, or sent to, jurisdictions where groups 

committing terrorist offences are known to be operating, firms should 

consider to what extent this could be expected to or might give rise to 

suspicion, based on what the firm knows about the purpose and nature of the 

business relationship. 

 Where the customer is a credit or financial institution, firms should pay 

particular attention to the adequacy of the ŎƻǳƴǘǊȅΩǎ AML/CFT regime and the 

effectiveness of AML/CFT supervision. 

 Where the customer is a trust or any other type of legal arrangement, or has a 

structure or functions similar to trusts such as, fiducie, fideicomiso, Treuhand, 

firms should take into account the extent to which the country in which the 

customer and, where applicable, the beneficial owner are registered 

effectively complies with international tax transparency and information 

sharing standards. 

 Risk factors firms should consider when identifying the effectiveness of a ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ 

AML/CFT regime include: 

 Has the country been identified by the Commission as having strategic 

deficiencies in its AML/CFT regime, in line with Article 9 of Directive (EU) 

2015/849? In those cases, firms should refer to guideline 4.53 to 4.57 for 

guidance. 
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 5ƻŜǎ ǘƘŜ ŎƻǳƴǘǊȅΩǎ ƭŀǿ ǇǊƻƘƛōƛǘ ǘƘŜ ƛƳǇƭementation of group-wide policies and 

procedures and in particular are there any situations in which the Commission 

delegated Regulation (EU) 2019/758 should be applied?  

 Is there information from more than one credible and reliable source about the 

quality of the ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ AML/CFT controls, including information about the 

quality and effectiveness of regulatory enforcement and oversight?  Examples of 

possible sources include mutual evaluation reports by the Financial Action Task 

Force (FATF) or FATF-style Regional Bodies (FSRBs) (a good starting point is the 

executive summary and key findings and the assessment of compliance with 

Recommendations 10, 26 and 27 and Immediate Outcomes 3 and 4), the C!¢CΩǎ 

list of high-risk and non- cooperative jurisdictions, International Monetary Fund 

(IMF) assessments and Financial Sector Assessment Programme (FSAP) reports. 

Firms should note that membership of the FATF or an FSRB (e.g. Moneyval) does 

not, of itself, mean that the ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ AML/CFT regime is adequate and 

effective. 

 Firms should note that Directive (EU) 2015/849 does not recognise the ΨŜǉǳƛǾŀƭŜƴŎŜΩ of third 

countries and that EU Member {ǘŀǘŜǎΩ lists of equivalent jurisdictions are no longer being 

maintained. To the extent permitted by national legislation, firms should be able to identify 

lower risk jurisdictions in line with these guidelines and Annex II of Directive (EU) 2015/849. 

 Risk factors firms should consider when identifying the level of terrorist financing risk 

associated with a jurisdiction include: 

 Is there information, for example from law enforcement or credible and reliable 

open media sources, suggesting that a jurisdiction provides funding or support 

for terrorist activities, either from official sources, or from organised groups or 

organisations within that jurisdiction?  

 Is there information, for example from law enforcement or credible and reliable 

open media sources, suggesting that groups committing terrorist offences are 

known to be operating in the country or territory? 

 Is the jurisdiction subject to financial sanctions, embargoes or measures that are 

related to terrorism, financing of terrorism or proliferation issued by, for 

example, the United Nations or the European Union? 

 Risk factors firms should consider when identifying a ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ level of transparency and 

tax compliance include: 

 Is there information from more than one credible and reliable source that the 

country has been deemed compliant with international tax transparency and  

information sharing standards? Is there evidence that relevant rules are 
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effectively implemented in practice? Examples of possible sources include 

reports by the Global Forum on Transparency and the Exchange of 

Information for Tax Purposes of the Organisation for Economic Co-operation 

and Development (OECD), which rate jurisdictions for tax transparency and 

information sharing purposes; assessments of the ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ commitment to 

automatic exchange of information based on the Common Reporting Standard; 

assessments of compliance with FATF Recommendations 9, 24 and 25 and 

Immediate Outcomes 2 and 5 by the FATF or FSRBs; assessments conducted with 

regard to the EU list of non-cooperative jurisdictions for tax purposes; and IMF 

assessments (e.g. IMF staff assessments of offshore financial centres). 

 Has the jurisdiction committed to, and effectively implemented, the Common 

Reporting Standard on Automatic Exchange of Information, which the G20 

adopted in 2014? 

 Has the jurisdiction put in place reliable and accessible beneficial ownership 

registers? 

 Risk factors firms should consider when identifying the risk associated with the level of 

predicate offences to money laundering include: 

 Is there information from credible and reliable public sources about the level 

of predicate offences to money laundering listed in Article 3(4) of Directive 

(EU) 2015/849, for example corruption, organised crime, tax crime and 

serious fraud? Examples include corruption perception indices; OECD country 

reports on the implementation of the h9/5Ωǎ anti-bribery convention; and the 

United Nations Office on Drugs and Crime World Drug Report. 

 Is there information from more than one credible and reliable source about 

the capacity of the ƧǳǊƛǎŘƛŎǘƛƻƴΩǎ investigative and judicial system effectively to 

investigate and prosecute these offences? 

Products, services and transactions risk factors 

 When identifying the risk associated with their products, services or transactions, firms 

should consider the risk related to: 

 the level of transparency, or opaqueness, the product, service or transaction 

affords; 

 the complexity of the product, service or transaction; and 

 the value or size of the product, service or transaction. 
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 Risk factors firms should consider when identifying the risk associated with a product, service 

or ǘǊŀƴǎŀŎǘƛƻƴΩǎ transparency include: 

 To what extent do products or services allow the customer or beneficial 

owner or beneficiary structures to remain anonymous, or facilitate hiding 

their identity? Examples of such products and services include bearer shares, 

fiduciary deposits, offshore vehicles and certain trusts, and legal entities such 

as foundations that can be structured in such a way as to take advantage of 

anonymity and allow dealings with shell companies or companies with nominee 

shareholders. 

 To what extent is it possible for a third party that is not part of the business 

relationship to give instructions, for example in the case of certain 

correspondent banking relationships? 

 Risk factors firms should consider when identifying the risk associated with a product, service 

or ǘǊŀƴǎŀŎǘƛƻƴΩǎ complexity include: 

 How complex is the transaction and does it involve multiple parties or multiple 

jurisdictions, for example in the case of certain trade finance transactions? Are 

transactions straightforward, for example are regular payments made into a 

pension fund? 

 To what extent do products or services allow payments from third parties or 

accept overpayments where this is would not normally be expected?  Where 

ǘƘƛǊŘ ǇŀǊǘȅ ǇŀȅƳŜƴǘǎ ŀǊŜ ŜȄǇŜŎǘŜŘΣ ŘƻŜǎ ǘƘŜ ŦƛǊƳ ƪƴƻǿ ǘƘŜ ǘƘƛǊŘ ǇŀǊǘȅΩǎ ƛŘŜƴǘƛǘȅΣ 

for example is it a state benefit authority or a guarantor? Or are products and 

ǎŜǊǾƛŎŜǎ ŦǳƴŘŜŘ ŜȄŎƭǳǎƛǾŜƭȅ ōȅ ŦǳƴŘ ǘǊŀƴǎŦŜǊǎ ŦǊƻƳ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴ ŀŎŎƻǳƴǘ 

at another financial institution that is subject to AML/CFT standards and 

oversight that are comparable to those required under Directive (EU) 2015/849? 

 Does the firm understand the risks associated with its new or innovative product 

or service, in particular where this involves the use of new technologies or 

payment methods? 

 Risk factors firms should consider when identifying the risk associated with a product, service 

or ǘǊŀƴǎŀŎǘƛƻƴΩǎ value or size include: 

 To what extent are products or services cash intensive, as are many payment 

services but also certain current accounts? 

 To what extent do products or services facilitate or encourage high-value 

transactions? Are there any caps on transaction values or levels of premium 

that could limit the use of the product or service for ML/TF purposes? 
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Delivery channel risk factors 

 When identifying the risk associated with the way in which the customer obtains the 

products or services they require, firms should consider the risk related to: 

a) the extent to which the business relationship is conducted on a non-face-to-face 

basis; and 

b) any introducers or intermediaries the firm might use and the nature of their 

relationship with the firm. 

 When assessing the risk associated with the way in which the customer obtains the products 

or services, firms should consider a number of factors including: 

 whether the customer is physically present for identification purposes. If they 

are not, whether the firm 

 used a reliable form of non-face-to-face CDD; and 

 took steps to prevent impersonation or identity fraud. 

Firms should apply Guidelines 4.29 to 4.31 in those situations. 

 whether the customer has been introduced by another part of the same financial 

group and, if so, to what extent the firm can rely on this introduction as 

reassurance that the customer will not expose the firm to excessive ML/TF risk, 

and what the firm has done to satisfy itself that the group entity applies CDD 

measures to European Economic Area (EEA) standards in line with Article 28 of 

Directive (EU) 2015/849; 

 whether the customer has been introduced by a third party, for example a bank 

that is not part of the same group or an intermediary, and if so 

 whether the third party is a regulated person subject to AML obligations that are 

consistent with those of Directive (EU) 2015/849, and whether the third party is a 

financial institution or its main business activity is unrelated to financial service 

provision; 

 whether the third party applies CDD measures, keeps records to EEA standards, is 

supervised for compliance with comparable AML/CFT obligations in line with 

Article 26 of Directive (EU) 2015/849, and whether there are any indications that 

ǘƘŜ ǘƘƛǊŘ ǇŀǊǘȅΩǎ ƭŜǾŜƭ ƻŦ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ŀǇǇƭƛŎŀōƭŜ !a[/CFT legislation or 

regulation is inadequate, for example whether the third party has been sanctioned 

for breaches of AML/CFT obligations; 
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 whether they are based in a jurisdiction associated with higher ML/TF risk. Where 

a third party is based in a high-risk third country that the CEU Commission has 

identified as having strategic deficiencies, firms must not rely on that third party. 

However, to the extent permitted by national legislation, reliance may be possible 

provided that the intermediary is a branch or majority-owned subsidiary of another 

firm established in the Union, and the firm is confident that the intermediary fully 

complies with group-wide policies and procedures in line with Article 45 of 

Directive (EU) 2015/849.10 

 what the firm has done to satisfy itself that: 

 the third party always provides the necessary identity 

documentation; 

 the third party will provide, immediately upon request, 

relevant copies of identification and verification data or 

electronic data referred to, inter alia, in Article 27 of 

Directive (EU) 2015/849;  

 the quality of the third paǊǘȅΩǎ /55 ƳŜŀǎǳǊŜǎ ƛǎ ǎǳŎƘ ǘƘŀǘ ƛǘ 

can be relied upon; and  

 the level of CDD applied by the third party is 

commensurate to the ML/TF risk associated with the 

business relationship, considering that the third party will 

have applied CDD measures for its own purposes and, 

potentially, in a different context. 

 whether the customer has been introduced through a tied agent, that is, without 

direct firm contact, and to what extent the firm can be satisfied that the agent 

has obtained enough information to ensure that the firm knows its customer and 

the level of risk associated with the business relationship; 

 whether independent or tied agents are used, to what extent they are involved 

on an ongoing basis in the conduct of business, and how this affects the ŦƛǊƳΩǎ 

knowledge of the customer and ongoing risk management; 

 To the extent permitted by national legislation, when the firm uses an 

outsourced service provider for aspects of its AML/CFT obligations, whether it 

has considered whether the outsourced service provider is an obliged entity, and 

ǿƘŜǘƘŜǊ ƛǘ Ƙŀǎ ŀŘŘǊŜǎǎŜŘ ǘƘŜ Ǌƛǎƪǎ ǎŜǘ ƻǳǘ ƛƴ ǘƘŜ 9.!Ωǎ Guidelines on outsourcing 

(EBA/GL/2019/02), where those Guidelines are applicable. 

                                                                                                          

10 Article 26(2) of Directive (EU) 2015/849 
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Guideline 3: Assessing ML/TF risk 

3.1. Firms should use the risk factors they have identified to assess the overall level of ML/TF risk. 

Taking a holistic view 

3.2. Firms should take a holistic view of the ML/TF risk factors they have identified that, together, 

will determine the level of ML/TF risk associated with a business relationship, an occasional 

transaction, or their business. 

3.3. Firms should note that, unless Directive (EU) 2015/849 or national legislation states 

otherwise, the presence of isolated risk factors does not necessarily move a relationship into 

a higher or lower risk category. 

Weighting risk factors 

3.4. When assessing ML/TF risk, firms may decide to weight factors differently depending on their 

relative importance. 

3.5. When weighting risk factors, firms should make an informed judgement about the relevance 

of different risk factors in the context of a business relationship, an occasional transaction or 

ǘƘŜƛǊ ōǳǎƛƴŜǎǎΦ ¢Ƙƛǎ ƻŦǘŜƴ ǊŜǎǳƭǘǎ ƛƴ ŦƛǊƳǎ ŀƭƭƻŎŀǘƛƴƎ ŘƛŦŦŜǊŜƴǘ ΨǎŎƻǊŜǎΩ ǘƻ ŘƛŦŦŜǊŜƴǘ ŦŀŎǘƻǊǎΤ ŦƻǊ 

ŜȄŀƳǇƭŜΣ ŦƛǊƳǎ Ƴŀȅ ŘŜŎƛŘŜ ǘƘŀǘ ŀ ŎǳǎǘƻƳŜǊΩǎ ǇŜǊǎƻƴŀƭ ƭƛƴƪǎ ǘƻ ŀ ƧǳǊƛǎŘƛŎǘƛƻƴ ŀǎǎƻŎƛŀǘŜŘ with 

higher ML/TF risk is less relevant in light of the features of the product they seek. 

3.6. Ultimately, the weight given to each of these factors is likely to vary from product to product 

and customer to customer (or category of customer) and from one firm to another. When 

weighting risk factors, firms should ensure that: 

 weighting is not unduly influenced by just one factor; 

 economic or profit considerations do not influence the risk rating; 

 weighting does not lead to a situation where it is impossible for any business 

relationship to be classified as high risk; 

 the provisions of Directive (EU) 2015/849 or national legislation regarding 

situations that always present a high money laundering risk cannot be over-

ruled by the ŦƛǊƳΩǎ weighting; and 

 they are able to over-ride any automatically generated risk scores where 

necessary. The rationale for the decision to over-ride such scores should be 

documented appropriately. 
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3.7. Where a firm uses automated IT systems to allocate overall risk scores to categorise business 

relationships or occasional transactions and does not develop these in house but purchases 

them from an external provider, it should understand how the system works and how it 

combines or weights risk factors to achieve an overall risk score. A firm must always be able 

ǘƻ ǎŀǘƛǎŦȅ ƛǘǎŜƭŦ ǘƘŀǘ ǘƘŜ ǎŎƻǊŜǎ ŀƭƭƻŎŀǘŜŘ ǊŜŦƭŜŎǘ ǘƘŜ ŦƛǊƳΩǎ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ a[κ¢C Ǌƛǎƪ ŀƴŘ ƛǘ 

should be able to demonstrate this to the competent authority. 

Categorising risk 

3.8. Firms should decide on the most appropriate way to categorise risk. This will depend on the 

ƴŀǘǳǊŜ ŀƴŘ ǎƛȊŜ ƻŦ ǘƘŜ ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎ ŀƴŘ ǘƘŜ ǘȅǇŜǎ ƻŦ a[κ¢C Ǌƛǎƪ ƛǘ ƛǎ ŜȄǇƻǎŜŘ ǘƻΦ !ƭǘƘƻǳƎƘ 

firms often categorise risk as high, medium and low, other categorisations are possible. 

3.9. Following its risk assessment, and having taken into account both inherent risks and any 

mitigants it has identified, a firm should categorise its business lines as well as their business 

relationships and occasional transactions according to the perceived level of ML/TF risk. 

Guideline 4: CDD measures to be applied by all firms 

4.1. ! ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎ-wide and individual risk assessments should help it identify where it should 

focus its ML/TF isk management efforts, both at customer take-on and for the duration of 

the business relationship. 

4.2. Firms should ensure that their AML/CFT policies and procedures build on, and reflect, their 

risk assessment.  

4.3. They should also ensure that their AML/CFT policies and procedures are readily available, 

applied, effective, and understood by all relevant staff. 

4.4. When complying with their obligation under Article 8 of Directive 2015/849 to obtain 

approval for their AML/CFT policies, controls and procedures from their senior management, 

firms should ensure that senior management have access to sufficient data, including the 

firm's business-wide ML/TF risk assessment, to take an informed view on the adequacy and 

effectiveness of these policies and procedures and in particular their CDD policies and 

procedures. 

Customer due diligence 

4.5. CDD measures should help firms better understand the risk associated with individual 

business relationships and occasional transactions. 

4.6. Firms must apply each of the CDD measures set out in Article 13(1) of Directive (EU) 2015/849 

but may determine the extent of each of these measures on a risk- sensitive basis. 
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4.7. Firms should set out clearly, in their policies and procedures,  

 who the customer and, where applicable, beneficial owner is for each type of 

customer and category of products and services, and whose identity has to be 

verified for CDD purposes. Firms should refer to the sectoral guidance in Title II 

of these guidelines, which has further detail on the identification of customers 

and their beneficial owners.  

 what constitutes an occasional transaction in the context of their business and at 

what point a series of one-off transactions amounts to a business relationship, 

rather than an occasional transaction, taking into consideration factors such as 

the frequency or regularity with which the customer returns for occasional 

transactions, and the extent to which the relationship is expected to have, or 

appears to have, an element of duration. Firms should note that the monetary 

threshold in Article 11 (b) of Directive (EU) 2015/847 is relevant only to the 

extent that it triggers an absolute requirement to apply CDD measures; a series 

of occasional transactions can be a business relationship even where that 

threshold is not reached; 

 what the appropriate level and type of CDD that they will apply to individual 

business relationships and occasional transactions;  

 how they expect the identity of the customer and, where applicable, the 

beneficial owner to be verified and how they expect the nature and purpose of 

the business relationship to be established;  

 which level of monitoring is to be applied in what circumstances;  

 how, and in which situations, weaker forms of identification and verification of 

identity can be compensated for by enhanced monitoring; and 

 ǘƘŜ ŦƛǊƳΩǎ risk appetite. 

4.8. As set out in Article 13(4) of Directive (EU) 2015/849, firms should be able to demonstrate 

to their competent authority that the CDD measures they have applied are commensurate 

to the ML/TF risks. 

Financial inclusion and de-risking 

4.9. Ψ5Ŝ-ǊƛǎƪƛƴƎΩ ǊŜŦŜǊǎ ǘƻ ŀ ŘŜŎƛǎƛƻƴ ǘŀƪŜƴ ōȅ ŦƛǊƳǎ ǘƻ ƴƻ ƭƻƴƎŜǊ ƻŦŦŜǊ ǎŜǊǾƛŎŜǎ ǘƻ ǎƻƳŜ ŎŀǘŜƎƻǊƛŜǎ 

of customers associated with higher ML/TF risk. As the risk associated with individual 

business relationships will vary, even within one category, the application of a risk-based 

approach does not require firms to refuse, or terminate, business relationships with entire 
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categories of customers that are considered to present higher ML/TF risk. Firms should 

carefully balance the need for financial inclusion with the need to mitigate ML/TF risk.  

4.10. As part of this, firms should put in place appropriate and risk-sensitive policies and 

procedures to ensure that their approach to applying CDD measures does not result in unduly 

denying legitimate customers access to financial services., Where a customer has legitimate 

and credible reasons for being unable to provide traditional forms of identity documentation, 

firms should consider mitigating ML/TF risk in other ways, including by 

 Adjusting the level and intensity of monitoring in a way that is commensurate to 

the ML/TF risk associated with the customer, including the risk that a customer 

who may have provided a weaker form of identity documentation may not be 

who they claim to be; and 

 Offering only basic financial products and services, which restrict the ability of 

users to abuse these products and services for financial crime purposes. Such 

basic products and services may also make it easier for firms to identify unusual 

transactions or patterns of transactions, including the unintended use of the 

product; but it is important that any limits be proportionate and do not 

ǳƴǊŜŀǎƻƴŀōƭȅ ƻǊ ǳƴƴŜŎŜǎǎŀǊƛƭȅ ƭƛƳƛǘ ŎǳǎǘƻƳŜǊǎΩ ŀŎŎŜǎǎ ǘƻ ŦƛƴŀƴŎƛŀƭ ǇǊƻŘǳŎǘǎ ŀƴŘ 

services. 

4.11. CƛǊƳǎ Ƴŀȅ ǿƛǎƘ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ 9.!Ωǎ hǇƛƴƛƻƴ ƻƴ the application of customer due diligence 

measures to customers who are asylum seekers from higher-risk third countries or territories 

(EBA-OP-2016-07). 

Beneficial owners 

4.12. When discharging their obligations set out in Article 13(1)(b) of Directive (EU) 2015/849 to 

understand ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ŎƻƴǘǊƻƭ ǎǘǊǳŎǘǳǊŜ  ŦƛǊƳǎ ǎƘƻǳƭŘ ǘŀƪŜ ŀǘ ƭŜŀǎǘ ǘƘŜ 

followings steps : 

 Firms should ask the customer who their beneficial owners are; 

 Firms should document the information obtained.  

 Firms should then take all necessary and reasonable measures to verify the 

information: to achieve this, firms should consider using beneficial ownership 

registers where available.  

 Steps b) and c) should be applied on a risk-sensitive basis. 

Beneficial ownership registers 
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4.13. Firms should be mindful that using information contained in beneficial ownership registers 

does not, in itself, fulfil their duty to take adequate and risk-sensitive measures to identity 

the beneficial owner and verify their identity. Firms may have to take additional steps to 

identify and verify the beneficial owner, in particular where the risk associated with the 

business relationship is increased or where the firm has doubts that the person listed in the 

register is the ultimate beneficial owner. 

Control through other means 

4.14. The requirement to identify, and take all necessary and reasonable measures to verify the 

identity of the beneficial owner relates only to the natural person who ultimately owns or 

controls the customer. However, to comply with their obligations under Article 13 of 

Directive (EU) 2015/849, firms should also take reasonable measures to understand the 

ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ŎƻƴǘǊƻƭ ǎǘǊǳŎǘǳǊŜΦ 

4.15. ¢ƘŜ ƳŜŀǎǳǊŜǎ ŦƛǊƳǎ ǘŀƪŜ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ŎƻƴǘǊƻƭ ǎǘǊǳŎǘǳǊŜ 

should be sufficient so that the firm can be reasonably satisfied that it understands the risk 

associated with different layers of ownership and control. In particular, firms should be 

satisfied that, 

 tƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ŎƻƴǘǊƻƭ ǎǘǊǳŎǘǳǊŜ ƛǎ ƴƻǘ ǳƴŘǳƭȅ ŎƻƳǇƭŜȄ ƻǊ 

opaque; or 

 complex or opaque ownership and control structures have a legitimate legal or 

economic reason.  

4.16. To meet their obligations under Article 33 (1) of Directive (EU) 2015/849, firms should report 

ǘƻ ǘƘŜ CL¦ ƛŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ ŀƴŘ ŎƻƴǘǊƻƭ ǎǘǊǳŎǘǳǊŜ ƎƛǾŜ ǊƛǎŜ ǘƻ suspicion and they 

have reasonable grounds to suspect that the funds may be the proceeds of criminal activity 

or are related to terrorist financing. 

4.17. Firms should pay particular attention to persons who may exercise Ψcontrol through other 

meansΩ ǳƴŘŜǊ !ǊǘƛŎle 3(6) (a)(i) of Directive (EU) 2015/849Φ 9ȄŀƳǇƭŜǎ ƻŦ ΨŎƻƴǘǊƻƭ ǘƘǊƻǳƎƘ 

ƻǘƘŜǊ ƳŜŀƴǎΩ ŦƛǊƳǎ ǎƘƻǳƭŘ ŎƻƴǎƛŘŜǊ ƛƴŎƭǳŘŜΣ ōǳǘ ŀǊŜ ƴƻǘ ƭƛƳƛǘŜŘ ǘƻΥ 

 control without direct ownership, for example through close family 

relationships, or historical or contractual associations;  

 using, enjoying or benefiting from the assets owned by the customer; 

 responsibility for strategic decisions that fundamentally affect the business 

practices or general direction of a legal person.  

4.18. Firms should decide, on a risk-sensitive basis, ǿƘŜǘƘŜǊ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ 

and control structure.  
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LŘŜƴǘƛŦȅƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǎŜƴƛƻǊ ƳŀƴŀƎƛƴƎ ƻŦŦƛŎƛŀƭǎ 

4.19. Where the customer is a legal entity, firms should make every effort to identify the beneficial 

owner as defined in Article 3(6)(a) (i) of Directive (EU) 2015/849.  

4.20. Firms should ǊŜǎƻǊǘ ǘƻ ƛŘŜƴǘƛŦȅƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǎŜƴƛƻǊ ƳŀƴŀƎƛƴƎ ƻŦŦƛŎƛŀƭǎ ŀǎ ōŜƴŜŦƛŎƛŀƭ 

owners only if: 

 They have exhausted all possible means of identifying the natural person who 

ultimately owns or controls the customer; 

 Their inability to identify the natural person who ultimately owns or controls the 

customer does not give rise to suspicions of ML/TF; and 

 They are satisfied that the reason given by the customer as to why the natural 

person who ultimately owns or controls the customer cannot be identified is 

plausible. 

4.21. When deciding which senior managing official, or which senior managing officials, to identify 

as beneficial owner, firms should consider who has ultimate and overall responsibility for the 

customer and takes ōƛƴŘƛƴƎ ŘŜŎƛǎƛƻƴǎ ƻƴ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōŜƘŀƭŦΦ  

4.22. In those cases, firms should clearly document their reasons for identifying the senior 

ƳŀƴŀƎŜǊΣ ǊŀǘƘŜǊ ǘƘŀƴ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΣ ŀƴŘ Ƴǳǎǘ ƪŜŜǇ ǊŜŎƻǊŘǎ ƻŦ ǘƘŜƛǊ 

actions11. 

Identifying the beneficial owner of a public administration or a state-owned enterprises 

4.23. Where the customer is a public administration or a state-owned enterprise, firms should 

follow the guidance in guidelines 4.21 and 4.22 to identify the senior managing official.  

4.24. In those cases, and in particular where the risk associated with the relationship is increased, 

for example because the state-owned enterprise is from a country associated with high levels 

of corruption, firms should take risk-sensitive steps to establish that the person they have 

identified as the beneficial owner is properly authorised by the customer to act on the 

ŎǳǎǘƻƳŜǊΩǎ ōŜƘŀƭŦΦ 

4.25. Firms should also have due regard to the possibility that the senior managing official of the 

customer may be a PEP. Should this be the case, firms must apply EDD measures to that 

senior managing official in line with Article 18 of Directive (EU) 2015/849, and assess whether 

the extent to which the PEP can influence the customer gives rise to increased ML/TF risk 

and whether it may be necessary to apply EDD measures to the customer.  

                                                                                                          

11 Article 3(6)(a)(ii) of Directive (EU) 2015/849 
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Evidence of identity 

4.26. To comply with their obligations under Article 13(1)(a) and (b) of Directive (EU) 2015/849, 

firms should ǾŜǊƛŦȅ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘȅ ŀƴŘΣ ǿƘŜǊŜ ŀǇǇƭƛŎŀōƭŜΣ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊǎΩ 

identity, on the basis of reliable and independent information and data, whether this is 

obtained remotely, electronically or in documentary form. 

4.27. Firms should set out in their policies and procedures which information and data they will 

treat as reliable and independent for CDD purposes. As part of this, firms should consider 

 What makes data or information reliable. Firms should consider different 

degrees of reliability, which they should determine based on  

 the extent to which the customer had to undergo certain checks to obtain the 

information or data provided; 

 the official status, if any, of the person or institution that carried out those checks; 

 the level of assurance associated with any digital ID system used; and 

 the ease with which the identity information or data provided can be forged. 

 What makes data or information independent. Firms should consider different 

degrees of independence, which they should determine based on the extent to 

which the person or institution that originally issued or provided the data or 

information: 

 is linked to the customer through direct personal, professional or family ties; and  

 could have been unduly influenced by the customer. 

In most cases, firms should be able to treat government-issued information or data 
as providing the highest level of independence and reliability. 

4.28. Firms should assess the risks associated with each type of evidence provided and the method 

of identification and verification used and ensure that the method and type chosen is 

commensurate with the ML/TF risk associated with the customer. 

Non-face to face situations  

4.29. To perform their obligations under Article 13(1) of Directive (EU) 2015/849, where the 

business relationship is initiated, established, or conducted in non-face to face situations or 

an occasional transaction is done in non-face to face situations, firms should: 

 take adequate measures to be satisfied that the customer is who he claims to 

be; and 
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 assess whether the non-face to face nature of the relationship or occasional 

transaction gives rise to increased ML/TF risk and if so, adjust their CDD 

measures accordingly. When assessing the risk associated with non-face to face 

relationships, firms should have regard to the risk factors set out in Guideline 2.  

4.30. Where the risk associated with a non-face to face relationship or an occasional transaction is 

increased, firms should apply EDD measures in line with Guidelines 4.46. Firms should 

consider in particular whether enhanced measures to verify the identity of the customer or 

enhanced ongoing monitoring of the relationship would be appropriate. 

4.31. Firms should have regard to the fact that the use of electronic means of identification does 

not of itself give rise to increased ML/TF risk, in particular where these electronic means 

provide a high level of assurance under Regulation (EU) 910/2014. 

Using innovative technological means to verify identity 

4.32. Directive (EU) 2015/849 is technology neutral and firms may choose to use electronic or 

ŘƻŎǳƳŜƴǘŀǊȅ ƳŜŀƴǎΣ ƻǊ ŀ ŎƻƳōƛƴŀǘƛƻƴ ǘƘŜǊŜƻŦΣ ǘƻ ŜǾƛŘŜƴŎŜ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ƛŘŜƴǘƛǘȅΤ ōǳǘ 

pursuant to Article 13(1)(a) of Directive (EU) 2015/849 firms should  make sure that this 

evidence is based on data or information from reliable and independent sources.  

4.33. Firms that use or intend to use innovative technological means for identification and 

verification purposes should assess the extent to which the use of innovative technological 

solutions can address, or might exacerbate, the ML/TF risks, in particular in non-face to face 

situations. As part of their assessment, firms should have a clear view on: 

 ICT and security risks, in particular the risk that the innovative solution may be 

unsuitable or unreliable or could be tampered with; 

 qualitative risks, in particular the risk that the sources of information used for 

verification purposes are not sufficiently independent and reliable and therefore 

fall short of Union law or national law; and the risk that the extent of identity 

verification provided by the innovative solution is not commensurate with the 

level of ML/TF risk associated with the business relationship; 

 legal risks, in particular the risk that the technological solution provider does not 

comply with applicable data protection legislation; and 

 impersonation fraud risks, that is, the risk that a customer is not who they claim 

to be. Firms should also consider the risk that the person is not a real person. 

4.34. Firms that use an external provider, rather than develop their own innovative solution in-

house, remain ultimately responsible for meeting their CDD obligations. They should be clear 

about their relationship with the innovative solution provider (e.g. whether it is an 
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outsourcing relationship, or whether the use of the innovative solution constitutes a form of 

reliance on a third party as per Section 4 of Directive (EU) 2015/849), and take sufficient steps 

to be satisfied that the innovative solution provider: 

 is registered with relevant national authorities to access and store personal data 

to EU legal standards in compliance with Regulation (EU) 2016/679 (General Data 

Protection Regulation (GDPR)12 and legislation by which the GDPR has been 

implemented; 

 accesses and uses a sufficient range of data from different sources and across 

time, having regard to the following elements in particular  

 ŜƭŜŎǘǊƻƴƛŎ ŜǾƛŘŜƴŎŜ ōŀǎŜŘ ƻƴ ŀ ŎǳǎǘƻƳŜǊΩǎ ǇŀǎǎǇƻǊǘ ƛǎ ǳƴƭƛƪŜƭȅ ǘƻ ōŜ ǎǳŦŦƛŎƛŜƴǘ ƛƴ ŀ 

non-face to face context without accompanying checks to ensure that the 

customer is who they say they are, and that the document has not been tampered 

with; and 

 a single data source or a single point in time is unlikely to be enough to meet 

verification standards in most situations 

 is contractually bound to comply with duties required by their agreement and 

binding norms of Union Law and national law, and to inform the firm 

immediately should anything change; and 

 operates transparently, so that the firm knows at all times which checks were 

carried out, which sources were used, what the results were and how robust 

these results were. 

4.35. Where the external provider is a firm established in a third country, the firm should ensure 

that it understands the legal risks and operational risks and data protection requirements 

associated therewith and mitigates those risks effectively. 

4.36. Firms should be prepared to demonstrate to their competent authority that the use of a 

particular innovative solution is appropriate. 

4.37. CƛǊƳǎ Ƴŀȅ ǿƛǎƘ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ 9{!ǎΩ нлму Wƻƛƴǘ hǇƛƴƛƻƴ on the use of innovative solutions in 

the customer due diligence process, which has further detail on these points. 

Establishing the nature and purpose of the business relationship 

4.38. The measures firms take to establish the nature and purpose of the business relationship 

should be commensurate to the risk associated with the relationship and sufficient to enable 

                                                                                                          

12 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC (General Data Protection Regulation),( OJ L 119, 4.5.2016, p. 1). 
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ǘƘŜ ŦƛǊƳ ǘƻ ǳƴŘŜǊǎǘŀƴŘ ǿƘƻ ǘƘŜ ŎǳǎǘƻƳŜǊ ƛǎΣ ŀƴŘ ǿƘƻ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊǎ ŀǊŜΦ 

Firms should at least take steps to understand: 

 ¢ƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŀŎǘƛǾƛǘƛŜǎ ƻǊ ōǳǎƛƴŜǎǎΤ 

 Why the customer hŀǎ ŎƘƻǎŜƴ ǘƘŜ ŦƛǊƳΩǎ ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎΤ 

 The value and sources of funds that will be flowing through the account; 

 Iƻǿ ǘƘŜ ŎǳǎǘƻƳŜǊ ǿƛƭƭ ōŜ ǳǎƛƴƎ ǘƘŜ ŦƛǊƳΩǎ ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎΤ  

 Whether the customer has other business relationships with other parts of the 

firm or its wider group, and the extent to which this ŀŦŦŜŎǘǎ ǘƘŜ ŦƛǊƳΩǎ 

understanding of the customer; and 

 ²Ƙŀǘ ŎƻƴǎǘƛǘǳǘŜǎ ΨƴƻǊƳŀƭΩ ōŜƘŀǾƛƻǳǊ ŦƻǊ ǘƘƛǎ ŎǳǎǘƻƳŜǊ ƻǊ ŎŀǘŜƎƻǊȅ ƻŦ Ŏustomers. 

4.39. Firms should refer to the risk factors in guidelines 2.4 to 2.6 of these guidelines. 

Simplified customer due diligence 

4.40. To the extent permitted by national legislation, firms may apply SDD measures in situations 

where the ML/TF risk associated with a business relationship has been assessed as low. SDD 

is not an exemption from any of the CDD measures; however, firms may adjust the amount, 

timing or type of each or all of the CDD measures in a way that is commensurate to the low 

risk they have identified. 

4.41. SDD measures firms may apply include but are not limited to: 

 the timing of CDD, for example where the product or transaction sought has 

features that limit its use for ML/TF purposes, for example by: 

 verifying the ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ identity during the establishment 

of the business relationship; or 

 ǾŜǊƛŦȅƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ ƛŘŜƴǘƛǘȅ ƻƴŎŜ ǘǊŀƴǎŀŎǘƛƻƴǎ ŜȄŎŜŜŘ ŀ 

defined threshold or once a reasonable time limit has lapsed. Firms must make sure 

that: 

 this does not result in a de facto exemption from 

CDD, that is, firms must ensure that the ŎǳǎǘƻƳŜǊΩǎ 

or beneficial ƻǿƴŜǊΩǎ identity will ultimately be 

verified; 
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 the threshold or time limit is set at a reasonably low 

level (although, with regard to terrorist financing, 

firms should note that a low threshold alone may 

not be enough to reduce risk); 

 they have systems in place to detect when the 

threshold or time limit has been reached; and 

 they do not defer CDD or delay obtaining relevant 

information about the customer where applicable 

legislation, for example Regulation (EU) 2015/847 or 

provisions in national legislation, require that this 

information be obtained at the outset. 

 adjusting the quantity of information obtained for identification, verification or 

monitoring purposes, for example by: 

 verifying identity on the basis of information obtained from one reliable, credible 

and independent document or data source only; or 

 assuming the nature and purpose of the business relationship  because the 

product is designed for one particular use only, such as a company pension 

scheme or a shopping center gift card. 

 adjusting the quality or source of information obtained for identification, 

verification or monitoring purposes, for example by: 

 accepting information obtained from the customer rather than an independent 

source when verifying the beneficial ƻǿƴŜǊΩǎ identity (note that this is not 

permitted for the verification of ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘȅύΤ ƻǊ 

 where the risk associated with all aspects of the relationship is very low, relying 

on the source of funds to meet some of the CDD requirements, for example 

where the funds are state benefit payments or where the funds have been 

transferred from an account in the ŎǳǎǘƻƳŜǊΩǎ ƴŀƳŜ at an EEA firm; 

 adjusting the frequency of CDD updates and reviews of the business relationship, 

for example carrying these out only when trigger events occur such as the when 

the customer looks to take out a new product or service or when a certain 

transaction threshold is reached; firms must make sure that this does not result 

in a de facto exemption from keeping CDD information up-to-date. 

 adjusting the frequency and intensity of transaction monitoring, for example by 

monitoring transactions above a certain threshold only. Where firms choose to 
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do this, they must ensure that the threshold is set at a reasonable level and that 

they have systems in place to identify linked transactions that, together, would 

exceed that threshold. 

4.42. Title II lists additional SDD measures that may be of particular relevance in different sectors. 

4.43. The information a firm obtains when applying SDD measures must enable the firm to be 

reasonably satisfied that its assessment that the risk associated with the relationship is low 

is justified. It must also be sufficient to give the firm enough information about the nature of 

the business relationship to identify any unusual or suspicious transactions. SDD does not 

exempt an institution from reporting suspicious transactions to the FIU. 

4.44. Where there are indications that the risk may not be low, for example where there are 

grounds to suspect that ML/TF is being attempted or where the firm has doubts about the 

veracity of the information obtained, SDD must not be applied.13 Equally, where specific high-

risk scenarios apply and there is an obligation to conduct EDD, SDD must not be applied. 

Enhanced customer due diligence 

4.45. Pursuant to Articles 18 to 24 of Directive (EU) 2015/849, firms must apply EDD measures in 

higher risk situations to manage and mitigate those risks appropriately. EDD measures 

cannot be substituted for regular CDD measures but must be applied in addition to regular 

CDD measures. 

4.46. Directive (EU) 2015/849 lists specific cases that firms must always treat as higher risk: 

 where the customer, or the ŎǳǎǘƻƳŜǊΩǎ beneficial owner, is a PEP (Articles 20 to 

24);  

 where a firm enters into a correspondent relationship involving the execution of 

payments with a third-country institution (Article 19);  

 where a firm maintains a business relationship or carries out a transaction 

involving high-risk third countries (Article 18(1)); and 

 all transactions that are 

 complex; 

 unusually large; 

 conducted in an unusual pattern; or 

                                                                                                          

13 Article 11(e) and (f) and Article 15(2) of Directive (EU) 2015/849. 
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 without obvious economic or lawful purpose (Article 18(2)).  

4.47. Directive (EU) 2015/849 sets out specific EDD measures that firms must apply: 

 where the customer, or the ŎǳǎǘƻƳŜǊΩǎ beneficial owner, is a PEP; 

 where the business relationship or transaction involves a high risk third country 

identified by the Commission pursuant to Article 9(2) of Directive (EU) 2015/849; 

 with respect to correspondent relationships involving the execution of payments 

with respondents from third countries; and 

 with respect to all transactions that are either complex, unusually large, 

conducted in an unusual pattern or do not have an apparent economic or lawful 

purpose. 

Firms should apply additional EDD measures in those situations where this is 
commensurate to the ML/TF risk they have identified. 

Politically Exposed Persons 

4.48. When putting in place risk-sensitive policies and procedures to identify PEPs, firms should 

have regard to the list of prominent public functions published by the Commission pursuant 

to Article 20a(3) of Directive (EU) 2015/849 and ensure that holders of these functions are 

identified. This list applies to prominent functions in the EU; when determining how to 

identify PEPs from third countries, firms should instead refer to the list of functions in Article 

3(9) of Directive (EU) 2015/849 and adjust this list on a case-by-case basis. 

4.49. Firms that use commercially available PEP lists should ensure that information on these lists 

is up to date and that they understand the limitations of those lists. Firms should take 

additional measures where necessary, for example in situations where the screening results 

are inconclusive ƻǊ ƴƻǘ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ŦƛǊƳΩǎ ŜȄǇŜŎǘŀǘƛƻƴǎΦ 

4.50. Firms that have identified that a customer or beneficial owner is a PEP must always: 

 Take adequate measures to establish the source of wealth and the source of 

funds to be used in the business relationship in order to allow the firm to satisfy 

itself that it does not handle the proceeds from corruption or other criminal 

activity. The measures firms should take to establish the t9tΩǎ source of wealth 

and the source of funds will depend on the degree of high risk associated with 

the business relationship. Firms should verify the source of wealth and the 

source of funds on the basis of reliable and independent data, documents or 

information where the risk associated with the PEP relationship is particularly 

high. 
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 Obtain senior management approval for entering into, or continuing, a business 

relationship with a PEP. The appropriate level of seniority for sign-off should be 

determined by the level of increased risk associated with the business 

relationship, and the senior manager approving a PEP business relationship 

should have sufficient seniority and oversight to take informed decisions on 

issues that directly impact the ŦƛǊƳΩǎ risk profile. 

 When considering whether to approve a PEP relationship, senior management 

should base their decision on the level of ML/TF risk the firm would be exposed 

to if it entered into that business relationship and how well equipped the firm is 

to manage that risk effectively. 

 Apply enhanced ongoing monitoring of both transactions and the risk associated 

with the business relationship. Firms should identify unusual transactions and 

regularly review the information they hold to ensure that any new or emerging 

information that could affect the risk assessment is identified in a timely fashion. 

The frequency of ongoing monitoring should be determined by the level of high 

risk associated with the relationship. 

4.51. Pursuant to Article 20(b) of Directive (EU) 2015/849, firms must apply all of these measures 

to PEPs, their family members and known close associates and should adjust the extent of 

these measures on a risk-sensitive basis.  

4.52. Firms should ensure that the measures they put in place to comply with the Directive (EU) 

2015/849and with these guidelines in respect of PEPs do not result in PEP customers being 

unduly denied access to financial services. 

High-risk third countries  

4.53. With respect to a business relationship or transaction involving high-risk third countries as 

set out in Article 9(2) of Directive (EU) 2015/849, firms should ensure that they apply, as a 

minimum, the EDD measures set out in Article 18a(1) and, where applicable, the measures 

set out in Article 18 a(2) of Directive (EU) 2015/849.  

4.54. Firms should apply the measures listed in guideline 4.53 and should adjust the extent of these 

measures on a risk-sensitive basis.  

4.55. A business relationship or transaction always involves a high risk third country if 

 the funds were generated in a high risk third country; 

 the funds are received from a high risk third country;  

 the destination of funds is a high risk third country;  
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 the firm is dealing with a natural person or legal entity resident or established in 

a high risk third country; or 

 the firm is dealing with a trustee established in a high risk third country or with 

a trust governed under the law of a high risk third country. 

4.56. When performing CDD measures or during the course of a business relationship, firms should 

ensure that they also apply the EDD measures set out in Article 18a(1) and, where applicable, 

the measures set out in Article 18a(2) of Directive (EU) 2015/849, where firms determine 

that 

  the transaction passes through a high-risk third country, for example because of 

where the intermediary payment services provider is based; or 

 ŀ ŎǳǎǘƻƳŜǊΩǎ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊ ƛǎ ǊŜǎƛŘŜƴǘ ƛƴ ŀ ƘƛƎƘ-risk third country. 

4.57. Notwithstanding guidelines 4.54 and 4.56, firms should carefully assess the risk associated 

with business relationships and transactions where  

 the customer is known to maintain close personal or professional links with a 

high-risk third country; or 

 beneficial owner(s) is/are known to maintain close personal or professional links 

with a high-risk third country. 

In those situations, firms should take a risk-based decision on whether or not to apply 

the measures listed in Article 18a) of Directive (EU) 2015/849, EDD measures or 

regular CDD measures. 

Correspondent relationships 

4.58. To comply with Article 19 of Directive (EU) 2015/849, firms must take specific EDD measures 

where they have a cross-border correspondent relationship with a respondent based in a 

third country. Firms must apply all of these measures and should adjust the extent of these 

measures on a risk-sensitive basis. 

4.59. Firms should refer to Title II for guidelines on EDD in relation to correspondent banking 

relationships; these guidelines may also be useful for firms in other correspondent 

relationships. 

Unusual transactions 

4.60. Firms should put in place adequate policies and procedures to detect unusual transactions 

or patterns of transactions. Where a firm detects such transactions, it must apply EDD 

measures. Transactions may be unusual because: 
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 they are larger than what the firm would normally expect based on its knowledge 

of the customer, the business relationship or the category to which the customer 

belongs;  

 ǘƘŜȅ ƘŀǾŜ ŀƴ ǳƴǳǎǳŀƭ ƻǊ ǳƴŜȄǇŜŎǘŜŘ ǇŀǘǘŜǊƴ ŎƻƳǇŀǊŜŘ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

normal activity or the pattern of transactions associated with similar customers, 

products or services; or  

 they are very complex compared with other, similar, transactions associated 

with similar customer types, products or services, and the firm is not aware of an 

economic rationale or lawful purpose or doubts the veracity of the information 

it has been given. 

4.61. These EDD measures should enable the firm to determine whether these transactions give 

rise to suspicion and must at least include: 

 taking reasonable and adequate measures to understand the background and 

purpose of these transactions, for example by establishing the source and 

destination of the funds or finding out more about the ŎǳǎǘƻƳŜǊΩǎ business to 

ascertain the likelihood of the customer making such transactions; and 

 monitoring the business relationship and subsequent transactions more 

frequently and with greater attention to detail. A firm may decide to monitor 

individual transactions where this is commensurate to the risk it has identified. 

Other high-risk situations 

4.62. In all other high risk situations, firms should take an informed decision about which EDD 

measures are appropriate for each high-risk situation. The appropriate type of EDD, including 

the extent of the additional information sought, and of the increased monitoring carried out, 

will depend on the reason why an occasional transaction or a business relationship was 

classified as high risk. 

4.63. Firms are not required to apply all the EDD measures listed below in all cases. For example, 

in certain high-risk situations it may be appropriate to focus on enhanced ongoing monitoring 

during the course of the business relationship. 

4.64. EDD measures firms should apply may include: 

 Increasing the quantity of information obtained for CDD purposes as follows: 

 Information about the ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ identity, or the 

ŎǳǎǘƻƳŜǊΩǎ ownership and control structure, to be satisfied that the risk 

associated with the relationship is well understood. This may include obtaining 

and assessing information about the ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ reputation 
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and assessing any negative allegations against the customer or beneficial owner. 

Examples include: 

 information about family members and close business 

partners; 

 ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ  ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ 

ƻǿƴŜǊΩǎ Ǉŀǎǘ ŀƴŘ ǇǊŜǎŜƴǘ ōǳǎƛƴŜǎǎ ŀŎǘƛǾƛǘƛŜǎΤ ŀƴŘ 

 adverse media searches. 

 Information about the intended nature of the business relationship to ascertain 

that the nature and purpose of the business relationship is legitimate and to help 

firms obtain a more complete customer risk profile. This may include obtaining 

information on: 

a. the number, size and frequency of transactions that 

are likely to pass through the account, to enable the 

firm to spot deviations that might give rise to suspicion 

(in some cases, requesting evidence may be 

appropriate); 

b. why the customer is looking for a specific product or 

service, in particular where it is unclear why the 

ŎǳǎǘƻƳŜǊΩǎ ƴŜŜŘǎ Ŏŀƴƴƻǘ ōŜ ƳŜǘ ōŜǘǘŜǊ ƛƴ ŀƴƻǘƘŜǊ 

way, or in a different jurisdiction; 

c. the destination of funds; 

d. ǘƘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ 

business, to enable the firm to better understand the 

likely nature of the business relationship. 

 Increasing the quality of information obtained for CDD purposes to confirm the 

ŎǳǎǘƻƳŜǊΩǎ or beneficial ƻǿƴŜǊΩǎ identity including by: 

 requiring the first payment to be carried out through an account verifiably in the 

ŎǳǎǘƻƳŜǊΩǎ ƴŀƳŜ ǿƛǘƘ ŀ ōŀƴƪ ǎǳōƧŜŎǘ ǘƻ /55 ǎǘŀƴŘŀǊŘǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƭŜǎǎ Ǌƻōǳǎǘ 

than those set out in Chapter II of Directive (EU) 2015/849; or  

 ŜǎǘŀōƭƛǎƘƛƴƎ ǘƘŀǘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǿŜŀƭǘƘ ŀƴŘ ǘƘŜ ŦǳƴŘǎ ǘƘŀǘ ŀǊŜ ǳǎŜŘ ƛƴ ǘƘŜ ōǳǎƛƴess 

relationship are not the proceeds of criminal activity and that the source of wealth 

ŀƴŘ ǎƻǳǊŎŜ ƻŦ ŦǳƴŘǎ ŀǊŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ŦƛǊƳΩǎ ƪƴƻǿƭŜŘƎŜ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊ ŀƴŘ 

the nature of the business relationship. In some cases, where the risk associated 

with the relationship is particularly high, verifying the source of wealth and the 
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source of funds may be the only adequate risk mitigation tool. The source of funds 

or wealth can be verified, inter alia, by reference to VAT and income tax returns, 

copies of audited accounts, pay slips, public deeds or independent media reports. 

Firms should have regard to the fact that funds from legitimate business activity 

may still constitute money laundering or terrorist financing as set out in paragraphs 

(3) to (5) of Article 1 of Directive (EU) 2015/849. 

 Increasing the frequency of reviews to be satisfied that the firm continues to be 

able to manage the risk associated with the individual business relationship or 

conclude that the relationship no longer corresponds to the ŦƛǊƳΩǎ risk appetite, 

and to help identify any transactions that require further review, including by: 

 increasing the frequency of reviews of the business relationship to ascertain 

whether the ŎǳǎǘƻƳŜǊΩǎ risk profile has changed and whether the risk remains 

manageable; 

 obtaining the approval of senior management to commence or continue the 

business relationship to ensure that senior management are aware of the risk 

their firm is exposed to and can take an informed decision about the extent to 

which they are equipped to manage that risk; 

 reviewing the business relationship on a more regular basis to ensure any changes 

to the ŎǳǎǘƻƳŜǊΩǎ risk profile are identified, assessed and, where necessary, acted 

upon; or 

 conducting more frequent or in-depth transaction monitoring to identify any 

unusual or unexpected transactions that might give rise to suspicion of ML/TF. 

This may include establishing the destination of funds or ascertaining the reason 

for certain transactions. 

4.65. Title II lists additional EDD measures that may be of particular relevance in different sectors. 

Other considerations 

4.66. Firms should not enter into a business relationship if they are unable to comply with their 

CDD requirements, if they are not satisfied that the purpose and nature of the business 

relationship are legitimate or if they are not satisfied that they can effectively manage the 

risk that they may be used for ML/TF purposes. Where  such a business relationship already 

exists, firms should terminate it or suspend transactions until it can be terminated, subject 

to instructions from law enforcement, where applicable. 

4.67. Where firms have reasonable grounds to suspect that ML/TF is being attempted, firms must 

report this to their FIU. 
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4.68. Firms should note that the application of a risk-based approach does not of itself require 

them to refuse, or terminate, business relationships with entire categories of customers that 

they associate with higher ML/TF risk, as the risk associated with individual business 

relationships will vary, even within one category. 

Monitoring  

4.69. Pursuant to Article 13 of Directive (EU) 2015/849, firms should monitor their business 

relationships with their customers. 

4.70. Monitoring should include: 

a. MoniǘƻǊƛƴƎ ƻŦ ǘǊŀƴǎŀŎǘƛƻƴǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜǎŜ ŀǊŜ ƛƴ ƭƛƴŜ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

risk profile, their financial situation, ŀƴŘ ǘƘŜ ŦƛǊƳΩǎ wider knowledge of the 

customer to detect unusual or suspicious transactions; and  

b. keeping the documents, data or information they hold up to date, with a view 

to understanding whether the risk associated with the business relationship 

has changed and to ascertain that the information that forms the basis for 

ongoing monitoring is accurate.  

4.71. Firms should determine the frequency and intensity of monitoring on a risk-sensitive basis, 

taking into account the nature, size and complexity of their business and the level of risk to 

which they are exposed.   

Transaction monitoring 

4.72. Firms should ensure that their approach to transaction monitoring is effective and 

appropriate.  

4.73. An effective transaction monitoring system relies on up-to-date customer information and 

should enable the firm reliably to identify unusual and suspicious transactions and 

transaction patterns. Firms should ensure that they have processes in place to review flagged 

transactions without undue delay. 

4.74. What is appropriate will depend on the natureΣ ǎƛȊŜ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ŦƛǊƳΩǎ ōǳǎƛƴŜǎǎΣ ŀǎ 

well as the risk to which the firm is exposed. Firms should adjust the intensity and frequency 

of monitoring in line with the risk-based approach. Firms should in any case determine. 

a) Which transactions they will monitor in real time, and which transactions they 

will monitor ex-post. As part of this, firms should determine: 

i. which high-risk factors, or combination of high-risk factors, will 

always trigger real-time monitoring; and  
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ii. which transactions associated with higher ML/TF risk are 

monitored in real time, in particular those where the risk 

associated with the business relationship is already increased;  

b) Whether they will monitor transactions manually or using an automated 

transaction monitoring system. Firms that process a high volume of transaction 

should consider putting in place an automated transaction monitoring system; 

and 

c) The frequency of transaction monitoring, taking into account the requirements 

in these guidelines. 

4.75. In addition to real time and ex-post monitoring of individual transactions, and irrespective of 

the level of automation used, firms should regularly perform ex-post reviews on a sample 

taken from all processed transactions to identify trends that could inform their risk 

assessments and to test and, if necessary, subsequently improve the reliability and 

appropriateness of their transaction monitoring system. Firms should also use the 

information obtained under Guidelines 1.29 to 1.30 to test and improve their transaction 

monitoring system. 

Keeping CDD information up to date 

4.76. Firms must keep CDD information up to date.14  

4.77. When putting in place policies and procedures to keep CDD information up to date, firms 

should pay particular attention to the need to remain alert to, and capture, information 

about the customer that will help them understand whether the risk associated with the 

business relationship has changed. Examples of the information firms should capture include 

ŀƴ ŀǇǇŀǊŜƴǘ ŎƘŀƴƎŜ ƛƴ ǘƘŜ ǎƻǳǊŎŜ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŦǳƴŘǎΣ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǿƴŜǊǎƘƛǇ 

structure, or behaviour that is consistently out of line with the behaviour or transaction 

profile the firm had expected. 

4.78. ! ŎƘŀƴƎŜ ƛƴ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ƛǎ ƭƛƪŜƭȅ ǘƻ ǘǊƛƎƎŜǊ ŀ ǊŜǉǳƛǊŜƳŜƴǘ ǘƻ ŀǇǇƭȅ /55 

measures to that customer. In those situations, firms may not need to re-apply all CDD 

measures, but should determine which CDD measures to apply, and the extent of the CDD 

measures they will apply. For example, in lower risk cases, firms may be able to draw on 

information obtained in the course of the business relationship to update the CDD 

information they hold on the customer. 

Guideline 5: Record-keeping 

                                                                                                          

14 Article 14(5) of the AMLD 
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5.1. For the purpose of Articles 8 and 40 of Directive (EU) 2015/849, firms must keep records at 

least of  

 CDD information;  

 Their risk assessments; and 

 Transactions. 

5.2. Firms should ensure that these records are sufficient to demonstrate to their competent 

authority that the measures taken are adequate in view of the ML/TF risk. 

Guideline 6: Training 

6.1. Firms must make their staff aware of the provisions they have put in place to comply with 

their AML/CFT obligations.15  

6.2. As part of this, and in line with guidance contained in Title I, firms should take steps to ensure 

that staff understand 

 The business-wide risk assessment, and how it affects their daily work; 

 ¢ƘŜ ŦƛǊƳΩǎ !a[κ/C¢ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΣ ŀƴŘ Ƙƻǿ ǘƘŜȅ Ƙŀve to be applied; 

and  

 How to recognise suspicious or unusual transactions and activities, and how to 

proceed in such cases. 

6.3. Firms should ensure that AML/CFT training is 

 Relevant to the firm and its business; 

 Tailored to staff and their specific roles; 

 Updated regularly; and 

 Effective. 

Guideline 7: Reviewing effectiveness 

7.1. Firms should regularly assess the effectiveness of their approach to AML/CFT and determine 

the frequency and intensity of such assessments on a risk-sensitive basis, taking into account 

the nature and size of their business and the level of ML/TF risk to which they are exposed. 

                                                                                                          

15 Article 46(1) of Directive (EU) 2015/849 
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7.2. Firms should consider whether an independent review of their approach may be warranted 

or required.16 

  

                                                                                                          

16 Article 8(4)(b) of Directive (EU) 2015/849 
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¢ƛǘƭŜ LLΥ {ŜŎǘƻǊπǎǇŜŎƛŦƛŎ DǳƛŘŜƭƛƴŜǎ 

The sector-specific guidelines in Title II complement the general guidance in Title I of these 

guidelines. They should be read in conjunction with Title I.  

The risk factors described in each sectoral guideline of Title II are not exhaustive. Firms should take 

a holistic view of the risk associated with the situation and note that isolated risk factors do not 

necessarily move a business relationship or occasional transaction into a higher or lower risk 

category.  

Each sectoral guideline in Title II also sets out examples of the CDD measures firms should apply on 

a risk-sensitive basis in high-risk and, to the extent permitted by national legislation, low risk 

situations. These examples are not exhaustive and firms should decide on the most appropriate 

CDD measures in line with the level and type of ML/TF risk they have identified. 
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Guideline 8: Sectoral guideline for correspondent relationships 

8.1. Guideline 8 provides guidelines on correspondent banking as defined in Article 3(8)(a) of 

Directive (EU) 2015/849. Firms offering other correspondent relationships as defined in 

Article 3(8)(b) of Directive (EU) 2015/849 should apply these guidelines as appropriate. 

8.2. Firms should take into account that, in a correspondent banking relationship, the 

correspondent provides banking services to the respondent, either in a principal-to-

principal capacity or on the ǊŜǎǇƻƴŘŜƴǘΩǎ ŎǳǎǘƻƳŜǊǎΩ behalf. The correspondent does 

not normally have a business relationship with the ǊŜǎǇƻƴŘŜƴǘΩǎ ŎǳǎǘƻƳŜǊǎ and will not 

normally know their identity or the nature or purpose of the underlying transaction, unless 

this information is included in the payment instruction. 

8.3. Firms should consider the following risk factors and measures alongside those set out in 

Title I of these guidelines. 

Risk factors 

Product, service and transaction risk factors 

8.4. The following factors may contribute to increasing risk: 

 The account can be used by other respondent banks that have a direct 

ǊŜƭŀǘƛƻƴǎƘƛǇ ǿƛǘƘ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘ ōǳǘ ƴƻǘ ǿƛǘƘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘŜƴǘ όΨƴŜǎǘƛƴƎΩΣ ƻǊ 

downstream clearing), which means that the correspondent is indirectly 

providing services to other banks that are not the respondent. 

 ¢ƘŜ ŀŎŎƻǳƴǘ Ŏŀƴ ōŜ ǳǎŜŘ ōȅ ƻǘƘŜǊ ŜƴǘƛǘƛŜǎ ǿƛǘƘƛƴ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ƎǊƻǳǇ ǘƘŀǘ 

ƘŀǾŜ ƴƻǘ ǘƘŜƳǎŜƭǾŜǎ ōŜŜƴ ǎǳōƧŜŎǘ ǘƻ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘŜƴǘΩǎ ŘǳŜ diligence. 

 The service includes the opening of a payable-through account, which allows the 

ǊŜǎǇƻƴŘŜƴǘΩǎ ŎǳǎǘƻƳŜǊǎ ǘƻ ŎŀǊǊȅ ƻǳǘ ǘǊŀƴǎŀŎǘƛƻƴǎ ŘƛǊŜŎǘƭȅ ƻƴ ǘƘŜ ŀŎŎƻǳƴǘ ƻŦ ǘƘŜ 

respondent. 

8.5. The following factors may contribute to reducing risk: 

 The relationship is limited to a SWIFT Risk Management Application (RMA) 

capability, which is designed to manage communications between financial 

institutions. In a SWIFT RMA relationship, the respondent, or counterparty, does 

not have a payment account relationship. 

 Banks are acting in a principal-to-principal capacity, rather than processing 

transactions on behalf of their underlying clients, for example in the case of 

foreign exchange services between two banks where the business is transacted 
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on a principal- to-principal basis between the banks and where the settlement 

of a transaction does not involve a payment to a third party. In those cases, the 

transaction is for the own account of the respondent bank. 

 The transaction relates to the selling, buying or pledging of securities on 

regulated markets, for example when acting as or using a custodian with direct 

access, usually through a local participant, to an EU or non-EU securities 

settlement system. 

Customer risk factors 

8.6. The following factors may contribute to increasing risk: 

 The ǊŜǎǇƻƴŘŜƴǘΩǎ AML/CFT policies and the systems and controls the 

respondent has in place to implement them fall short of the standards 

required by Directive (EU) 2015/849. 

 The respondent is not subject to adequate AML/CFT supervision. 

 The respondent, its parent or a firm belonging to the same group as the 

respondent has recently been the subject of regulatory enforcement for 

inadequate AML/CFT policies and procedures and/or breaches of AML/CFT 

obligations. 

 The respondent conducts significant business with sectors that are associated 

with higher levels of ML/TF risk; for example, the respondent conducts 

significant remittance business or business on behalf of certain money 

remitters or exchange houses, with non-residents or in a currency other than 

that of the country in which it is based. 

 The ǊŜǎǇƻƴŘŜƴǘΩǎ management or ownership includes PEPs, in particular where 

a PEP can exert meaningful influence over the respondent, where the t9tΩǎ 

reputation, integrity or suitability as a member of the management board or 

key function holder gives rise to concern or where the PEP is from a 

jurisdictions associated with higher ML/TF risk. Firms should pay particular 

attention to those jurisdictions where corruption is perceived to be systemic 

or widespread. 

 The history of the business relationship with the respondent gives rise to 

concern, for example because the amount of transactions is not in line with 

what the correspondent would expect based on its knowledge of the nature 

and size of the respondent. 
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 The respondent´s failure to provide the information requested by the 

correspondent for CDD and EDD purposes, and information on the payer or the 

payee that is required under Regulation (EU) 2015/847. For this purpose, the 

correspondent should consider the quantitative and qualitative criteria set out 

in the Joint Guidelines JC/GL/2017/16.17 

8.7. The following factors may contribute to reducing risk. The correspondent is satisfied that : 

 ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ !a[κ/C¢ ŎƻƴǘǊƻƭǎ ŀǊŜ ƴƻǘ ƭŜǎǎ Ǌƻōǳǎǘ ǘƘŀn those required by 

Directive (EU) 2015/849; 

 the respondent is part of the same group as the correspondent, is not based in a 

jurisdiction associated with higher ML/TF risk and complies effectively with 

group AML standards that are not less strict than those required by Directive (EU) 

2015/849. 

Country or geographical risk factors 

8.8. The following factors may contribute to increasing risk: 

a) The respondent is based in a jurisdiction associated with higher ML/TF risk. Firms 

should pay particular attention to those jurisdictions: 

 identified as high-risk third countries pursuant to Article 9(2) of Directive (EU) 
2015/849; 

 with significant levels of corruption and/or other predicate offences to money 

laundering; 

 without  adequate  capacity  of  the  legal  and  judicial  system  effectively  to 

prosecute those offences;  

 with significant levels of terrorist financing or terrorists activities; or 

 without effective AML/CFT supervision. 

b) The respondent conducts significant business with customers based in a 

jurisdiction associated with higher ML/TF risk. 

c) The ǊŜǎǇƻƴŘŜƴǘΩǎ parent is headquartered or is incorporated in a jurisdiction 

associated with higher ML/TF risk. 

                                                                                                          

17 Joint Guidelines under Article 25 of Regulation (EU) 2015/847 on the measures payment service providers should take 
to detect missing or incomplete information on the payer or the payee, and the procedures they should put in place to 
manage a transfer of funds lacking the required information issued on 22 September 2017. 
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8.9. The following factors may contribute to reducing risk: 

 The respondent is based in an EEA member country. 

 The respondent is based in a third country that has AML/CFT requirements not 

less robust than those required by Directive (EU) 2015/849 and effectively 

implements those requirements (although correspondents should note that this 

does not exempt them from applying EDD measures set out in Article 19 of 

Directive (EU) 2015/849). 

Measures 

8.10. All correspondents should carry out CDD measures set out in Article 13 of Directive (EU) 

2015/849 ƻƴ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΣ ǿƘƻ ƛǎ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘŜƴǘΩǎ ŎǳǎǘƻƳŜǊΣ ƻƴ ŀ risk-sensitive basis. 

This means that correspondents should: 

 Identify, and verify the identity of, the respondent and its beneficial owner. As 

part of this, correspondents should obtain sufficient information about the 

ǊŜǎǇƻƴŘŜƴǘΩǎ business and reputation to establish that the money-laundering 

risk associated with the respondent is not increased. In particular, 

correspondents should: 

 obtain information about the ǊŜǎǇƻƴŘŜƴǘΩǎ management and consider the 

relevance, for financial crime prevention purposes, of any links the ǊŜǎǇƻƴŘŜƴǘΩǎ 

management or ownership might have to PEPs or other high-risk individuals; and 

 consider, on a risk-sensitive basis, whether obtaining information about the 

ǊŜǎǇƻƴŘŜƴǘΩǎ major business, the types of customers it attracts, and the quality of 

its AML systems and controls (including publicly available information about any 

recent regulatory or criminal sanctions for AML failings) would be appropriate. 

Where the respondent is a branch, subsidiary or affiliate, correspondents should 

also consider the status, reputation and AML controls of the parent. 

 Establish and document the nature and purpose of the service provided, as well 

as the responsibilities of each institution. This may include setting out, in writing, 

the scope of the relationship, which products and services will be supplied, and 

how and by whom the correspondent banking facility can be used (e.g. if it 

can be used by other banks through their relationship with the respondent). 

 Monitor the business relationship, including transactions, to identify changes 

in the ǊŜǎǇƻƴŘŜƴǘΩǎ risk profile and detect unusual or suspicious behaviour, 

including activities that are not consistent with the purpose of the services 

provided or that are contrary to commitments that have been concluded 

between the correspondent and the respondent. Where the correspondent 
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bank allows the ǊŜǎǇƻƴŘŜƴǘΩǎ customers direct access to accounts (e.g. 

payable-through accounts, or nested accounts), it should conduct enhanced 

ongoing monitoring of the business relationship. Owing to the nature of 

correspondent banking, post-execution monitoring is the norm. 

 Ensure that the CDD information they hold is up to date. 

8.11. Correspondents must also establish that the respondent does not permit its accounts to be 

used by a shell bankin line with Article 24 of Directive (EU) 2015/849. This may include asking 

the respondent for confirmation that it does not deal with shell banks, having sight of 

ǊŜƭŜǾŀƴǘ ǇŀǎǎŀƎŜǎ ƛƴ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΣ or considering publicly 

available information, such as legal provisions that prohibit the servicing of shell banks. 

8.12. There is no requirement in Directive (EU) 2015/849 for correspondents to apply CDD 

measures ǘƻ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ƛƴŘƛǾƛŘǳŀƭ customers.  

8.13. Correspondents should take into account that CDD questionnaires provided by international 

organisations are not normally designed specifically to help correspondents comply with 

their obligations under Directive (EU) 2015/849. When considering whether to use these 

questionnaires, correspondents should assess whether they will be sufficient to allow them 

to comply with their obligations under Directive (EU) 2015/849 and should take additional 

steps where necessary. 

Respondents based in non-EEA countries 

8.14. To discharge their obligation under Article 19 of Directive (EU) 2015/849, where the 

correspondent relationship involves the execution of payments with a third country 

respondent institution, correspondents should apply specific EDD measures in addition to 

the CDD measures set out in Article 13 of Directive (EU) 2015/849 but can adjust those 

measures on a risk sensitive basis. In all other situations, firms should apply at least guideline 

8.10 to 8.13.  

8.15. Correspondents must apply each of these EDD measures to respondents based in a non-EEA 

country, but correspondents can adjust the extent of these measures on a risk- sensitive 

basis. For example, if the correspondent is satisfied, based on adequate research, that the 

respondent is based in a third country that has an effective AML/CFT regime, supervised 

effectively for compliance with these requirements, and that there are no grounds to suspect 

ǘƘŀǘ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ !a[κ/C¢ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ ŀǊŜΣ ƻǊ ƘŀǾŜ ǊŜŎŜƴǘƭȅ ōŜŜƴ ŘŜŜƳŜŘΣ 

ƛƴŀŘŜǉǳŀǘŜΣ ǘƘŜƴ ǘƘŜ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ŎƻƴǘǊƻƭǎ Ƴŀȅ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ƘŀǾŜ ǘƻ 

be carried out in full detail. 

8.16. Correspondents should always adequately document their CDD and EDD measures and 

decision-making processes. 
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8.17. To comply with Article 19 of Directive (EU) 2015/849, the risk-sensitive measures firms take 

should enable them to: 

 Gather sufficient information about a respondent institution to understand 

fully the nature of the respondent's business, in order to establish the extent 

to which the ǊŜǎǇƻƴŘŜƴǘΩǎ business exposes the correspondent to higher 

money-laundering risk. This should include taking steps to understand and 

risk-assess the nature of ǊŜǎǇƻƴŘŜƴǘΩǎ ŎǳǎǘƻƳŜǊ base, if necessary by asking the 

respondent about its customers, and the type of activities that the respondent 

will transact through the correspondent account. 

 Determine from publicly available information the reputation of the institution 

and the quality of supervision. This means that the correspondent should assess 

the extent to which the correspondent can take comfort from the fact that the 

respondent is adequately supervised for compliance with its AML obligations. 

A number of publicly available resources, for example FATF or FSAP 

assessments, which contain sections on effective supervision, may help 

correspondents establish this. 

 Assess the respondent institution's AML/CFT controls. This implies that the 

correspondent should carry out a qualitative assessment of the ǊŜǎǇƻƴŘŜƴǘΩǎ 

AML/CFT control framework, not just obtain a copy of the ǊŜǎǇƻƴŘŜƴǘΩǎ AML 

policies and procedures. This assessment should be documented 

appropriately. In line with the risk-based approach, where the risk is 

especially  high and in particular where  the volume of correspondent banking 

transactions is substantive, the correspondent should consider on-site  visits 

and/or sample testing to be satisfied that the ǊŜǎǇƻƴŘŜƴǘΩǎ AML policies and 

procedures are implemented effectively. 

 Obtain approval from senior management, as defined in Article 3(12) of 

Directive (EU) 2015/849 before establishing new correspondent relationships 

and where material new risks emerge, such as because the country in which the 

respondent is based is designated as high risk under provisions in Article 9 of 

Directive (EU) 2015/849.. The approving senior manager should not be the 

officer sponsoring the relationship and the higher the risk associated with the 

relationship, the more senior the approving senior manager should be. 

Correspondents should keep senior management informed of high-risk 

correspondent banking relationships and the steps the correspondent takes to 

manage that risk effectively. 

 Document the responsibilities of each institution. If not already specified in its 

standard agreement, the correspondents should conclude a written agreement 

including at least the following:  
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i. the products and services provided to the respondent,  

ii. how and by whom the correspondent banking facility can be used (e.g. if 

it can be used by other banks through their relationship with the 

respondent), what ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ AML/CFT responsibilities are;  

iii. how the correspondent will monitor the relationship to ascertain  the 

respondent complies with its responsibilities under this agreement ( for 

example through ex post transaction monitoring); 

iv. the information that should be supplied by the respondent at the 

correspondentΩǎ request (in particular for the purpose of monitoring the 

correspondent relationship) and a reasonable deadline by which the 

information should be provided (taking into account the complexity of the 

payment chain or the correspondent chain) . 

 With respect to payable-through accounts and nested accounts, be satisfied 

that the respondent credit or financial institution has verified the identity of 

and performed ongoing due diligence on the customer having direct access to 

accounts of the correspondent and that it is able to provide relevant CDD data 

to the correspondent institution upon request. Correspondents should seek to 

obtain confirmation from the respondent that the relevant data can be provided 

upon request. 

Respondents based in EEA countries 

8.18. Where the respondent is based in an EEA country, Article 19 of Directive (EU) 2015/849 does 

not apply. The correspondent is, however, still obliged to apply risk-sensitive CDD measures 

pursuant to Article 13 of Directive (EU) 2015/849. 

8.19. Where the risk associated with a respondent based in an EEA Member State is increased, 

correspondents must apply EDD measures in line with Article 18 of Directive (EU) 2015/849. 

In that case, correspondents should consider applying at least some of the EDD measures 

described in Article 19 of Directive (EU) 2015/849, in particular Article 19(a) and (b). 

Respondents established in high-risk third countries, and correspondent relationships 
involving high-risk third countries 

8.20. Correspondents should determine which of their relationships involve high-risk third 

countries, identified pursuant to Article 9(2) of Directive (EU) 2015/849. 

8.21. Correspondents should also, as part of their standard CDD measures, determine the 

likelihood of the respondent initiating transactions involving high-risk third countries, 

including where ŀ ǎƛƎƴƛŦƛŎŀƴǘ ǇǊƻǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ƻǿƴ ŎǳǎǘƻƳŜǊǎ Ƴŀƛƴǘŀƛƴ 

relevant professional or personal links to high-risk third countries. 
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8.22. To discharge their obligation under Article 18a, firms should ensure that they also apply 

Article 13 and 19 of Directive (EU) 2015/849. 

8.23. Unless the correspondent has assessed ML/TF risk arising from the relationship with the 

respondent as particularly high correspondents should be able to comply with the 

requirements in Article 18a(1) by  applying Article 13 and 19 of Directive (EU) 2015/849.  

8.24. To discharge their obligation under Article 18a(1)(c) of Directive (EU)2015/849, 

correspondents should apply guideline 8.17(c) and take care to assess the adequacy of the 

ǊŜǎǇƻƴŘŜƴǘΩǎ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ ǘƻ ŜǎǘŀōƭƛǎƘ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ ǎƻǳǊŎŜ ƻŦ ŦǳƴŘǎ ŀƴŘ 

source of wealth, carry out onsite visits or sample checks, or ask the respondent to provide 

ŜǾƛŘŜƴŎŜ ƻŦ ǘƘŜ ƭŜƎƛǘƛƳŀǘŜ ƻǊƛƎƛƴ ƻŦ ŀ ǇŀǊǘƛŎǳƭŀǊ ŎǳǎǘƻƳŜǊΩǎ ǎƻǳǊŎŜ ƻŦ ǿŜŀƭǘƘ ƻǊ ǎƻǳǊŎŜ ƻŦ 

funds, as required. 

8.25. Where Members States require firms to apply additional measures in line with article 

18a)(2)correspondents should apply one or more of the following: 

 Increasing the frequency of reviews of CDD information held on the respondent, 

and the risk assessment of that respondent; 

 Requiring a more in-depth assessment of the respondent´s AML/CFT controls. In 

these higher risk situations, correspondents should consider reviewing the 

ƛƴŘŜǇŜƴŘŜƴǘ ŀǳŘƛǘ ǊŜǇƻǊǘ ƻŦ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ !a[κ/C¢ ŎƻƴǘǊƻƭǎΣ ƛƴǘŜǊǾƛŜǿƛƴƎ 

the compliance officers, commissioning a third party review or conducting an 

onsite visit.  

 Requiring increased and more intrusive monitoring. Real-time monitoring of 

transactions is one of the EDD measures banks should consider in situations 

where the ML/TF risk is particularly increased. As part of this, correspondents 

should consider maintaining an ongoing dialogue with the respondent to 

develop a better understanding of the risks associated with the correspondent 

relationship and facilitate the rapid exchange of meaningful information, if 

necessary. 

 Requiring increased monitoring on transfers of funds to ensure detection of 

missing or incomplete information on the payer and or the payee under 

Regulation (EU) 2015/847 and in line with the Joint Guidelines JC/GL/2017/16.18 

 Limiting business relationships or transactions involving high-risk third countries 

in terms of nature, volume or means of payment, after a thorough assessment 

of the residual risk posed by the correspondent relationship.  

                                                                                                          

18 Joint Guidelines under Article 25 of Regulation (EU) 2015/847 on the measures payment service providers should take 
to detect missing or incomplete information on the payer or the payee, and the procedures they should put in place to 
manage a transfer of funds lacking the required information issued on 22 September 2017 (JC/GL/2017/16). 
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Guideline 9: Sectoral guideline for retail banks 

9.1. For the purpose of these guidelines, retail banking means the provision of banking services 

to natural persons and small and medium-sized enterprises. Examples of retail banking 

products and services include current accounts, mortgages, savings accounts, consumer and 

term loans, and credit lines. 

9.2. Owing to the nature of the products and services offered, the relative ease of access and the 

often large volume of transactions and business relationships, retail banking is vulnerable to 

terrorist financing and to all stages of the money laundering process. At the same time, the 

volume of business relationships and transactions associated with retail banking can make 

identifying ML/TF risk associated with individual relationships and spotting suspicious 

transactions particularly challenging. 

9.3. Banks should consider the following risk factors and measures alongside those set out in Title 

I of these guidelines. Banks that provide payment initiation services or account information 

services should also refer to the sectoral guideline 18.  

Risk factors 

Product, service and transaction risk factors 

9.4. The following factors may contribute to increasing risk: 

 the ǇǊƻŘǳŎǘΩǎ ŦŜŀǘǳǊŜǎ favour anonymity; 

 the product allows payments from third parties that are neither associated 

with the product nor identified upfront, where  such payments would not be  

expected, for example for mortgages or loans; 

 the product places no restrictions on turnover, cross-border transactions or 

similar product features; 

 new products and new business practices, including new delivery mechanisms, 

and the use of new or developing technologies for both new and existing 

products where these are not yet well understood; 

 lending (including mortgages) secured against the value of assets in other 

jurisdictions, particularly countries where it is difficult to ascertain whether the 

customer has legitimate title to the collateral, or where the identities of parties 

guaranteeing the loan are hard to verify; 

 an unusually high volume or large value of transactions. 

9.5. The following factors may contribute to reducing risk: 
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 The product has limited functionality, for example in the case of: 

 a fixed term savings product with low savings thresholds; 

 a product where the benefits cannot be realised for the benefit of a third party; 

 a product where the benefits are only realisable in the long term or for a specific 

purpose, such as retirement or a property purchase; 

 a low-value loan facility, including one that is conditional on the purchase of a 

specific consumer good or service; or 

 a low-value product, including a lease, where the legal and beneficial title to the 

asset is not transferred to the customer until the contractual relationship is 

terminated or is never passed at all. 

 The product can only be held by certain categories of customers, for example 

pensioners, parents on behalf of their children, or minors until they reach the 

age of majority. 

 Transactions must be carried out through an account in the ŎǳǎǘƻƳŜǊΩǎ name 

at a credit or financial institution that is subject to AML/CFT requirements that 

are not less robust than those required by Directive (EU) 2015/849. 

 There is no overpayment facility. 

Customer risk factors 

9.6. The following factors may contribute to increasing risk: 

 The nature of the customer, for example: 

 The customer is a cash-intensive undertaking. 

 The customer is an undertaking associated with higher levels of money 

laundering risk, for example certain money remitters and gambling businesses. 

 The customer is an undertaking associated with a higher corruption risk, for 

example operating in the extractive industries or the arms trade. 

 The customer is a non-profit organisation that supports jurisdictions associated 

with an increased TF risk 

 The customer is a new undertaking without an adequate business profile or 

track record. 
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 The customer is a non-resident. Banks should note that Article 16 of Directive 

2014/92/EU creates a right for consumers who are legally resident in the European 

Union to obtain a basic bank account, although the right to open and use a basic 

payment account applies only to the extent that banks can comply with their 

AML/CFT obligations and does not exempt banks from their obligation to identify 

and assess ML/TF risk, including the risk associated with the customer not being a 

resident of the Member State in which the bank is based.19
 

 The ŎǳǎǘƻƳŜǊΩǎ beneficial owner cannot easily be identified, for example 

because the ŎǳǎǘƻƳŜǊΩǎ ownership structure is unusual, unduly complex or 

opaque, or because the customer issues bearer shares. 

 The ŎǳǎǘƻƳŜǊΩǎ behaviour, for example: 

 The customer is reluctant to provide CDD information or appears deliberately to 

avoid face-to-face contact. 

 The ŎǳǎǘƻƳŜǊΩǎ evidence of identity is in a non-standard form for no apparent 

reason. 

 The ŎǳǎǘƻƳŜǊΩǎ ōŜƘŀǾƛƻǳǊ or transaction volume is not in line with that expected 

from the category of customer to which they belong, or is unexpected based on 

the information the customer provided at account opening. 

 The ŎǳǎǘƻƳŜǊΩǎ behaviour is unusual,  for example the customer unexpectedly 

and without reasonable explanation accelerates an agreed repayment schedule, 

by means either of lump sum repayments or early termination; deposits or 

demands payout of high-value bank notes without apparent reason; increases 

activity after a period of dormancy; or makes transactions that appear to have 

no economic rationale. 

9.7. The following factor may contribute to reducing risk: 

 The customer is a long-standing client whose previous transactions have not 

given rise to suspicion or concern, and the product or service sought is in line 

with the ŎǳǎǘƻƳŜǊΩǎ Ǌƛǎƪ profile. 

Country or geographical risk factors 

9.8. The following factors may contribute to increasing risk: 

                                                                                                          

19 See the 9.!Ωǎ ΨhǇƛƴƛƻƴ on the application of customer due diligence measures to customers who are asylum seekers 
from higher-risk third countries or ǘŜǊǊƛǘƻǊƛŜǎΩΥ http://www.eba.europa.eu/documents/10180/1359456/EBA-Op-2016-   
07+%28Opinion+on+Customer+Due+Diligence+on+Asylum+Seekers%29.pdf   

http://www.eba.europa.eu/documents/10180/1359456/EBA-Op-2016-
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 The ŎǳǎǘƻƳŜǊΩǎ funds are derived from personal or business links to jurisdictions 

associated with higher ML/TF risk. 

 The payee is located in a jurisdiction associated with higher ML/TF risk. Firms 

should pay particular attention to jurisdictions known to provide funding or 

support for terrorist activities or where groups committing terrorist offences 

are known to be operating, and jurisdictions subject to financial sanctions, 

embargoes or measures that are related to terrorism, financing of terrorism or 

proliferation. 

9.9. The following factor may contribute to reducing risk: 

 Countries associated with the transaction have an AML/CFT regime that is 

not less robust than that required under Directive (EU) 2015/849 and are 

associated with low levels of predicate offences. 

Distribution channel risk factors 

9.10. The following factors may contribute to increasing risk: 

 non-face-to-face business relationships, where no adequate additional 

safeguards ς for example electronic signatures, electronic identification 

means in accordance with Regulation EU (No) 910/2014 and anti-

impersonation fraud checks ς are in place; 

 reliance on a third ǇŀǊǘȅΩǎ CDD measures in situations where the bank does not 

have a long-standing relationship with the referring third party; 

 new delivery channels that have not been tested yet. 

9.11. The following factor may contribute to reducing risk: 

 The product is available only to customers who meet specific eligibility criteria 

set out by national public authorities, as in the case of state benefit 

recipients or specific savings products for children registered in a particular 

Member State. 

Measures 

9.12. Where banks use automated systems to identify ML/TF risk associated with individual 

business relationships or occasional transactions and to identify suspicious transactions, they 

should ensure that these systems are fit  for purpose in line with the criteria set out in Title I. 

The use of automated IT systems should never be considered a substitute for staff vigilance. 

Enhanced customer due diligence 
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9.13. Where the risk associated with a business relationship or occasional transaction is increased, 

banks must apply EDD measures pursuant to Article 18 of Directive (EU) 2015/849. These 

may include: 

 ±ŜǊƛŦȅƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŀƴŘ ǘƘŜ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ ƛŘŜƴǘƛǘȅ ƻƴ ǘƘŜ ōŀǎƛǎ ƻŦ ƳƻǊŜ 

than one reliable and independent source. 

 Identifying, and verifying the identity of, other shareholders who are not the 

ŎǳǎǘƻƳŜǊΩǎ beneficial owner or any natural persons who have authority to 

operate an account or give instructions concerning the transfer of funds or the 

transfer of securities. 

 Obtaining more information about the customer and the nature and purpose 

of the business relationship to build a more complete customer profile, for 

example by carrying out open source or adverse media searches or 

commissioning a third party intelligence report. Examples of the type of 

information banks may seek include: 

 the nature of ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōǳǎƛƴŜǎǎ or employment; 

 the source of the ŎǳǎǘƻƳŜǊΩǎ wealth and the source of the ŎǳǎǘƻƳŜǊΩǎ funds that 

are involved in the business relationship, to be reasonably satisfied that these 

are legitimate; 

 the purpose of the transaction, including, where appropriate, the destination of 

the ŎǳǎǘƻƳŜǊΩǎ funds; 

 information on any associations the customer might have with other jurisdictions 

(headquarters, operating facilities, branches, etc.) and the individuals who may 

influence its operations; or 

 where the customer is based in another country, why they seek retail banking 

services outside their home jurisdiction. 

 Increasing the frequency of transaction monitoring. 

 Reviewing and, where necessary, updating information and documentation held 

more frequently. Where the risk associated with the relationship is particularly 

high, banks should review the business relationship annually. 

9.14. In respect of business relationships or transactions involving high-risk third countries, banks 

should follow the guidance in Title I. 
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Simplified customer due diligence 

9.15. In low-risk situations, and to the extent permitted by national legislation, banks may apply 

SDD measures, which may include: 

 for customers that are subject to a statutory licensing and regulatory regime, 

verifying identity based on evidence of the customer being subject to that 

regime, for example through a search of the ǊŜƎǳƭŀǘƻǊΩǎ ǇǳōƭƛŎ register; 

 verifying the ŎǳǎǘƻƳŜǊΩǎ and, where applicable, the beneficial ƻǿƴŜǊΩǎ identities 

during the establishment of the business relationship in accordance with Article 

14(2) of Directive (EU) 2015/849; 

 assuming that a payment drawn on an account in the sole or joint name 

of the customer at a regulated credit or financial institution in an EEA country 

satisfies the requirements stipulated by Article 13(1)(a) and (b) of Directive (EU) 

2015/849; 

 accepting alternative forms of identity that meet the independent and reliable 

source criterion in Article 13(1)(a) of Directive (EU) 2015/849, such as a letter 

from a government agency or other reliable public body to the customer, where 

there are reasonable grounds for the customer not to be able to provide 

standard evidence of identity and provided that there are no grounds for 

suspicion;  

 updating CDD information only in case of specific trigger events, such as the 

customer requesting a new or higher risk product, or changes in the 

ŎǳǎǘƻƳŜǊΩǎ behaviour or transaction profile that suggest that the risk 

associated with the relationship is no longer low. 

Pooled accounts 

9.16. Where a ōŀƴƪΩǎ customer opens a ΨǇƻƻƭŜŘ ŀŎŎƻǳƴǘΩ in order to administer funds that belong 

to the ŎǳǎǘƻƳŜǊΩǎ own clients, the bank should apply full CDD measures, including treating 

ǘƘŜ  ŎǳǎǘƻƳŜǊΩǎ ŎƭƛŜƴǘǎ as the beneficial owners of funds held in the pooled account and 

verifying their identities. 

9.17. Where there are indications that the risk associated with the business relationship is high, 

banks must apply EDD measures set out in Article 18 of Directive (EU) 2015/849 as 

appropriate. 

9.18. However, to the extent permitted by national legislation, where the risk associated with the 

business relationship is low and subject to the conditions set out below, a bank may apply 

SDD measures provided that: 
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 The customer is a firm that is subject to AML/CFT obligations in an EEA state or 

a third country with an AML/CFT regime that is not less robust than that required 

by Directive (EU) 2015/849, and is supervised effectively for compliance with 

these requirements. 

 The customer is not a firm but another obliged entity that is subject to AML/CFT 

obligations in an EEA state and is supervised effectively for compliance with 

these requirements. 

 The ML/TF risk associated with the business relationship is low, based on the 

ōŀƴƪΩǎ ŀǎǎŜǎǎƳŜƴǘ of ƛǘǎ ŎǳǎǘƻƳŜǊΩǎ ōǳǎƛƴŜǎǎΣ ǘƘŜ ǘȅǇŜǎ ƻŦ ŎƭƛŜƴǘǎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 

ōǳǎƛƴŜǎǎ ǎŜǊǾŜǎ ŀƴŘ ǘƘŜ ƧǳǊƛǎŘƛŎǘƛƻƴǎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōǳǎƛƴŜǎǎ ƛǎ ŜȄǇƻǎŜŘ ǘƻΣ 

among other considerations; 

 the bank is satisfied that the customer applies robust and risk-sensitive CDD 

measures to ƛǘǎ ƻǿƴ ŎƭƛŜƴǘǎ ŀƴŘ ƛǘǎ ŎƭƛŜƴǘǎΩ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊǎ (it may be 

appropriate for the bank to take risk-sensitive measures to assess the adequacy 

of ƛǘǎ ŎǳǎǘƻƳŜǊΩǎ /55 ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΣ for example by liaising directly 

with the customer); and 

 the bank has taken risk-sensitive steps to be satisfied that the customer will 

provide CDD information and documents on its underlying clients that are the 

beneficial owners of funds held in the pooled account immediately upon request, 

for example by including relevant provisions in a contract with the customer or 

by sample-ǘŜǎǘƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ability to provide CDD information upon 

request. 

9.19. Where the conditions for the application of SDD to pooled accounts are met, SDD measures 

may consist of the bank: 

 identifying  and  verifying  the  identity  of  the  customer,  including  the  

ŎǳǎǘƻƳŜǊΩǎ beneficial owners (but not the ŎǳǎǘƻƳŜǊΩǎ underlying clients); 

 assessing the purpose and intended nature of the business relationship; and 

 conducting ongoing monitoring of the business relationship. 

Customers that offer services related to virtual currencies 

9.20. Firms should take into account the fact that apart from providers engaged in exchange 

services between virtual currency and fiat currencies and Custodian Wallet Providers which 

are obliged entities under Directive (EU) 2015/849, the issuing or holding of virtual currencies 

as defined in point (18) of Article 3 of Directive (EU) 2015/849 remains largely unregulated 
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in the EU and this increases the ML/TF risksΦ CƛǊƳǎ Ƴŀȅ ǿƛǎƘ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ 9.!Ωǎ ǊŜǇƻǊǘ ƻƴ 

crypto assets of January 2019. 

9.21. When entering into a business relationship with customers that provide services related to 

virtual currencies, firms should, as part of their ML/TF risk assessment of the customer, 

consider the ML/TF risk associated with virtual currencies. 

9.22. Firms should consider among others the following as virtual currency businesses: 

 Operating as a virtual currency trading platform that effects exchanges between 

fiat currency and virtual currency; 

 Operating as a virtual currency trading platform that effects exchanges between 

virtual currencies; 

 Operating as a virtual currency trading platform that allows peer-to-peer 

transactions; 

 Providing custodian wallet services; 

 Arranging, advising or benefiting from Ψinitial coin ƻŦŦŜǊƛƴƎǎΩ όL/hǎύΦ 

9.23. To ensure that the level of ML/TF risk associated with such customers is mitigated, banks 

should not apply simplified due diligence measures. At a minimum as part of their CDD 

measures, firms should: 

 Enter into dialogue with the customer to understand the nature of the business 

and the ML/TF risks it poses; 

 In addition to verifying the ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊs, carry 

out due diligence on senior management  to the extent that they are different, 

including consideration of any adverse information ; 

 Understand the extent to which these customers apply their own customer due 

diligence measures to their clients either under a legal obligation or on a 

voluntary basis.  

 Establish whether the customer is registered or licensed in an EEA Member State, 

ƻǊ ƛƴ ŀ ǘƘƛǊŘ ŎƻǳƴǘǊȅΣ ŀƴŘ ǘŀƪŜ ŀ ǾƛŜǿ ƻƴ ǘƘŜ ŀŘŜǉǳŀŎȅ ƻŦ ǘƘŀǘ ǘƘƛǊŘ ŎƻǳƴǘǊȅΩǎ 

AML/CFT regime;  

 Finding out whether businesses using ICOs in the form of virtual currencies to 

raise money are legitimate and, where applicable, regulated. 
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9.24. Where the risk associated with such customers is increased, banks should apply EDD 

measures in line with Title I. 
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Guideline 10: Sectoral guideline for electronic money issuers 

10.1. Guideline 10 provides guidelines for electronic money issuers (e-money issuers) as defined 

in Article 2(3) of Directive 2009/110/EC. The level of ML/TF risk associated with electronic 

money as defined in Article 2(2) of Directive 2009/110/EC (e-money) depends primarily on 

the features of individual e-money products and the degree to which e-money issuers use 

other persons to distribute and redeem e-money on their behalf pursuant to Article 3(4) of 

Directive 2009/110/EC. 

10.2. Firms that issue e-money should consider the following risk factors and measures alongside 

those set out in Title I of these guidelines. Firms whose authorisation includes the provision 

of business activities as payment initiation services and account information services s should 

also refer to the sectoral guideline 18. The sectoral guideline 11 for money remitters may 

also be relevant in this context. 

Risk factors 

Product risk factors 

10.3. E-money issuers should consider the ML/TF risk related to: 

 thresholds; 

 the funding method; and 

 utility and negotiability. 

10.4. The following factors may contribute to increasing risk: 

 Thresholds: the product allows 

 high-value or unlimited-value payments, loading or redemption, 

including cash withdrawal; 

 high number of payments, loading or redemption, including cash 

withdrawal; 

 high or unlimited amount of funds to be stored on the e-money 

product/account. 

 Funding method: the product can be 

 loaded anonymously, for example with cash, anonymous e-money 

or e-money products that benefit from the exemption in Article 12 

of Directive (EU) 2015/849; 

 funded with payments from unidentified third parties; 
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 funded with other e-money products. 

 Utility and negotiability: the product 

 allows person-to-person transfers; 

 is accepted as a means of payment by a large number of merchants 

or points of sale; 

 is designed specifically to be accepted as a means of payment by 

merchants dealing in goods and services associated with a high risk 

of financial crime, for example online gambling; 

 can be used in cross-border transactions or in different jurisdictions; 

 is designed to be used by persons other than the customer, for 

example certain partner card products (but not low-value gift cards); 

 allows high-value cash withdrawals. 

10.5. The following factors may contribute to reducing risk: 

 Thresholds: the product 

 sets low-value limits on payments, loading or redemption, including 

cash withdrawal (although firms should note that a low threshold 

alone may not be enough to reduce TF risk); 

 limits number of payments, loading or redemption, including cash 

withdrawal in a given period; 

 limits the amount of funds that can be stored on the e-money 

product/account at any one time. 

 Funding: the product 

 requires that the funds for purchase or reloading are verifiably 

drawn from an account held in the ŎǳǎǘƻƳŜǊΩǎ sole or joint name at 

an EEA credit or financial institution; 

 Utility and negotiability: the product 

 does not allow or strictly limits cash withdrawal; 

 can be used only domestically; 

 is accepted by a limited number of merchants or points of sale, 

with whose business the e-money issuer is familiar; 
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 is designed specifically to restrict its use by merchants dealing in 

goods and services that are associated with a high risk of financial 

crime; 

 is accepted as a means of payment for limited types of low-risk 

services or products. 

Customer risk factors 

10.6. The following factors may contribute to increasing risk: 

 The customer purchases several e-money products from the same issuer, 

frequently reloads the product or make several cash withdrawals in a short 

period of time and without an economic rationale; where distributors (or 

agents acting as distributors) are obliged entities themselves, this also applies 

to e-money products from different issuers purchased from the same 

distributor. 

 The ŎǳǎǘƻƳŜǊΩǎ transactions are always just below any value/transaction limits. 

 The product appears to be used by several people whose identity is not known 

to the issuer (e.g. the product is used from several IP addresses at the same 

time). 

 There are frequent changes in the ŎǳǎǘƻƳŜǊΩǎ identification data, such as home 

address or IP address, or linked bank accounts. 

 The product is not used for the purpose it was designed for, for example it is 

used overseas when it was designed as a shopping centre gift card. 

10.7. The following factor may contribute to reducing risk: 

 The product is available only to certain categories of customers, for example 

social benefit recipients or employees of a company that issues them to cover 

corporate expenses. 

Distribution channel risk factors 

10.8. The following factors may contribute to increasing risk: 

 Online and non-face-to-face distribution without adequate safeguards, such 

as electronic signatures, electronic identification means meeting the criteria set 

out in Regulation (EU) No 910/2014 and anti-impersonation fraud measures. 

 Distribution through intermediaries that are not themselves obliged entities 

under Directive (EU) 2015/849 or national legislation where applicable, where 

the e-money issuer: 
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i. relies on the intermediary to carry out some of the AML/CFT obligations 

of the e-money issuer;  

ii. has not satisfied itself that the intermediary has in place adequate 

AML/CFT systems and controls; and 

iii. segmentation of services, that is, the provision of e-money services by 

several operationally independent service providers without due 

oversight and coordination. 

10.9. Firms should, prior to signing a distribution agreement with a merchant, understand the 

ƴŀǘǳǊŜ ŀƴŘ ǇǳǊǇƻǎŜ ƻŦ ǘƘŜ ƳŜǊŎƘŀƴǘΩǎ business to satisfy themselves that the goods and 

services provided are legitimate ŀƴŘ ǘƻ ŀǎǎŜǎǎ ǘƘŜ a[κ¢C Ǌƛǎƪ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ƳŜǊŎƘŀƴǘΩǎ 

business. In case of an online merchant, firms should also take steps to understand the type 

of customers this merchant attracts, and establish the expected volume and size of 

transactions in order to spot suspicious or unusual transactions 

Country or geographical risk factors 

10.10. The following factors may contribute to increasing risk: 

 The payee is located in a jurisdiction associated with higher ML/TF risk and/or 

the product has been issued or receives funds from sources in such a jurisdiction. 

Firms should pay particular attention to jurisdictions known to provide funding 

or support for terrorist activities or where groups committing terrorist offences 

are known to be operating, and jurisdictions subject to financial sanctions, 

embargoes or measures that are related to terrorism, financing of terrorism or 

proliferation. 

Measures 

Customer Due Diligence measures 

10.11. Firms should apply CDD measures to: 

 The owner of the electronic money account or product; and 

 Additional card holders. Where products are linked to multiple cards, firms 

should establish whether they have entered into one or more business 

relationships, and whether additional card holders could be beneficial owners. 

10.12. National legislation may provide for an exemption from identification and verification of 

the ŎǳǎǘƻƳŜǊΩǎ and beneficial ƻǿƴŜǊǎΩ identities and assessment of the nature and purpose 

of the business relationship for certain E-money products in accordance with Article 12 

of Directive (EU) 2015/849. 
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10.13. Firms should note that the exemption under Article 12 of Directive (EU) 2015/849 does 

not extend  to the  obligation to  conduct ongoing monitoring of transactions and the 

business relationship, nor does it exempt them from the obligation to identify and report 

suspicious transactions; this means that firms should ensure that they obtain sufficient 

information about their customers, or the types of customers their product will target, to 

be able to carry out meaningful ongoing monitoring of the business relationship. 

10.14. Examples of the types of monitoring systems firms should put in place include: 

 transaction monitoring systems that detect anomalies or suspicious patterns 

of behaviour, including the unexpected use of the product in a way for which 

it was not designed; the firm may be able to disable the product either manually 

or through on- chip controls until it has been able to satisfy itself that there 

are no grounds for suspicion; 

 systems that identify discrepancies between submitted and detected 

information, for example, between  submitted country of origin  information  

and the electronically detected IP address; 

 systems that compare data submitted with data held on other business 

relationships and that can identify patterns such as the same funding 

instrument or the same contact details; 

 systems that identify whether the product is used with merchants dealing in 

goods and services that are associated with a high risk of financial crime; 

 systems that link e-money products to devices or IP addresses for web-based 

transactions. 

Enhanced customer due diligence 

10.15. To comply with Article 18a in respect of relationships or transactions involving high-risk third 

countries, e-money issuers should apply the EDD measures set out in this regard in Title I. 

10.16. Examples of EDD measures firms should apply in all other high-risk situations include: 

 obtaining additional customer information during identification, such as the 

source of funds; 

 applying additional verification measures from a wider variety of reliable and 

independent sources (e.g. checking against online databases) in order to verify 

the ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ ƛŘŜƴǘƛǘȅΤ 
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 obtaining additional information about the intended nature of the business 

relationship, for example by asking customers about their business or the 

jurisdictions to which they intend to transfer E-money; 

 obtaining information about the merchant/payee, in particular where the E-

money issuer has grounds to suspect that its products are being used to purchase 

illicit or age-restricted goods; 

 applying identity fraud checks to ensure that the customer is who they claim to 

be; 

 applying enhanced monitoring to the customer relationship and individual 

transactions; 

 establishing the source and/or the destination of funds. 

Simplified customer due diligence 

10.17. To the extent permitted by national legislation, firms may consider applying SDD to low- 

risk e-money products that do not benefit from the exemption provided by Article 12 of 

Directive (EU) 2015/849. 

10.18. To the extent permitted by national legislation, examples of SDD measures firms may 

apply in low-risk situations include: 

 postponing ǘƘŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƻǊ ōŜƴŜŦƛŎƛŀƭ ƻǿƴŜǊΩǎ ƛŘŜƴǘƛǘȅ ǘƻ  ŀ 

certain later date after the establishment of the relationship or until a certain 

(low) monetary threshold is exceeded (whichever occurs first). The monetary 

threshold should not exceed EUR 150 where the product is not reloadable or can 

be used in other jurisdictions or for cross-border transactions); 

 ǾŜǊƛŦȅƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƛŘŜƴǘƛǘȅ ƻƴ ǘƘŜ ōŀǎƛǎ ƻŦ ŀ ǇŀȅƳŜƴǘ ŘǊŀǿƴ ƻƴ ŀƴ ŀŎŎƻǳƴǘ 

in the sole or joint name of the customer or an account over which the customer 

can be shown to have control with an EEA-regulated credit or financial 

institution; 

 verifying identity on the basis of fewer sources; 

 verifying identity on the basis of less reliable sources; 

 using alternative methods to verify identity; 

 assuming the nature and intended purpose of the business relationship where 

this is obvious, for example in the case of certain gift cards that do not fall under 

the closed loop/closed network exemption; 
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 reducing the intensity of monitoring as long as a certain monetary threshold is 

not reached. As ongoing monitoring is an important means of obtaining more 

information on customer risk factors (see above) during the course of a customer 

relationship, that threshold for both individual transactions and transactions that 

appear to be linked over the course of 12 months should be set at a level that 

the firm has assessed as presenting a low risk for both terrorist financing and 

money laundering purposes. 

  



FINAL REPORT ON GUIDELINES ON CUSTOMER DUE DILIGENCE AND THE FACTORS CREDIT  
AND FINANCIAL INSTITUTIONS SHOULD CONSIDER WHEN ASSESSING THE ML/TF RISK  
ASSOCIATED WITH INDIVIDUAL BUSINESS RELATIONSHIPS AND OCCASIONAL TRANSACTIONS 

84 
 

Guideline 11: Sectoral guideline for money remitters 

11.1. Money remitters are payment institutions or e-money institutions or credit institutions that 

have been authorised in line with Directive (EU) 2015/2366 to provide and execute payment 

services throughout the EU. The businesses in this sector are diverse and range from 

individual businesses to complex chain operators. 

11.2. Many money remitters use agents to provide payment services on their behalf. Agents 

often provide payment services as an ancillary component to their main business and 

they may not themselves be obliged entities under applicable AML/CFT legislation; 

accordingly, their AML/CFT expertise may be limited. 

11.3. The nature of the service provided can expose money remitters to ML/TF risk. This is due 

to the simplicity and speed of transactions, their worldwide reach and their often cash- 

based character. Furthermore, the nature of this payment service means that money 

remitters often carry out occasional transactions rather than establishing a business 

relationship with their customers, which means that their understanding of the ML/TF risk 

associated with the customer may be limited. 

11.4. Money remitters should consider the following risk factors and measures alongside those 

set out in Title I of these guidelines. Firms whose authorisation includes the provision of 

business activities as Payment Initiation Services and Account Initiation Services should also 

refer to the sectoral guideline 18. 

Risk factors 

Product, service and transaction risk factors 

11.5. The following factors may contribute to increasing risk: 

 the product allows high-value or unlimited-value transactions; 

 the product or service has a global reach; 

 the transaction is cash-based or funded with anonymous electronic money, 

including electronic money benefiting from the exemption under Article 12 

of Directive (EU) 2015/849; 

 transfers are made from one or more payers in different countries to a local 

payee. 

11.6. The following factor may contribute to reducing risk: 

 the funds used in the transfer come from an account held in the ǇŀȅŜǊΩǎ name 

at an EEA credit or financial institution 
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Customer risk factors 

11.7. The following factors may contribute to increasing risk: 

 The ŎǳǎǘƻƳŜǊΩǎ business activity: 

 The customer owns or operates a business that handles large amounts of cash. 

 The ŎǳǎǘƻƳŜǊΩǎ business has a complicated ownership structure. 

 The customer´s activity could be associated with TF because he is publicly known 

to have extremism sympathies or are known to be linked to an organised crime 

group. 

 The ŎǳǎǘƻƳŜǊΩǎ behaviour: 

 The ŎǳǎǘƻƳŜǊΩǎ needs may be better serviced elsewhere, for example because 

the money remitter is not local to the customer ƻǊ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ōǳǎƛƴŜǎǎΦ 

 The customer appears to be acting for someone else, for example others watch 

over the customer or are visible outside the  place where the transaction is 

made, or the customer reads instructions from a note. 

 The ŎǳǎǘƻƳŜǊΩǎ behaviour makes no apparent economic sense, for example the 

customer accepts a poor exchange rate or high charges unquestioningly, 

requests a transaction in a currency that is not official tender or commonly used 

in the jurisdiction where the customer and/or recipient is located or requests or 

provides large amounts of currency in either low or high denominations. 

 The ŎǳǎǘƻƳŜǊΩǎ transactions are always just below applicable thresholds, 

including the CDD threshold for occasional transactions in Article 11(b) of 

Directive (EU) 2015/849 and the EUR 1 000 threshold specified in Article 5(2) of 

Regulation (EU) 2015/847.20 Firms should note that the threshold in Article 5(2) 

of Regulation (EU) 2015/847 applies only to transactions that are not funded by 

cash or anonymous electronic money. 

 The ŎǳǎǘƻƳŜǊΩǎ use of the service is unusual, for example they send or receive 

money to or from themselves or send funds on immediately after receiving 

them. 

 The customer appears to know little or is reluctant to provide information about 

the payee. 

                                                                                                          

20 Regulation  (EU)  2015/847  of  the  European  Parliament  and  of  the  Council  of  20 May 2015  on  information 
accompanying transfers of funds and repealing Regulation (EC) No 1781/2006. 
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 Several of the ŦƛǊƳΩǎ customers transfer funds to the same payee or appear to 

have the same  identification information, for example  address or telephone 

number. 

 An incoming transaction is not accompanied by the required information on the 

payer or payee. 

 The amount sent or received is at odds with the ŎǳǎǘƻƳŜǊΩǎ ƛƴŎƻƳŜ (if known). 

 The increase of volume or number of transactions is not related to a usual pattern 

like salary remittance or cultural celebration. 

 The customer provides inconsistent biographical data or identification documents 

containing inconsistent information. 

11.8. The following factors may contribute to reducing risk: 

 The customer is a long-standing customer of the firm whose past behaviour has 

not given rise to suspicion and there are no indications that the ML/TF risk might 

be increased 

 The amount transferred is low; however, firms should note that low amounts 

alone will not be enough to discount TF risk. 

Distribution channel risk factors 

11.9. The following factors may contribute to increasing risk: 

 There are no restrictions on the funding instrument, for example in the case of 

cash or payments from E-money products that benefit from the exemption in 

Article 12 of Directive (EU) 2015/849, wire transfers or cheques. 

 The distribution channel used provides a degree of anonymity. 

 The service is provided entirely online without adequate safeguards. 

 The money remittance service is provided through agents that: 

 represent more than one principal; 

 have unusual turnover patterns compared with other agents in similar 

locations, for example unusually high or low transaction sizes, 

unusually large cash transactions or a high number of transactions 

that fall just under the CDD threshold, or undertake business outside 

normal business hours; 
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 undertake a large proportion of business with payers or payees from 

jurisdictions associated with higher ML/TF risk; 

 appear to be unsure about, or inconsistent in, the application of 

group-wide AML/CFT policies; or 

 are not from the financial sector and conduct another business as 

their main business. 

 The money remittance service is provided through a large network of agents in 

different jurisdictions. 

 The money remittance service is provided through an overly complex payment 

chain, for example with a large number of intermediaries operating in different 

jurisdictions or allowing for untraceable (formal and informal) settlement 

systems. 

11.10. The following factors may contribute to reducing risk: 

 Agents are themselves regulated financial institutions. 

 The service can be funded only by transfers from an account held in the 

ŎǳǎǘƻƳŜǊΩǎ name at an EEA credit or financial institution or an account over 

which the customer can be shown to have control. 

Country or geographical risk factors 

11.11. The following factors may contribute to increasing risk: 

 The payer or the payee is located , or the transaction is executed from an IP 

address, in a jurisdiction associated with higher ML/TF risk. Firms should pay 

particular attention to jurisdictions known to provide funding or support for 

terrorist activities or where groups committing terrorist offences are known 

to be operating, and jurisdictions subject to financial sanctions, embargoes 

or measures that are related to terrorism, financing of terrorism or 

proliferation. 

 The payee is resident in a jurisdiction that has no, or a less developed, formal 

banking sector, which means that informal money remittance services, such 

as hawala, may be used at point of payment. 

 ¢ƘŜ ŦƛǊƳΩǎ ŎƻǳƴǘŜǊǇŀǊǘȅ ƛǎ ƭƻŎŀǘŜŘ ƛƴ ŀ ǘƘƛǊŘ ŎƻǳƴǘǊȅ ώŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƘƛƎƘŜǊ 

ML/TF risk] 

 The payer or the payee is located in a high-risk third country. 
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Measures 

11.12. Since many money ǊŜƳƛǘǘŜǊǎΩ business is primarily transaction-based, firms should 

consider which monitoring systems and controls they put in place to ensure that they 

detect money-laundering and terrorist financing attempts even where the CDD information 

they hold on the customer is basic or missing because no business relationship has been 

established. When analysing appropriate monitoring systems, money remitters should 

ensure that are aligned with the size and complexity of the business and their transaction 

volume.  

11.13. Firms should in any case put in place: 

 systems to identify linked transactions, including those that might amount to a 

business relationship according to their policies and procedures, such as  systems 

to identify series of transactions bellow EUR 1 000 which have the same payer 

and payee and an element of duration; 

 systems to identify whether transactions from different customers are destined 

for the same payee; 

 systems to permit as far as possible the establishment of the source of funds and 

the destination of funds; 

 systems that allow the full traceability of both transactions and the number of 

operators included in the payment chain;  

 systems that identify whether a transfer is made to, or received from, a high risk 

third country; and  

 systems to ensure that throughout the payment chain only those duly 

authorised to provide money remittance services can intervene. 

11.14. Where the risk associated with an occasional transaction or business relationship is 

increased, firms should apply EDD in line with Title I, including, where appropriate, 

increased transaction monitoring (e.g. increased frequency or lower thresholds). 

Conversely, where the risk associated with an occasional transaction or business 

relationship is low and to the extent permitted by national legislation, firms may be able 

to apply SDD measures in line with Title I. 

11.15. To comply with Article 18a of Directive (EU) 2015/849 in respect of relationships or 

transactions involving high-risk third countries, money remitter should apply the EDD 

measures set out in this regard in Title I.  

Use of agents 
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11.16. Money remitters using agents to provide payment services should know who their agents as 

set out in Article 19 of Directive (EU) 2015/2366 are. As part of this, money remitters should 

establish and maintain appropriate and risk- sensitive policies and procedures to counter 

the risk that their agents may engage in, or be used for, ML/TF, including by: 
 

 Identifying the person who owns or controls the agent where the agent is a 

legal person, to be satisfied that the ML/TF risk to which the money remitter is 

exposed as a result of its use of the agent is not increased. 

 Obtaining evidence, in line with the requirements of Article 19(1)(c) of Directive 

(EU) 2015/2366, that the directors and other persons responsible for the 

management of the agent are fit  and proper persons, including by considering 

their honesty, integrity and reputation. Any enquiry the money remitter makes 

should be proportionate to the nature, complexity and scale of the ML/TF risk 

inherent in the payment services provided by the agent and could be based on 

the money ǊŜƳƛǘǘŜǊΩǎ /55 procedures. 

 Taking reasonable measures to satisfy themselves that the ŀƎŜƴǘΩǎ AML/CFT 

internal controls are appropriate and remain appropriate throughout the 

agency relationship, for example by monitoring a sample of the ŀƎŜƴǘΩǎ 

transactions or reviewing the ŀƎŜƴǘΩǎ controls on site. Where an ŀƎŜƴǘΩǎ 

internal AML/CFT controls differ from the money ǊŜƳƛǘǘŜǊΩǎΣ for example 

because the agent represents more than one principal or because the agent is 

itself an obliged entity under applicable AML/CFT legislation, the money 

remitter should assess and manage the risk that these differences might affect 

its own, and the ŀƎŜƴǘΩǎΣ !a[κ/C¢ ŎƻƳǇƭƛŀƴŎŜΦ 

 Providing AML/CFT training to agents to ensure that agents have an adequate 

understanding of relevant ML/TF risks and the quality of the AML/CFT controls 

the money remitter expects.  
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Guideline 12: Sectoral guideline for wealth management 

12.1. Wealth management is the provision of banking and other financial services to high-net- 

worth individuals and their families or businesses. It is also known as private banking. 

Clients of wealth management firms can expect dedicated relationship management staff 

to provide tailored services covering, for example, banking (e.g. current accounts, 

mortgages and foreign exchange), investment management and advice, fiduciary services, 

safe custody, insurance, family office services, tax and estate planning and associated 

facilities, including legal support. 

12.2. Many of the features typically associated with wealth management, such as wealthy and 

influential clients; very high-value transactions and portfolios; complex products and 

services, including tailored investment products; and an expectation of confidentiality and 

discretion are indicative of a higher risk for money laundering relative to those typically 

present in retail banking. Wealth management ŦƛǊƳǎΩ services may be particularly 

vulnerable to abuse by clients who wish to conceal the origins of their funds or, for 

example, evade tax in their home jurisdiction. 

12.3. Firms in this sector should consider the following risk factors and measures alongside 

those set out in Title I of these guidelines. The sectoral guidelines 9, 14 and 17 in Title I, may 

also be relevant in this context. 

Risk factors 

Product, service and transaction risk factors 

12.4. The following factors may contribute to increasing risk: 

 customers requesting large amounts of cash or other physical stores of value 

such as precious metals; 

 very high-value transactions; 

 financial arrangements involving jurisdictions associated with higher ML/TF risk 

(firms should pay particular attention to countries that have a culture of 

banking secrecy or that do not comply with international tax transparency 

standards);  

 lending (including mortgages) secured against the value of assets in other 

jurisdictions, particularly countries where it is difficult to ascertain whether the 

customer has legitimate title to the collateral, or where the identities of parties 

guaranteeing the loan are hard to verify; 
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 the use of complex business structures such as trusts and private investment 

vehicles, particularly where the identity of the ultimate beneficial owner may be 

unclear; 

 business taking place across multiple countries, particularly where it involves 

multiple providers of financial services; 

 cross-border arrangements where assets are deposited or managed in another 

financial institution, either of the same financial group or outside the group, 

particularly where the other financial institution is based in a jurisdiction 

associated with higher ML/TF risk. Firms should pay particular attention to 

jurisdictions with higher levels of predicate offences, a weak AML/CFT regime 

or weak tax transparency standards. 

Customer risk factors 

12.5. The following factors may contribute to increasing risk: 

 Customers with income and/or wealth from high-risk sectors such as arms, the 

extractive industries, construction, gambling or private military contractors. 

 Customers about whom credible allegations of wrongdoing have been made. 

 Customers who expect unusually high levels of confidentiality or discretion. 

 Customers whose spending or transactional behaviour makes it difficult to 

establish ΨƴƻǊƳŀƭΩΣ or expected patterns of behaviour. 

 Very wealthy and influential clients, including customers with a high public 

profile, non-resident customers and PEPs. Where a customer or a ŎǳǎǘƻƳŜǊΩǎ  

beneficial owner is a PEP, firms must always apply EDD in line with Articles 18 

to 22 of Directive (EU) 2015/849. 

 The customer requests that the firm facilitates the customer being provided 

with a product or service by a third party without a clear business or economic 

rationale. 

Country or geographical risk factors 

12.6. The following factors may contribute to increasing risk: 

 Business is conducted in countries that have a culture of banking secrecy or do 

not comply with international tax transparency standards. 
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 The customer lives in, or their funds derive from activity in, a jurisdiction 

associated with higher ML/TF risk. 

Measures 

12.7. The staff member managing a wealth management ŦƛǊƳΩǎ relationship with a customer 

(the relationship manager) typically plays  a  key  role  in  assessing  risk.  The relationship 

ƳŀƴŀƎŜǊΩǎ close contact with the customer will facilitate the collection of information 

that allows a fuller picture of the purpose and nature of the ŎǳǎǘƻƳŜǊΩǎ business to be 

formed (e.g. an understanding of the ŎƭƛŜƴǘΩǎ source of wealth, the destination of funds, 

why complex or unusual arrangements may nonetheless be genuine and legitimate, or why 

extra security may be appropriate). This close contact may, however, also lead to conflicts 

of interest if the relationship manager becomes too close to the customer, to the 

detriment of the ŦƛǊƳΩǎ efforts to manage the risk of financial crime. Consequently, 

independent oversight of risk assessment will also be appropriate, provided by, for example, 

the compliance department and senior management. 

Enhanced customer due diligence 

12.8. To comply with Article 18a in respect of relationships or transactions involving high-risk third 

countries, firms should apply the EDD measures set out in this regard in Title I.  

 Obtaining and verifying more information about clients than in standard risk 

situations and reviewing and updating this information both on a regular basis 

and when prompted by material changes to a ŎƭƛŜƴǘΩǎ profile. Firms should 

perform reviews on a risk-sensitive basis, reviewing higher risk clients at least 

annually but more frequently if risk dictates. These procedures may include 

those for recording any visits to ŎƭƛŜƴǘǎΩ premises, whether at their home or 

business, including any changes to client profile or other information that may 

affect risk assessment that these visits prompt. 

 Establishing the source of wealth and funds; where the risk is particularly high 

and/or where the firm has doubts about the legitimate origin of the funds, 

verifying the source of wealth and funds may be the only adequate risk 

mitigation tool. The source of funds or wealth can be verified, by reference to, 

inter alia: 

i.  an original or certified copy of a recent pay slip; 

ii.  written confirmation of annual salary signed by an employer; 

iii.  an original or certified copy of contract of sale of, for example, 

investments or a company; 
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iv.  written confirmation of sale signed by a lawyer or solicitor; 

v.  an original or certified copy of a will or grant of probate; 

vi.  written confirmation of inheritance signed by a lawyer, solicitor, trustee 

or executor; 

vii.  an internet search of a company registry to confirm the sale of a company; 

viii. Performing greater levels of scrutiny and due diligence on business 

relationships than would be typical in mainstream financial service 

provision, such as in retail banking or investment management. 

 Establishing the destination of funds. 
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Guideline 13: Sectoral guideline for trade finance providers 

13.1. Trade finance means managing a payment to facilitate the movement of goods (and the 

provision of services) either domestically or across borders. When goods are shipped 

internationally, the importer faces the risk that the goods will not arrive; while the exporter 

may be concerned, that payment will not be forthcoming. To lessen these dangers, many 

trade finance instruments therefore place banks in the middle of the transaction. 

13.2. Trade finance can take many different forms. These include: 

 ΨhǇŜƴ ŀŎŎƻǳƴǘΩ ǘǊŀƴǎŀŎǘƛƻƴǎΥ ǘƘŜǎŜ ŀǊŜ ǘǊŀƴǎŀŎǘƛƻƴǎ ǿƘŜǊŜ ǘƘŜ ōǳȅŜǊ ƳŀƪŜǎ ŀ 

payment once they have received the goods. These are the most common means 

of financing trade, but the underlying trade-related nature of the transaction will 

often not be known to the banks executing the fund transfer. Banks should refer 

to the guidance in Title I to manage the risk associated with such transactions. 

 Documentary letters of credit (LCs) that have many variations and are suited to 

a different situation respectively: an LC is a financial instrument issued by a 

bank that guarantees payment to a named beneficiary (typically an exporter) 

upon presentation of certain ΨŎƻƳǇƭȅƛƴƎΩ documents specified in the credit 

terms (e.g. evidence that goods have been dispatched). 

 Documentary bills for collection (BCs): a BC refers to a process by which 

payment, or an accepted draft, is collected by a ΨŎƻƭƭŜŎǘƛƴƎΩ bank from an 

importer of goods for onward payment to the exporter. The collecting bank 

gives the relevant trade documentation (which will have been received from 

the exporter, normally through their bank) to the importer in return. 

13.3. Other trade finance products such as forfaiting or structured financing, or wider activity such 

as project finance, are outside the scope of these sectoral guidelines. Banks offering these 

products should refer to the general guidance in Title I. 

13.4. Trade finance products can be abused for money laundering and terrorist financing purposes. 

For example, the buyer and seller may collude to misrepresent the price, type, quality or 

quantity of goods in order to transfer funds or value between countries. 

13.5. Banks should take into account that the International Chamber of Commerce (ICC) has 

developed standards such as the Uniform Customs & Practice for Documentary Credits (600) 

that is a set of rules which apply to finance institutions which issue Letters of Credit that 

govern the use of LCs and BCs, but that these do not cover matters related to financial 

crime. Banks should note that these standards do not have legal force and their use does 

not mean that banks do not need to comply with their legal and regulatory AML/CFT 

obligations. 
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13.6. Firms in this sector should consider the following risk factors and measures alongside 

those set out in Title I of these guidelines. The sectoral guideline 8 in Title II may also be 

relevant in this context. 

Risk factors 

13.7. Banks that are party to trade finance transactions often have access only to partial 

information about the transaction and the parties to it. Trade documentation can be diverse, 

and banks may not have expert knowledge of the different types of trade documentation 

they receive. This can make the identification and assessment of ML/TF risk challenging. 

13.8. Banks should, nevertheless, use common sense and professional judgement to assess the 

extent to which the information and documentation they have could give rise to concern or 

suspicion of ML/TF. 

13.9. To the extent possible, banks should consider the following risk factors: 

Transaction risk factors 

13.10. The following factors may contribute to increasing risk: 

 The transaction is unusually large given what is known about a ŎǳǎǘƻƳŜǊΩǎ 

previous line of business and trading activity. 

 The transaction is highly structured, fragmented or complex, involving multiple 

parties, without apparent legitimate justification 

 Copy documents are used in situations where original documentation would be 

expected, without reasonable explanation. 

 There are significant discrepancies in documentation, for example between the 

description of the type, quantity or quality of goods in key documents (i.e. 

invoices, insurance and transport documents) and actual goods shipped, to the 

extent that this is known. 

 The type, quantity and value of goods is inconsistent with the ōŀƴƪΩǎ 

knowledge of the ōǳȅŜǊΩǎ ōǳǎƛƴŜǎǎΦ 

 The goods transacted are higher risk for money-laundering purposes, for 

example certain commodities the prices of which can fluctuate significantly, 

which can make bogus prices difficult to detect. 

 The agreed value of goods or shipment is over- or under-insured or multiple 

insurances are used, to the extent this is known.  
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 The goods transacted require export licenses, such as specific export 

authorizations for dual-use items that are goods, software and technology that 

can be used for both civilian and military applications. 

 The trade documentation does not comply with applicable laws or standards. 

 Unit pricing appears unusual, based on what the bank knows about the goods 

and trade. 

 The transaction is otherwise unusual, for example LCs are frequently amended 

without a clear rationale or goods are shipped through another jurisdiction 

for no apparent commercial reason. 

 The goods traded are destined to a party or country that is subject to a sanction, 

an embargo or a similar measure issued by, for example, the Union or the United 

Nations, or in support of such party or country. 

13.11. The following factors may contribute to reducing risk: 

 Independent inspection agents have verified the quality and quantity of the 

goods and the presence of the necessary documents and authorisations. 

 Transactions involve established counterparties that have a proven track 

record of transacting with each other and due diligence has previously been 

carried out. 

Customer risk factors 

13.12. The following factors may contribute to increasing risk: 

 The transaction and/or the parties involved are out of line with what the bank 

knows about the ŎǳǎǘƻƳŜǊΩǎ previous activity or line of business (e.g. the goods 

being shipped, or the shipping volumes, are inconsistent with what is known 

about the importer or ŜȄǇƻǊǘŜǊΩǎ business). 

 There are indications that the buyer and seller may be colluding, for example: 

 the buyer and seller are controlled by the same person; 

 transacting businesses have the same address, provide only a registered ŀƎŜƴǘΩǎ 

address, or have other address inconsistencies; 

 the buyer is willing or keen to accept or waive discrepancies in the documentation. 

 The customer is unable or reluctant to provide relevant documentation to 

support the transaction. 
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 The customer faces difficulties explaining the rationale of the entire export 

process or is unable to explain the content and meaning of the underlying to the 

LC or BC documents. 

 The buyer´s legal structure does not allow the identification of its owners or it 

uses agents or third parties to represent the buyers rights and interests. 

13.13. The following factors may contribute to reducing risk: 

 The customer is an existing customer whose business is well known to the bank 

and the transaction is in line with that business. 

Country or geographical risk factors 

13.14. The following factors may contribute to increasing risk: 

 A country associated with the transaction (including the country from which the 

goods originated, for which they are destined or transited through, or where 

either party to the transaction is based) has no currency exchange controls in 

place. This increases the risk that the ǘǊŀƴǎŀŎǘƛƻƴΩǎ true purpose is to export 

currency in contravention of local law. 

 A country associated with the transaction has higher levels of predicate offences 

(e.g. those related to the narcotics trade, smuggling or counterfeiting) or free 

trade zones. 

 Transaction is executed under auspices of governmental or international 

organizations or foundations to support the victims of natural disaster or persons 

affected from war conflict or civil unrest. 

13.15. The following factors may contribute to reducing risk: 

 The trade is within the EU/EEA. 

 Countries associated with the transaction have an AML/CFT regime not less 

robust than that required under Directive (EU) 2015/849 and are associated 

with low levels of predicate offences. 

Measures 

13.16. Banks must carry out CDD on the instructing party. In practice, most banks will only accept 

instructions from existing customers and the wider business relationship that the bank has 

with the customer may assist its due diligence efforts. 
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13.17. Where a bank provides trade finance services to a customer, it should take steps, as part of 

its CDD process, to understand its ŎǳǎǘƻƳŜǊΩǎ business . Examples of the type of information 

the bank could obtain include the countries with which the customer trades, the trading 

routes used, goods traded, who the customer does business with (buyers, suppliers, etc.), 

whether the customer uses agents or third parties, and, if so, where these are based. This 

should help banks understand who the customer is and aid the detection of unusual or 

suspicious transactions. 

13.18. Where a bank is a correspondent, it must apply CDD measures to the respondent. 

Correspondent banks should follow the sectoral guideline 8 on correspondent banking. 

Enhanced customer due diligence 

13.19. To comply with Article 18a in respect of relationships or transactions involving high-risk third 

countries, firms should apply the EDD measures set out in this regard in Title I.  

13.20. In other higher risk situations, banks must also apply EDD. As part of this, banks should 

consider whether performing more thorough due diligence checks on the transaction itself 

and on other parties to the transaction (including non-customers) would be appropriate. 

13.21. Checks on other parties to the transaction may include: 

 Taking steps to better understand the ownership or background of other 

parties to the transaction, in particular where they are based in a jurisdiction 

associated with higher ML/TF risk or where they handle high-risk goods. This 

may include checks of company registries and third party intelligence sources, 

and open source internet searches. 

 Obtaining more information on the financial situation of the parties involved. 

13.22. Checks on transactions may include: 

 using third party or open source data sources, for example the International 

Maritime Bureau (for warning notices, bills of lading, shipping and pricing 

checks) or shipping ƭƛƴŜǎΩ free container tracking service to verify the 

information provided and to check that the purpose of the transaction is 

legitimate; 

 using professional judgement to consider whether the pricing of goods makes 

commercial sense, in particular in relation to traded commodities for which 

reliable and up-to-date pricing information can be obtained; 

 checking that the weights and volumes of goods being shipped are consistent 

with the shipping method. 
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13.23. Since LCs and BCs are largely paper-based and accompanied by trade-related documents (e.g. 

invoices, bills of lading and manifests), automated transaction monitoring may not be 

feasible. The processing bank should assess these documents for consistency with the terms 

of the trade transaction and require staff to use professional expertise and judgement to 

consider whether any unusual features warrant the application of EDD measures or give rise 

to suspicion of ML/TF. 

Simplified customer due diligence 

13.24. The checks banks routinely carry out to detect fraud and ensure the transaction conforms 

to the standards set by the International Chamber of Commerce mean that, in practice, 

they will not apply SDD measures even in lower risk situations. 
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Guideline 14: Sectoral guideline for life insurance undertakings 

14.1. Life insurance products are designed to financially protect the policy holder against the 

risk of an uncertain future event, such as death, illness or outliving savings in retirement 

(longevity risk). Protection is achieved by an insurer who pools the financial risks that many 

different policy holders are faced with. Life insurance products can also be bought as 

investment products or for pension purposes. 

14.2. Life insurance products are provided through different distribution channels to customers 

who may be natural or legal persons or legal arrangements. The beneficiary of the contract 

may be the policy holder or a nominated or designated third party; the beneficiary may 

also change during the term and the  original beneficiary may  never benefit. 

14.3. Most life insurance products are designed for the long term and some will only pay out on a 

verifiable event, such as death or retirement. This means that many life insurance 

products are not sufficiently flexible to be the first vehicle of choice for money 

launderers. However, as with other financial services products, there is a risk that the 

funds used to purchase life insurance may be the proceeds of crime. 

14.4. Firms in this sector should consider the following risk factors and measures alongside 

those set out in Title I of these guidelines. The sectoral guidelines 12 and 16 in Title II 

may also be relevant in this context. Where intermediaries are used, the delivery channel 

risk factors set out in Title I  will be relevant. 

14.5. Intermediaries may also find these guidelines useful. 

Risk factors 

Product, service and transaction risk factors 

14.6. The following factors may contribute to increasing risk: 

 Flexibility of payments, for example the product allows: 

 payments from unidentified third parties; 

 high-value  or  unlimited-value  premium  payments,  overpayments  or  large 

volumes of lower value premium payments; 

 cash payments. 

 Ease of  access to accumulated funds, for example the product allows partial 

withdrawals or early surrender at any time, with limited charges or fees. 

 Negotiability, for example the product can be: 
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 traded on a secondary market; 

 used as collateral for a loan. 

 Anonymity, for example the product facilitates or allows the anonymity of the 

customer. 

14.7. Factors that may contribute to reducing risk include: The product: 

 only pays out against a pre-defined event, for example death, or on a specific 

date, such as in the case of credit life insurance policies covering consumer 

and mortgage loans, which only pay out on the death of the insured person; 

 has no surrender value; 

 has no investment element; 

 has no third party payment facility; 

 requires that total investment is curtailed at a low value; 

 is a life insurance policy where the premium is low; 

 only allows small-value regular premium payments, for example no overpayment; 

 is accessible only through employers, for example a pension, superannuation or 

similar scheme that provides retirement benefits to employees, where 

contributions are made by way of deduction from wages and the scheme rules 

do not permit the assignment of a ƳŜƳōŜǊΩǎ interest under the scheme; 

 cannot be redeemed in the short or medium term, as in the case of pension 

schemes without an early surrender option; 

 cannot be used as collateral; 

 does not allow cash payments; 

 has conditions limiting the availability of funds that must be met to benefit from 

tax relief. 

Customer and beneficiary risk factors 

14.8. The following factors may contribute to increasing risk: 

 The nature of the customer, for example: 



FINAL REPORT ON GUIDELINES ON CUSTOMER DUE DILIGENCE AND THE FACTORS CREDIT  
AND FINANCIAL INSTITUTIONS SHOULD CONSIDER WHEN ASSESSING THE ML/TF RISK  
ASSOCIATED WITH INDIVIDUAL BUSINESS RELATIONSHIPS AND OCCASIONAL TRANSACTIONS 

102 
 

 legal persons whose structure makes it difficult to identify the beneficial owner; 

 the customer or the beneficial owner of the customer is a PEP; 

 the beneficiary of the policy or the beneficial owner of this beneficiary is a PEP; 

 the ŎǳǎǘƻƳŜǊΩǎ age is unusual for the type of product sought (e.g. the customer is 

very young or very old); 

 the contract does not match the ŎǳǎǘƻƳŜǊΩǎ ǿŜŀƭǘƘ ǎƛǘǳŀǘƛƻƴΤ 

 the ŎǳǎǘƻƳŜǊΩǎ profession or activities are regarded as particularly likely to be 

related to money laundering, for example because they are known to be very cash 

intensive or exposed to a high risk of corruption; 

 the contract is subscribed by a ΨƎŀǘŜƪŜŜǇŜǊΩΣ such as a fiduciary company, acting on 

behalf of the customer; 

 the policy holder and/or the beneficiary of the contract are companies with 

nominee shareholders and/or shares in bearer form. 

 The ŎǳǎǘƻƳŜǊΩǎ behaviour: 

 In relation to the contract, for example: 

 the customer frequently transfers the contract to 

another insurer; 

 frequent and unexplained surrenders, especially when 

the refund is done to different bank accounts; 

 the customer makes frequent or unexpected use of 

ΨŦǊŜŜ ƭƻƻƪΩ ǇǊƻǾƛǎƛƻƴǎκΨŎƻƻƭƛƴƎ-ƻŦŦΩ periods in particular 

where the refund is made to an apparently unrelated 

third party; 

 the customer incurs a high cost by seeking early 

termination of a product; 

 the customer transfers the contract to an apparently 

unrelated third party; 

 the ŎǳǎǘƻƳŜǊΩǎ request to change or increase the sum 

insured and/or the premium payment are unusual or 

excessive. 
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 In relation to the beneficiary, for example: 

 the insurer is made aware of a change in beneficiary 

only when the claim is made; 

 the customer changes the beneficiary clause and 

nominates an apparently unrelated third party; 

 the  insurer,  the  customer,  the  beneficial  owner,  the  

beneficiary  or  the beneficial owner of the beneficiary 

are in different jurisdictions. 

 In relation to payments, for example: 

 the customer uses unusual payment methods, such 

as cash or structured monetary instruments or other 

forms of payment vehicles fostering anonymity; 

 payments from different bank accounts without 

explanation; 

 payments from banks that are not established in the 

ŎǳǎǘƻƳŜǊΩǎ country of residence; 

 the customer makes frequent or high-value 

overpayments where this was not expected; 

 payments received from unrelated third parties; 

 catch-up contribution to a retirement plan close to 

retirement date. 

14.9. The following factors may contribute to reducing risk. In the case of corporate-owned life 

insurance, the customer is: 

 a credit or financial institution that is subject to requirements to combat 

money laundering and the financing of terrorism and supervised for 

compliance with these requirements in a manner that is consistent with 

Directive (EU) 2015/849; 

 a public administration or a public enterprise from an EEA jurisdiction. 

Distribution channel risk factors 

14.10. The following factors may contribute to increasing risk: 
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 non-face-to-face sales, such as online, postal or telephone sales, without 

adequate safeguards, such as electronic signatures or electronic identification 

means that comply with Regulation (EU) No 910/2014; 

 long chains of intermediaries; 

 an intermediary is used in unusual circumstances (e.g. unexplained geographical 

distance). 

14.11. The following factors may contribute to reducing risk: 

 Intermediaries are well known to the insurer, who is satisfied that the 

intermediary applies CDD measures commensurate to the risk associated with 

the relationship and in line with those required under Directive (EU) 2015/849. 

 The product is only available to employees of certain companies that have a 

contract with the insurer to provide life insurance for their employees, for 

example as part of a benefits package. 

Country or geographical risk factors 

14.12. The following factors may contribute to increasing risk: 

 The insurer, the customer, the beneficial owner, the beneficiary or the 

beneficial owner of the beneficiary are based in, or associated with, jurisdictions 

associated with higher ML/TF risk. Firms should pay particular attention to 

jurisdictions without effective AML/CFT supervision. 

 Premiums are paid through accounts held with financial institutions 

established in jurisdictions associated with higher ML/TF risk. Firms should pay 

particular attention to jurisdictions without effective AML/CFT supervision. 

 The intermediary is based in, or associated with, jurisdictions associated with 

higher ML/TF risk. Firms should pay particular attention to jurisdictions 

without effective AML/CFT supervision. 

14.13. The following factors may contribute to reducing risk: 

 Countries are identified by credible sources, such as mutual evaluations or 

detailed assessment reports, as having effective AML/CFT systems. 

 Countries are identified by credible sources as having a low level of corruption 

and other criminal activity. 
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Measures 

14.14. Article 13(5) of Directive (EU) 2015/849 provides that, for life insurance business, firms must 

apply CDD measures not only to the customer and beneficial owner but also to the 

beneficiaries as soon as they are identified or designated. This means that firms must: 

 obtain the name of the beneficiary where either a natural or legal person 

or an arrangement is identified as the beneficiary; or 

 obtain sufficient information to be satisfied that the identities of the 

beneficiaries can be established at the time of payout where the beneficiaries 

are a class of persons or designated by certain characteristics. For example, 

where the beneficiary is ΨƳȅ future ƎǊŀƴŘŎƘƛƭŘǊŜƴΩΣ the insurer could obtain 

information about the policy ƘƻƭŘŜǊΩǎ children. 

14.15. Firms must ǾŜǊƛŦȅ ǘƘŜ ōŜƴŜŦƛŎƛŀǊƛŜǎΩ identities at the latest at the time of payout. 

14.16. Where the firm knows that the life insurance has been assigned to a third party, who will 

receive the value of the policy, they must identify the beneficial owner at the time of the 

assignment. 

14.17. In order to comply with Article 13(6) of Directive (EU) 2015/849, when the beneficiaries of 

trusts or of similar legal arrangements are a class of persons or designated by certain 

characteristics, firms should obtain sufficient information to be satisfied that the identities of 

the beneficiaries can be established at the time of payout or at the time of the exercise by the 

beneficiaries of their vested rights.  

Enhanced customer due diligence 

14.18. To comply with Article 18a in respect of relationships or transactions involving high-risk third 

countries, firms should apply the EDD measures set out in this regard in Title I. The following 

EDD measures may be appropriate in all other high-risk situation: 

 Where the customer makes use of the ΨŦree ƭƻƻƪΩκΨŎƻƻƭƛƴƎ-ƻŦŦΩ period, the 

premium should be refunded to the ŎǳǎǘƻƳŜǊΩǎ bank account from which the 

funds were paid. Firms should ensure that they have verified the ŎǳǎǘƻƳŜǊΩǎ 

identity in  line  with Article 13 of Directive (EU) 2015/849 before making a 

refund, in particular where the premium is large or the circumstances appear 

otherwise unusual. Firms should also consider whether the cancellation gives 

rise to suspicion about the transaction and whether submitting a suspicious 

activity report would be appropriate. 
























































































