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Remarks Before the Aspen Security Forum

Aug. 3, 2021

Thank you for that kind introduction. It’s good to join the Aspen Security Forum.

As is customary, I’d like to note that my views are my own, and I’m not speaking on behalf of the Commission or the SEC staff.

Some might wonder: What does the SEC have to do with crypto?

Further, why did an organization like the Aspen Security Forum ask me to speak about crypto’s intersection with national security?

Let me start at the beginning. 

It was Halloween night 2008, in the middle of the financial crisis, when Satoshi Nakamoto published an eight-page paper[1] on a cypherpunk mailing list
that’d been run by cryptographers since 1992.[2]

Nakamoto — we still don’t know who she, he, or they were — wrote, “I’ve been working on a new electronic cash system that’s fully peer-to-peer, with no
trusted third party.”[3]

Nakamoto had solved two riddles that had dogged these cryptographers and other technology experts for a couple of decades: first, how to move
something of value on the internet without a central intermediary; and relatedly, how to prevent the “double-spending” of that valuable digital token.

Subsequently, his innovation spurred the development of crypto assets and the underlying blockchain technology.

Based upon Nakamoto’s innovation, about a dozen years later, the crypto asset class has ballooned. As of Monday, this asset class purportedly is worth
about $1.6 trillion, with 77 tokens worth at least $1 billion each and 1,600 with at least a $1 million market capitalization.[4]

Before starting at the SEC, I had the honor of researching, writing, and teaching about the intersection of finance and technology at the Massachusetts
Institute of Technology. This included courses on crypto finance, blockchain technology, and money.
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In that work, I came to believe that, though there was a lot of hype masquerading as reality in the crypto field, Nakamoto’s innovation is real. Further, it
has been and could continue to be a catalyst for change in the fields of finance and money.[5]

At its core, Nakamoto was trying to create a private form of money with no central intermediary, such as a central bank or commercial banks.

We already live in an age of digital public monies — the dollar, euro, sterling, yen, yuan. If that wasn’t obvious before the pandemic, it has become
eminently clear over the last year that we increasingly transact online.

Such public fiat monies fulfill the three functions of money: a store of value, unit of account, and medium of exchange.

No single crypto asset, though, broadly fulfills all the functions of money.

Primarily, crypto assets provide digital, scarce vehicles for speculative investment. Thus, in that sense, one can say they are highly speculative stores of
value.

These assets haven’t been used much as a unit of account.

We also haven’t seen crypto used much as a medium of exchange. To the extent that it is used as such, it’s often to skirt our laws with respect to anti-
money laundering, sanctions, and tax collection. It also can enable extortion via ransomware, as we recently saw with Colonial Pipeline.

With the advent of the internet age and the movement from physical money to digital money several decades ago, nations around the globe layered
various public policy goals over our digital public money system.

As a policy matter, I’m technology-neutral.

As a personal matter, I wouldn’t have gone to MIT if I weren’t interested in how technology can expand access to finance and contribute to economic
growth.

But I am anything but public policy-neutral. As new technologies come along, we need to be sure we’re achieving our core public policy goals.

In finance, that’s about protecting investors and consumers, guarding against illicit activity, and ensuring financial stability.

So how does the SEC fit into all this?

The SEC has a three-part mission — to protect investors, facilitate capital formation, and maintain fair, orderly, and efficient markets in between them.
We focus on financial stability as well. But at our core, we’re about investor protection.

If you want to invest in a digital, scarce, speculative store of value, that’s fine. Good-faith actors have been speculating on the value of gold and silver for
thousands of years.

Right now, we just don’t have enough investor protection in crypto. Frankly, at this time, it’s more like the Wild West.

This asset class is rife with fraud, scams, and abuse in certain applications. There’s a great deal of hype and spin about how crypto assets work. In many
cases, investors aren’t able to get rigorous, balanced, and complete information.

If we don’t address these issues, I worry a lot of people will be hurt.

First, many of these tokens are offered and sold as securities.
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There’s actually a lot of clarity on that front. In the 1930s, Congress established the definition of a security, which included about 20 items, like stock,
bonds, and notes. One of the items is an investment contract.

The following decade, the Supreme Court took up the definition of an investment contract. This case said an investment contract exists when “a person
invests his money in a common enterprise and is led to expect profits solely from the efforts of the promoter or a third party.”[6] The Supreme Court has
repeatedly reaffirmed this Howey Test.

Further, this is but one of many ways we determine whether tokens must comply with the federal securities laws.

I think former SEC Chairman Jay Clayton said it well when he testified in 2018: “To the extent that digital assets like [initial coin offerings, or ICOs] are
securities — and I believe every ICO I have seen is a security — we have jurisdiction, and our federal securities laws apply.”[7]

I find myself agreeing with Chairman Clayton. You see, generally, folks buying these tokens are anticipating profits, and there’s a small group of
entrepreneurs and technologists standing up and nurturing the projects. I believe we have a crypto market now where many tokens may be unregistered
securities, without required disclosures or market oversight.

This leaves prices open to manipulation. This leaves investors vulnerable.

Over the years, the SEC has brought dozens of actions in this area,[8] prioritizing token-related cases involving fraud or other significant harm to
investors. We haven’t yet lost a case.

Moreover, there are initiatives by a number of platforms to offer crypto tokens or other products that are priced off of the value of securities and operate
like derivatives.

Make no mistake: It doesn’t matter whether it’s a stock token, a stable value token backed by securities, or any other virtual product that provides
synthetic exposure to underlying securities. These products are subject to the securities laws and must work within our securities regime.

I’ve urged staff to continue to protect investors in the case of unregistered sales of securities.

Next, I’d like to discuss crypto trading platforms, lending platforms, and other “decentralized finance” (DeFi) platforms.

The world of crypto finance now has platforms where people can trade tokens and other venues where people can lend tokens. I believe these platforms
not only can implicate the securities laws; some platforms also can implicate the commodities laws and the banking laws.

A typical trading platform has more than 50 tokens on it. In fact, many have well in excess of 100 tokens. While each token’s legal status depends on its
own facts and circumstances, the probability is quite remote that, with 50 or 100 tokens, any given platform has zero securities.

Moreover, unlike other trading markets, where investors go through an intermediary like the New York Stock Exchange, people can trade on crypto
trading platforms without a broker — 24 hours a day, 7 days a week, from around the globe.

Further, while many overseas platforms state they don’t allow U.S. investors, there are allegations that some unregulated foreign exchanges facilitate
trading by U.S. traders who are using virtual private networks, or VPNs.[9]

The American public is buying, selling, and lending crypto on these trading, lending, and DeFi platforms, and there are significant gaps in investor
protection.
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Make no mistake: To the extent that there are securities on these trading platforms, under our laws they have to register with the Commission unless
they meet an exemption.

Make no mistake: If a lending platform is offering securities, it also falls into SEC jurisdiction.

Next, I’d like to turn to stable value coins, which are crypto tokens pegged or linked to the value of fiat currencies.

Many of you have heard about Facebook’s efforts to stand up a stablecoin called Diem (formerly known as Libra).

Due to the global reach of Facebook’s platform, this has gotten a lot of attention from central bankers and regulators. This is not only due to general
policies and concerns with crypto, but also due to Diem’s potential impact on monetary policy, banking policy, and financial stability.

Maybe less well known to this audience, though, is that we already have an existing stablecoin market worth $113 billion,[10]  including four large
stablecoins — some of which have been around for seven years.

These stablecoins are embedded in crypto trading and lending platforms.

How do you trade crypto-to-crypto? Usually, somebody uses stablecoins.

In July, nearly three-quarters of trading on all crypto trading platforms occurred between a stablecoin and some other token.[11]

Thus, the use of stablecoins on these platforms may facilitate those seeking to sidestep a host of public policy goals connected to our traditional banking
and financial system: anti-money laundering, tax compliance, sanctions, and the like. This affects our national security, too.

Further, these stablecoins also may be securities and investment companies. To the extent they are, we will apply the full investor protections of the
Investment Company Act and the other federal securities laws to these products.

I look forward to working with my colleagues on the President’s Working Group on Financial Markets on these matters.[12]

Next, I want to turn to investment vehicles providing exposure to crypto assets. Such investment vehicles already exist, with the largest among them
having been around for eight years and worth more than $20 billion.[13] Also, there are a number of mutual funds that invest in Bitcoin futures on the
Chicago Mercantile Exchange (CME).

I anticipate that there will be filings with regard to exchange-traded funds (ETFs) under the Investment Company Act (’40 Act). When combined with the
other federal securities laws, the ’40 Act provides significant investor protections.

Given these important protections, I look forward to the staff’s review of such filings, particularly if those are limited to these CME-traded Bitcoin futures.

The final policy area has to do with custody of crypto assets. The SEC is seeking comment on crypto custody arrangements by broker-dealers and
relating to investment advisers.[14] Custody protections are key to preventing theft of investor assets, and we will be looking to maximize regulatory
protections in this area. 

Before I conclude, I’d like to note we have taken and will continue to take our authorities as far as they go.

Certain rules related to crypto assets are well-settled. The test to determine whether a crypto asset is a security is clear.
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There are some gaps in this space, though: We need additional Congressional authorities to prevent transactions, products, and platforms from falling
between regulatory cracks. We also need more resources to protect investors in this growing and volatile sector.

We stand ready to work closely with Congress, the Administration, our fellow regulators, and our partners around the world to close some of these gaps.

In my view, the legislative priority should center on crypto trading, lending, and DeFi platforms. Regulators would benefit from additional plenary authority
to write rules for and attach guardrails to crypto trading and lending.

Right now, large parts of the field of crypto are sitting astride of — not operating within — regulatory frameworks that protect investors and consumers,
guard against illicit activity, ensure for financial stability, and yes, protect national security.

Standing astride isn’t a sustainable place to be. For those who want to encourage innovations in crypto, I’d like to note that financial innovations
throughout history don’t long thrive outside of our public policy frameworks.

At the heart of finance is trust. And at the heart of trust in markets is investor protection. If this field is going to continue, or reach any of its potential to be
a catalyst for change, we better bring it into public policy frameworks.  

Thank you. I look forward to your questions.
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